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Annex C
Inventory

C.1 Introduction

C.1.1 Aim

This Annex contains the inventory of existing elenic signature standards used as the basis afatiisalised
framework.

C.1.2 Organisation of Data

The inventory is organised under the following domaf standardisation:

International : Inventory of internationally recognised specifioas (e.g. from ISO, ITU-T, IETF, W3C,
OASIS ...), excluding sector specific specifications.

Pan European Inventory of pan European specifications (e.gmfiETSI, CEN)

National + Sector Inventory of national and sector specific speaifions

For each entry in the inventory the following infaation is provided as appropriate:

Source Identifies body which issued document (see C.1r.3uidgher information on document
source)

Reference number  Reference as used by source body

Publication Date Date when latest version published as indicatesidoyce body.

Title Document title as indicated by source body

Description Description of document scope

Equivalent to Reference of specification which has equivalent texa publication by another committee
(e.g. ITU X.509 and ISO 9594-8)

Based on Reference to any primary source(s) on which theidwnt is based.

URL Web URL where document may be obtained.

Rationalised Framework reference Framework reference - to be added as part of galysis

Technical Area Functional area (this is to be later aligned widmiework)

Sub Area Sub-area (this is later to be aligned with framekyor

Type of document Classification of the document type (this is latebe aligned with the framework

Level of Standardisation The level of standardisation (e.g. internationafigognised standards, European Norm,
industry standard, regulation)

Status The status of the agreement with the documentgifies in accordance with classification
used by source)

Maturity Whether document is draft, publish or under revisio
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Whether the document applicability is Internatioiialropean, other region, EU nation or

Any further details of geographic region that tleeument is applicable to.

Sector to which the document is applicable.

C.1.3 Source Bodies

The sources of information are identified in theeintory using an abbreviated form.

AENOR Asociacion Espafiola de "AENOR is the Spanish Stantdardization Body, anel ofthe
Normalizacion conformance certification bodies, that mirrors 1&@ CEN/CENELEC
commetees.
ANSSI Agence Nationale de la "ANSSI is the French Network and Information Segufigency
Sécurité des Systemes (former DCSSI).
d'Information
A-SIT Austria Secure Information | "A-SIT is a competence center for IT-Security, whosembers are the
Technology Center Federal Ministry of Finance, The Central bank & Bepublic of
Austria and the Graz University of Technology
Activities include technical evaluations, top-leselbpport for public
bodies, observing of existing and emerging techgieand boosting
the IT-Security awareness,
ASTM International (formerly International (formerly American) Society for Tegtiand Materials
American) Society for
Testing and Materials
CEN "Comité Européen de European standards body with European nationatiatds institutes as
Normalisation (European | members
Committee for
Standardization)
DigitPA Ente nazionale per la DigitPA is the national body for the digitizatiof mublic
(formerly digitalizzazione della administration. Implements its mission through ecocanpanying
CNIPA) pubblica amministrazione | government in the process of technological innavaliy providing
their technical expertise in the field of infornwtitechnology and
communications with an advisory role and giverhi PA.
EPC European Payments Cour | The EPC is the decisi-making and coordination by of the Europea
banking industry in relation to payments
ETSI Europear An official European Standards Organisation stestgl&ody for
Telecommuncation globally-applicable standards in Information andr@ounications
Standards Institute Technologies (ICT)
ISO International Standandar | International standards body with network of théareal standard
Organisation institutes of 159 countries
ISO JTC International Standandards| Under the JTC 1 scope "Information Technology”, 817 develops
1/sC 17 Organisation, Joint standards on cards and personal identification
Technical Committee 1 ,
SubCommittee 17
ISO JTC International Standandar | Under the JTC 1 scope "Information Technolo ISO Sub committte
1/sC 37 Organisation, Joint concerned with Biometrics
Technical Committee 1,
SubCommittee 37
ISOTC International Standandar | Under the JTC 1 scope "Information Technology", IS@ committte:

Organisation, Joint
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1/SC 38 Technical Committee 1, | concerned with Distributed application platformsl@ervices (DAPS)
SubCommittee 38

ISO TC 154 | International Standandards "International standardization and registratiomo$iness, and
Organisation, Technical administration processes and supporting data wsddfbrmation
Committee 154 interchange between and within individual organaret and support for

standardization activities in the field of induatrilata.

ISOTC International Standandards| Under the TC 171 scope "Application issues", thatJbC 171/SC 2 -

171/SC 2 Organisation, Technical TC 42 -TC 46/SC 11 - TC 130 WG develops standanddocument
Committee 171 management applications - Application issues - RDF/
SubCommittee 2

ISOTC International Standandar ISO Committeeconcerned with Archives/records manager

46/SC 11 Organisation, Technical
Committee 46,

SubCommittee 11

ISO TC 6¢ International Standandar | ISO Technical committee: Standardization in thédfef banking,
Organisation, Technical securities and other financial services.

Committee 68

ITU-T "International United Nations agency for information and commutiicatechnology
Telecommunication Union- | issues
Telecommunication
Standardization Sector"

JIPDEC Japan Institute for "Since its establishment in 1967, as a nonprofjaoization under the
Promotion of Digital laws of Japan, JIPDEC has worked to advance comagdenologies
Economy and Community | and ensure the security of information systems.

JIPDEC was designated as a ""Designated Investgg&rganization™
pursuant to Act on Electronic Signatures and Geatiifon Business by
the competent ministers* in 2003"

NIST (USA) National Institute o | USA federal technology agency that works with induso develop an
Standards and Technology| apply technology, measurements, and standards

OASIS Organization for the OASIS is a nc-for-profit consortium that drives the developme
Advancement of Structured| convergence and adoption of open standards forisgaDloud
Information Standards computing, SOA, Web services, the Smart Grid, ed&it publishing,

emergency management, and other areas.

SAFE Signatures an "The Signatures and Authentication for Everyone KEMioPharma)
Authentication for Everyone Standard provides the framework for assured ideatit a legally
(biopharmaceutical and binding, regulatory compliant digital signature.”
healthcare)

T7 T7 registered association | T7 registered association is the team of trustreesperators and
team of the trust centre certification - service providers. Its members aublishers of chip card
operators and certificates which are a prerequisite for digalielectronic

signatures after the German Digital Signature Aétmembers are D-
Trust GmbH, DATEV eG, Deutsche Post Com GmbH, Gerfoa
savings bank publishing house, Deutsche TelekonaAGTC
Trustcenter GmbH. The team existing since 199%kas a registered
association and professional organization sincealg2005. It
represents the interests of the German trust cep&mtors and
promotes the possible applications and the appit&indness of the
qualified electronic signature.

tScheme Trust Scheme tScheme is the independduostig-led, self-regulatory scheme set u

to create strict assessment criteria, against whighl approve Trust
Services.
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w3C

World Wide Web
Consortium

The World Wide Web Consortium (W3C) is an interoaél community
where Member organizations, a full-time staff, aimel public work
together to develop Web standards. W3C's missitm lead the Web t
its full potential.()
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C.2 International

C.2.1: Guidelines for the Accreditation of Bodies O  perating Certification/Registration of Information
Security Management Systems based on the Conformity Assessment standard ISO/IEC 17021

Source: 1ISO

Reference Number: Revised version of EA-7/03
Publication Date:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP certification bodies acreditat
Type of Document: Guidelines

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This publication provides guidance and interpretatf the requirements from ISO/IEC 17021 for adtparty body
operating ISMS certification/ registration to meétt is to be recognised as competent and rediablthe operation of
ISMS certification/ registration. NOTE 1 In someuatries, the bodies which verify conformity of ISM&specified
standards are called “certification bodies”, inesth“registration bodies”, in others “assessmedtragistration
bodies”, or “certification/ registration bodies’héin others still, “registrars”. For ease of urelending, this
publication always refers to such bodies as “dedifon/ registration bodies”. This should not belerstood to be
limiting. The requirements contained in this puélion are written, above all, to be consideredeageal requirements
for any body operating ISMS certification/ regisia.
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C.2.2: Conformity assessment — Requirements for bod ies providing audit and certification of

management systems
Source: 1ISO

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 17021:2011
2011

CsP

CSP certification bodies acreditat
Requirement

Internationally recognised standard
International Standard

Publishe:

Internatione

This International Standard contains principles agiirements for the competence, consistencymapdiitiality of the
audit and certification of management systemsldiypes (e.g. quality management systems or enmiesrial
management systems) and for bodies providing taetbéties. Certification bodies operating to thisernational
Standard need not offer all types of managemenmésysertification. Certification of management syss (named in
this International Standard “certification”) istard-party conformity assessment activity (see 15G/17000:2004,
5.5). Bodies performing this activity are thereftmizd-party conformity assessment bodies (nametiginternational
Standard “certification body/bodies”). NOTE 1 Cfcttion of a management system is sometimes albed
“registration”, and certification bodies are sommeds called “registrars”. NOTE 2 A certification lyochn be non-
governmental or governmental (with or without regaty authority). NOTE 3 This International Stardlaan be used
as a criteria document for accreditation or pesessment or other audit processes.
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C.2.3: Conformity assessment — Requirements for bod ies certifying products, processes and
services

Source:1SO

Reference Number: ISO/IEC DIS 17065 (2011)
Publication Date: 2011

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP certification bodies acreditat
Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: DIS

Maturity: Pending final balloting/putcatior
Geographic general: Internations

Geographic details:

Sector:

Description:

This International Standard contains requirememtsife competence, consistent operation and inghigytof product,
process and service certification bodies. Certificabodies operating to this International Staddzeed not offer all
types of products, processes and services cetitficaCertification of products, processes andisesvis a third party
conformity assessment activity (5.5 of ISO/IEC 1012004). In the text the term "product” can be raadprocess" or
"service", except in those instances where sepgratésions are stated for "processes" or "serVi¢gsnex B).
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C.2.5: Information technology -- Security technique s -- Digital signature schemes giving message
recovery -- Part 2: Integer factorization based mec  hanisms

Source:1SO

Reference Number: ISO/IEC 9796-2:2010

Publication Date: 2010

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

ISO/IEC 9796-2:2010 specifies three digital signatschemes giving message recovery, two of whietdaterministic
(non-randomized) and one of which is randomizec Jécurity of all three schemes is based on tlieultfy of
factorizing large numbers. All three schemes cawvige either total or partial message recovery./IBO 9796-2:2010
specifies the method for key production for theethsignature schemes. However, techniques for keyagement and
for random number generation (as required for émelomized signature scheme), are outside the sfdf©/IEC
9796-2:2010. The first mechanism specified in I&0/19796-2:2010 is only applicable for existing iempkentations,
and is retained for reasons of backward compaijbili
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C.2.6: Information technology -- Security technique s -- Digital signature schemes giving message
recovery -- Part 3: Discrete logarithm based mechan  isms

Source:1SO

Reference Number: ISO/IEC 9796-3:2006

Publication Date: 2006

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

A digital signature in electronic exchange of im@ation provides the same kind of facilities tha expected from a
handwritten signature in paper-based mail. Heniseapplicable to providing entity authenticatidata origin
authentication, non-repudiation, and integrity afad ISO/IEC 9796-3:2006 specifies digital signatorechanisms
giving partial or total message recovery aimingeglucing storage and transmission overhead. ISOIE®-3:2006
specifies mechanisms based on the discrete logagtbblem of a finite field or an elliptic curve @va finite field.
ISO/IEC 9796-3:2006 defines types of redundanciunahredundancy, added redundancy, or both. ISDAE96-
3:2006 gives the general model for digital signasuyiving partial or total message recovery ainaingeducing storage
and transmission overhead. ISO/IEC 9796-3:2006ifipesix digital signature schemes giving dataoxexry: NR,
ECNR, ECMR, ECAO, ECPV, and ECKNR. NR is definedaoprime field; ECNR, ECMR, ECAO, ECPV, and
ECKNR are defined on an elliptic curve over a érfield.

ETSI



22 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.2.7: Information technology -- Security technique s -- Message Authentication Codes (MACSs) -- Part
1: Mechanisms using a block cipher

Source:1SO

Reference Number: ISO/IEC 9797-1:2011

Publication Date: 2011

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:
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Description:

Message Authentication Code (MAC) Algorithms areadategrity mechanisms that compute a short si(ine
Message Authentication Code or MAC) as a complextion of every bit of the data and of a secret Kéheir main
security property is unforgeability: someone wheslaot know the secret key should not be ableddiprthe MAC
on any new data string.

MAC algorithms can be used to provide data intggfiiheir purpose is the detection of any unautlealimodification
of the data such as deletion, insertion, or trartafion of items within data. This includes bothligciaus and
accidental modifications. MAC algorithms can alsoyide data origin authentication. This means thay can provide
assurance that a message has been originateddnyinn possession of a specific secret key.

ISO/IEC 9797-1 specifies six MAC algorithms thae secret key and an n-bit block cipher to calcualiéAC.

This edition of this part of ISO/IEC 9797 also aint six mechanisms. Four of them are the sameedirst four
mechanisms in the second edition. However, thie &iftd sixth mechanisms in the second edition heea bemoved
and replaced by two new mechanisms, both designethkimise efficiency by minimising the number &fdk cipher
computations required to compute a MAC. These twcohmanisms are known as OMAC1 (or CMAC) and LMAC.
ISO/IEC 9797-1 specifies six MAC algorithms whiate all based on the CBC mode of a block ciphealsib describes
three padding methods. Padding is required toitgkeaccount the fact that the length of the d&iag may not be a
multiple of the block length n.

The strength of the data integrity mechanism anslsaige authentication mechanism is dependent dartgth k (in
bits) and secrecy of the key, on the block lengfmbits) and strength of the block cipher, on gregth m (in bits) of
the MAC, and on the specific mechanism.

The first three mechanisms specified in ISO/IECBI%re commonly known as CBC-MAC (CBC is the aklarion
of Cipher Block Chaining). The calculation of a MAS described in ISO 8731-1 and ANSI X9.9 is a ifigezase of
ISO/IEC 9797-1 when n=64, m=32, MAC Algorithm 1 ahddding Method 1 are used, and the block ciphBEi&
(ANSI X3.92:1981). The calculation of a MAC as d#ised in ANSI X9.19 and I1SO 9807 is a specific cakthis part
of ISO/IEC 9797 when n=64, m=32, either MAC Alghbrit 1 or MAC Algorithm 3 is used (both with Paddixigthod
1), and the block cipher is DEA (ANSIX3.92:1981).

The fourth mechanism is a variant of CBC-MAC witegecial initial transformation. It is recommended
applications which require that the key lengthhaf MAC algorithm is twice that of the block cipher.

The fifth and sixth mechanism use two parallelanses of the first and fourth mechanism respegtiaid combine
the two results with a bitwise exclusive-or oparatiThey are recommended for applications whicliirecan
increased security level against forgery attacks.

The fifth mechanism uses a single length MAC aljonikey, while the sixth mechanism doubles the Mégbrithm
key length.

Annex A provides test values and Annex B providdsmsive guidance on the selection of a MAC algoniand a
Padding Method.

This edition of this part of ISO/IEC 9797 also aint six mechanisms. Four of them are the santeed#rst four
mechanisms in the second edition. However, thie &iftd sixth mechanisms in the second edition haea bemoved
and replaced by two new mechanisms, both designethkimise efficiency by minimising the number &fdk cipher
computations required to compute a MAC. These twohmanisms are known as OMAC1 (or CMAC) and LMAC.

Dependencies ISO/IEC 9797 uses terms defined :71808-2: 1989, Information processing systemserOgystems
interconnection - Basic reference model - Partezusty architecture ISO/IEC 10116: 1997, Inforroattechnology -
Security techniques - Modes of operation for artrslock cipher
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C.2.8: Information technology -- Security technique s -- Message Authentication Codes (MACSs) -- Part
2: Mechanisms using a dedicated hash-function

Source:1SO

Reference Number: ISO/IEC 9797-2:2010

Publication Date: 2010

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

Message Authentication Code (MAC) Algorithms areadategrity mechanisms that compute a short si(ine
Message Authentication Code or MAC) as a complextion of every bit of the data and of a secret kbgir main
security property is unforgeability: someone wheslaot know the secret key should not be ableddigirthe MAC
on any new data string.

MAC algorithms can be used to provide data intggiiibeir purpose is the detection of any unautkeatimodification
of the data such as deletion, insertion, or trartafion of items within data. This includes bothliciaus and
accidental modifications. MAC algorithms can alsoyide data origin authentication. This means thay can provide
assurance that a message has been originateddnyinn possession of a specific secret key.

ISO/IEC 9797-2 specifies three MAC algorithms tais based on a dedicated hash-function (seleated8O/IEC
10118-3).

ISO/IEC 9797-2 specifies three MAC algorithms thse a secret key and a hash-function (or its rdundtion) with
an n-bit result to calculate an m-bit MAC.

The strength of the data integrity mechanism anslsaige authentication mechanism is dependent dartbth (in bits)
k and secrecy of the key, on the length (in bitsf the hash-function and its strength, on the tlerfipn bits) m of the
MAC, and on the specific mechanism.

The first mechanism specified in ISO/IEC 9797-2asnmonly known as MDx-MAC. It calls the completesha
function once, but it makes a small modificatiorthte round-function by adding a key to the additieestants in the
round-function. The second mechanism specifie®/IEC 9797-2 is commonly known as HMAC. It calie t
complete hash-function twice. The third mechanipecgied in ISO/IEC 9797-2 is a variant of MDx-MABat takes
as input only short strings (at most 256 bitspffers a higher performance for applications thatkwvith short input
strings only.

Annex A provides test values and Annex B providaisiance on the security of the MAC algorithms.

5. Dependencies ISO/IEC 9797-1: 1999, Message autiatioth codes (MACSs) - Part 1: Mechanisms using a
block cipher ISO 7498-2: 1989, Information procegsystems - Open systems interconnection - Basic
reference model - Part 2: Security architecture/IBO 10118-1: 2000, Information technology - Setguri
techniques - Hash-function - Part 1: General ISO/IBP118-3: 1998, Information technology - Security
technigues - Hash-function - Part 3: Dedicated Hashtions
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C.2.9: Information technology -- Security technique s -- Message Authentication Codes (MACSs) -- Part
3: Mechanisms using a universal hash-fun

Source:1SO

Reference Number: ISO/IEC 9797-3:2010

Publication Date: 2010

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

This part of ISO/IEC 9797 specifies four MAC algbms that use a secret key and a universal hastidarwith an n-
bit result to calculate an m-bit MAC. These mechars can be used as data integrity mechanismsify thet data
has not been altered in an unauthorised manney. Gdrealso be used as message authentication nigcisaio
provide assurance that a message has been orijimatn entity in possession of the secret key.sEtength of the
data integrity mechanism and message authenticatémianism is dependent on the length (in bits)cksecrecy of
the key, on the length (in bits) n of a hash-codmlpced by the hash-function, on the strength e@figsh-function, on
the length (in bits) m of the MAC, and on the sfieanechanism.

The four mechanisms specified in this part of IEQWI9797 are based on the dedicated hash-functpatsfied in
ISO/IEC 10118-3, the block ciphers specified in /lRQ 18033-3 and the stream ciphers specified /IEC 18033-
4.

* 1) The first mechanismspecified in this part of 1SOIEC 9797 is commonly
known as UMAC.

* 2) The second nechanismspecified in this part of |SOIEC 9797 is commonly
known as Badger.

* 3) The third nmechanismspecified in this part of I1SOIEC 9797 is known as

Pol y1305- AES.

* 4) The fourth nechanismspecifid in this part of I1SOIEC 9797 is known as
GVAC.

This part of ISO/IEC 9797 can be applied to theusgcservices of any security architecture, preces application.
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C.2.10: Information technology -- Security techniqu es -- Entity authentication -- Part 1: General

Source:1SO

Reference Number: ISO/IEC 9798-1:2010
Publication Date: 201

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

ISO/IEC 9798-1:2010 specifies an authentication @hadd general requirements and constraints faryent
authentication mechanisms which use security tegles. These mechanisms are used to corroboratenttesitity is
the one that is claimed. An entity to be authetgidgroves its identity by showing its knowledgeaafecret. The
mechanisms are defined as exchanges of informb&tween entities and, where required, exchangésantitusted
third party. The details of the mechanisms andctiigents of the authentication exchanges are givenbsequent

parts of ISO/IEC 9798.
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C.2.11: Information technology -- Security techniqu es -- Entity authentication -- Part 2: Mechanisms
using symmetric encipherment algorithms

Source:1SO

Reference Number: ISO/IEC 9798-2:2008

Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signéture creation / verification procedu
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

ISO/IEC 9798-2:2008 specifies entity authenticatimechanisms using symmetric encipherment algoritfiosr of
the mechanisms provide entity authentication betvte® entities where no trusted third party is ifved; two of these
are mechanisms to unilaterally authenticate onigyeotanother, while the other two are mechanigongnutual
authentication of two entities. The remaining mexisias require a trusted third party for the esdilient of a
common secret key, and realize mutual or unilatenéity authentication. The mechanisms specifiel&@/IEC 9798-
2:2008 use time variant parameters such as timepstasequence numbers, or random numbers to preaficht
authentication information from being accepted kte@r time or more than once. If no trusted tipedlty is involved
and a time stamp or sequence number is used, gsdspaeeded for unilateral authentication, while passes are
needed to achieve mutual authentication. If naeaighird party is involved and a challenge angpoese method
employing random numbers is used, two passes adeddor unilateral authentication, while threesggsare required
to achieve mutual authentication. If a trusteddiparty is involved, any additional communicatiatieen an entity
and the trusted third party requires two extra @ads the communication exchange.
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C.2.12: Information technology -- Security techniqu es -- Entity authentication -- Part 3: Mechanisms
using digital signature techniques

Source:1SO

Reference Number: ISO/IEC 9798-3:1998

Publication Date: 1998

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

The purpose of entity authentication is the corrabion that an entity is the one claimed. This péiSO/IEC 9798
specifies entity authentication mechanisms emptpgipublic key algorithm and a digital signaturetfe verification
of the identity of an entity. The use of this startis not restricted to a particular algorithmy aablic key algorithm
satisfying the requirements of the authenticati@chanism(s) specified may be employed.

Entity authentication mechanisms based on a publjcalgorithm are characterized by the fact thatehtity to be
authenticated corroborates its identity by demattisity its knowledge of its secret signature keyisKey is used to
digitally sign specific data. The signature carvedfied by anyone knowing the entity's public Yieation key. It is
thus of importance that the public verification kewalid and authentic. One way of obtaining adspublic key is by
means of certificates distributed, for instancealiyusted third party. Another way would be tdrilisite the public
key by mutually agreed means. The means of obtgaivalid public verification key are outside tlege of the
standard. The use of certificates is, thereforg; discussed in an informative annex.

The standard describes two mechanisms for uniledethentication and three mechanisms for mututientication.
In a unilateral authentication mechanism only ohthe two entities is authenticated while in a gaare for mutual
authentication the two communicating entities anticate each other. Messages are sent betweeftathrent and the
verifier for the verification of the claimant's ility. A message contains a signed part and amgoedipart. If
information in the signed part of the messagerisaaly known to the verifier then it needs not betaimed in the
unsigned part. The provision of data in the ungiigo&t may also depend on the properties of therithgn employed.
To control uniqueness/timeliness of the messagessiGramE>( which, for example, prevents valid entibation
information from being accepted at a later time) itessages contain time variant parameters suaheastamps,
sequence numbers and random numbers. Their prepare described as in an informative annex. Imgfeation
requirements may make different time variant patersepreferable in different applications.

Messages may contain text fields the use and oekttip of which is not specified in this standarde standard
contains an informative annex on their use whiadlid;dor instance, be key distribution. Some of itleg distribution
mechanisms specified in ISO/IEC 11770-3 makes tifgeanechanisms specified in this part of ISO/IE®S.
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C.2.13: Information technology -- Security techniqu es -- Modes of operation for an n-bit block cipher

Source:1SO

Reference Number: ISO/IEC 10116:2006
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech.specs: proce

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 10116:2006 specifies modes of operatiorafon-bit block cipher. These modes provide mettiods
encrypting and decrypting data where the bit lerfttihe data may exceed the size of the block cipfige modes
specified in ISO/IEC 10116:2006 only provide préige of data confidentiality. Protection of dataeigrity and
requirements for padding the data are not withingtope of ISO/IEC 10116:2006. ISO/IEC 10116:2(Q&& dies five
modes of operation: 1. Electronic Codebook (ECBEipher Block Chaining (CBC), with optional intealving; 3.
Cipher Feedback (CFB); 4. Output Feedback (OFBJ;mrCounter (CTR). The Annexes of ISO/IEC 10166620
provide object identifiers (according to ISO/IEC3@§ for each mode, a description of the propedfesach mode, and
diagrams and examples of each mode. Block ciphersgecified in ISO/IEC 18033-3.
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C.2.14: Information technology -- Security techniqu es -- Hash-functions -- Part 1: General

Source: 1ISO

Reference Number: ISO/IEC 10118-1:2000
Publication Date: 200c

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech.specs: Formr

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

Hash-functions map arbitrary strings of bits tdeg range. They can be used for reducing a medsagshort
imprint for input to a digital signature mechanisimfor committing the user to a given string ashiithout revealing
this string. The input string of a hash- functiercalled a data string class=GramE>an the outpogss called a hash-
code.

This part of ISO/IEC 10118 contains definitionsidpls, abbreviations and requirements which arencomto all the
other parts of ISO/IEC 10118.

Abstract of objectives The document gives the dkidim of the terms "hash-function”, “collision-regnt hash-
function”, "data string (or data)", "hash-codehitializing value" and "padding", as well as théated notation. (Note:
for the purpose of ISO/IEC 10118, a hash- functsodefined as being what is generally called awag-hash-function
in the literature.)

It is required that the parties involved operateruprecisely the same data, use the same initiglizalues (if any) and
the same padding methods (if any).

There are three informative annexes: Annex A prewisome guidance on the choice of the initializialgie. Annex B
proposes two padding methods (method 1: appebisdf necessary; method 2: append a '1' bit t@ehits if
necessary). Annex C is bibliography.

Dependencies There are no dependencies but thengaddthods are the same as those standardiz&Di#EHC 9797.
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C.2.15: Information technology -- Security techniqu es -- Hash-functions -- Part 2: Hash-functions
using an n-bit block cipher

Source:1SO

Reference Number: ISO/IEC 10118-2:2010

Publication Date: 2010

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 10118-2:2010 specifies hash-functions winetke use of an n-bit block cipher algorithm. Theg therefore
suitable for an environment in which such an athoniis already implemented. Block ciphers are dgtin ISO/IEC
18033-3. Four hash-functions are specified. Ttst firovides hash-codes of length less than or équglwhere n is
the block-length of the algorithm used. The seqmuides hash-codes of length less than or equ;tthe third
provides hash-codes of length equal to 2n; anditiivth provides hash-codes of length 3n. All fotithe hash-
functions specified in ISO/IEC 10118-2:2010 confdmthe general model specified in ISO/IEC 10118-1.
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C.2.16: Information technology -- Security techniqu es -- Hash-functions -- Part 3: Dedicated hash-
functions

Source:1SO

Reference Number: ISO/IEC 10118-3:2004

Publication Date: 2004

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / vification procedure
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 10118-3:2004 specifies the following sededicated hash-functions, i.e. specially-desigrashfunctions: ¢
the first hash-function (RIPEMD-160) in Clause dydes hash-codes of lengths up to 160 bits; séw®nd hash-
function (RIPEMD-128) in Clause 8 provides hashe&df lengths up to 128 bits; « the third hash-fiamc(SHA-1) in
Clause 9 provides hash-codes of lengths up to t§0-lihe fourth hash-function (SHA-256) in Claud®provides
hash-codes of lengths up to 256 bits; « the fifikHfunction (SHA-512) in Clause 11 provides hasties of lengths
up to 512 bits; « the sixth hash-function (SHA-384lause 12 provides hash-codes of a fixed Ier&8f# bits; and ¢
the seventh hash-function (WHIRLPOOL) in Clauseidvides hash-codes of lengths up to 512 bitseBRoh of these
dedicated hash-functions, ISO/IEC 10118-3:2004ifips@ round-function that consists of a sequericib-
functions, a padding method, initializing valueargmeters, constants, and an object identifieoasative
information, and also specifies several computagixeimples as informative information.
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Annex C

C.2.17: Information technology -- Security techniqu es -- Hash-functions -- Part 4: Hash-functions
using modular arithmetic

Source:1SO

Reference Number: ISO/IEC 10118-4:1998

Publication Date: 1998

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

Scope Hash-functions map arbitrary strings of taita given range. They can be used for reducingssage to a short
imprint for input to a digital signature mechanisinfor committing the user to a given string dsbwithout revealing
this string.

This part of ISO/IEC 10118 specifies two collisimsistant hash-functions which make use of modariginmetic
employing a round-function using a composite moslas a product of two large primes, and a redudtiontion
using a prime number only. These hash-functionspress messages of arbitrary but limited lengthhash-code
whose length is determined by the length of thempmumber used in the reduction-function. Thushteh- code is
easily scaled to the input length of any mechar{isian., signature algorithm, identification scheme).

Abstract of objectives The hash-functions specifirethis part of ISO/IEC 10118, known as MASH-1 a44SH-2
(Modular Arithmetic Secure Hash) are particuladitable for environments in which implementatiofisrmdular
arithmetic of sufficient length are already avaialrhe two hash-functions differ only in the expahused in the
round-function. The length of the prime number ugetthe reduction-function shall be at most halfhe length of the
modulus used in the round-function.

Dependencies The hash-functions make use of apgddie specified in Annex B of: ISO/IEC 10118-894,
Information technology - Security techniques - Hasfictions - Part 1: General
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C.2.18: Information technology -- Trusted Platform Module -- Part 1: Overview

Source:1SO

Reference Number: ISO/IEC 11889-1:2009
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust platform

Type of Document: Guideline!

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 11889 defines the Trusted Platform ModuleN]), a device that enables trust in computingfptats in
general. ISO/IEC 11889-1:2009 is an overview of TR. It describes the TPM and how it fits into thested
platform. ISO/IEC 11889-1:2009 describes trustedfpfm concepts such as the trust boundary, timegitst,
integrity measurement, and integrity reporting.
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Annex C

C.2.19: Information technology -- Trusted Platform Module -- Part 2: Design principles

Source:1SO

Reference Number: ISO/IEC 11889-2:2009
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust platform

Type of Document: Guideline!

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 11889 defines the Trusted Platform ModuleN]), a device that enables trust in computingfptats in
general. ISO/IEC 11889-2:2009 defines the prinsigle TPM operation. These include base operatingeso
cryptographic algorithms and key sizes for the algms, basic interoperability requirements, basitocols and the
use of the protocols, and use of TPM resources.
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Annex C

C.2.20: Information technology -- Trusted Platform Module -- Part 3: Structures

Source:1SO

Reference Number: ISO/IEC 11889-3:2009
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust platform

Type of Document: Guideline!

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 11889 defines the Trusted Platform ModuleN]), a device that enables trust in computingfptats in
general. ISO/IEC 11889-3:2009 defines the strustarel constants that enable the interoperabiliyydren TPM
implementations.
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Annex C

C.2.21: Information technology -- Trusted Platform Module -- Part 4: Commands

Source:1SO

Reference Number: ISO/IEC 11889-4:2009
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust platform

Type of Document: Guideline!

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:

Geographic details:

Sector:

Description:

ISO/IEC 11889 defines the Trusted Platform ModuleN]), a device that enables trust in computingfptats in
general. ISO/IEC 11889-4:2009 defines the commaatins of the commands, and the parameters tootinenands
that provide the TPM functionality.
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Annex C

C.2.22: Information technology -- Security techniqu es -- Non-repudiation -- Part 1: General

Source:1SO

Reference Number: ISO/IEC 13888-1:2009
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 13888 is concerned with non-repudiatio®A&EC 13888-1:2009 is a general part which defen@sodel for
non-repudiation mechanisms providing evidence basectyptographic check values generated using sytnigror
asymmetric cryptographic techniques. Non-repudiaticechanisms provide protocols for the exchangenf
repudiation tokens for non-repudiation serviceecHjr and additional non-repudiation servicesdegscribed.
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Annex C

C.2.23: Information technology -- Security techniqu es -- Non-repudiation -- Part 3: Mechanisms using
asymmetric techniques

Source:1SO

Reference Number: ISO/IEC 13888-3:2009

Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:

Geographic details:

Sector:

Description:

ISO/IEC 13888-3:2009 specifies mechanisms for tie@ipion of specific, communication related, nopudiation
services using asymmetric cryptographic techniques.
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Annex C

C.2.24: Information technology -- Security techniqu es -- Digital signatures with appendix -- Part 1:
General

Source:1SO

Reference Number: ISO/IEC 14888-1:2008

Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

There are two types of digital signature mechansWhen the verification process needs the messagart of the
input, the mechanism is called "signature mechamiitimappendix”. A hash-function is in used in tt@culation of

the appendix. « When the verification process risvath or part of the message, the mechanism ledal "signature
mechanism giving message recovery". A hash-funéti@iso used in the generation and verificatiothete
signatures. ISO/IEC 14888 specifies digital sigregwith appendix. ISO/IEC 14888-1:2008 specifiesagal
principles and requirements for digital signatuséth appendix. ISO/IEC 14888-2 addresses digighaiures based on
integer factoring, and ISO/IEC 14888-3 addressgiallisignatures based on discrete logarithm. $igaanechanisms
giving message recovery are specified in ISO/IE@8®Hash-functions are specified in ISO/IEC 10118.
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Annex C

C.2.25: Information technology -- Security techniqu es -- Digital signatures with appendix -- Part 2:
Integer factorization based mechanisms

Source:1SO

Reference Number: ISO/IEC 14888-2:2008

Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

NOTE: This used to be entitled identity based se&hassume that scope of content has not changedEISQ43888
specifies digital signature with appendix. As notpé the message is recovered from the signatheerécoverable
part of the message is empty), the signed messargsts of the signature and the whole message ENSD/IEC
9796 specifies digital signature giving messagevery. As all or part of the message is recovereahfthe signature,
the recoverable part of the message is not empiy.signed message consists of either the signatlygwhen the
non-recoverable part of the message is empty)oitr the signature and the non-recoverable part/[ES1D14888-
2:2008 specifies digital signatures with appendhoge security is based on the difficulty of fagtgrthe modulus in
use. For each signature scheme, it specifies: refhionships and constraints between all the el@i@ents required
for signing and verifying; ¢ a signature mechanism,how to produce a signature of a messagethvititata elements
required for signing; « a verification mechanisra, how to verify a signature of a message withdgta elements
required for verifying. The title of ISO/IEC 148&8has changed from ldentity-based mechanisms éifision) to
Integer factorization based mechanisms (seconajlitl. ISO/IEC 14888-2:2008 includes the idenkigsed scheme
specified in ISO/IEC 14888-2:1999, namely the G@iesne. This scheme has been revised due to thdraithl of
ISO/IEC 9796:1991 in 1999. 2. Among the certifichtsed schemes specified in ISO/IEC 14888-3:199%&¢ludes all
the schemes based on the difficulty of factorirgyifiodulus in use, namely, the RSA, RW and ESIGNMmes. These
schemes have been revised due to the withdraw8IMIEC 9796:1991 in 1999. 3. It takes into accd&@/IEC
14888-3:1998/Cor.1:2001, technical corrigendumhefESIGN scheme. 4. It includes a format mechanismmely the
PSS mechanism, also specified in ISO/IEC 9796-2280d details of how to use it in each of the RRA/, GQ1 and
ESIGN schemes. 5. It includes new certificate-basdmes that use no format mechanism, namelG @ GPS1
and GPS2 schemes. 6. For each scheme and itsg@®needed, it provides an object identifier.
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Annex C

C.2.26: Information technology -- Security techniqu es -- Digital signatures with appendix -- Part 3:
Discrete logarithm based mechanisms

Source:1SO

Reference Number: ISO/IEC 14888-3:2006

Publication Date: 2006

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech.specs: Mechanis

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 14888-3:2006 specifies digital signatureehamisms with appendix whose security is basedheliscrete
logarithm problem. It provides a general descriptid a digital signature with appendix mechanisndg a variety of
mechanisms that provide digital signatures withemglix. For each mechanism, ISO/IEC 14888-3:2006ifps the
process of generating keys, the process of produgignatures, and the process of verifying sigmgturhe verification
of a digital signature requires the signing ergiterification key. It is thus essential for a ¥ierito be able to associate
the correct verification key with the signing entibr more precisely, with (parts of) the signingi®/'s identification
data. This association may be provided by anotheans that is not covered in ISO/IEC 14888-3:2006ai&Vver the
nature of such means, the scheme is then said'tetiicate-based'. If not, the association betmvthe correct
verification key and the signing entity's ident#iion data is somehow inherent in the verificaktew itself. In such a
case, the scheme is said to be 'identity-baseg@eming on the two different ways of checking tberectness of the
verification keys, the digital signature mechanispscified in ISO/IEC 14888-3:2006 are categorireivo groups:

certificate-based and identity-based.
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Annex C

C.2.27: Elliptic Curve Russian Digital Signature Al gorithm, Schnorr Digital Signature Algorithm,
Elliptic Curve Schnorr Digital Signature Algorithm, and Elliptic Curve Full Schnorr Digital Signature
Algorithm

Source:1SO

Reference Number: ISO/IEC 14888-3:2006/Amd 1:2010

Publication Date: 2010

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verificati

Subarea: Signature creation / verification procedt

Type of Document: Tech.specs: Mechanism

Level of Standard: Internationally recognised standard

Status: International Standa

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

Scope Amendment 1 to ISO/IEC 14888-3:2006 introddoar digital signature algorithms: Elliptic CurfRussian
Digital Signature Algorithm EC-RDSA, Schnorr Diditaignature Algorithm SDSA, Elliptic Curve Schn@iyital
Signature Algorithm EC-SDSA, and Elliptic Curve Fathnorr Digital Signature Algorithm EC-FSDSA.

Abstract of objectives EC-RDSA is specified in Slalbse 6.7; SDSA is specified in Subclause 6.8; BG&is
specified in Subclause 6.9; and EC-FSDSA is sgtifi Subclause 6.10. Object identifiers are gimvefinnex A, test
vectors are given in Annex F, a comparison of fieatie-based mechanisms is given in Annex G TablegBd Table

G.2, and claimed features for choosing a mechaarengiven in Annex H.

Dependencies Some of the mechanisms specifiedsiniticument make use of the techniques specified in
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Annex C

C.2.28: Information technology -- Security techniqu es -- Evaluation criteria for IT security -- Part 1
Introduction and general model

Source:1SO

Reference Number: ISO/IEC 15408-1:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: Protection profile

Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15408-1:2009 establishes the general caa@eq principles of IT security evaluation andcéfies the
general model of evaluation given by various paft$SO/IEC 15408 which in its entirety is meanti® used as the
basis for evaluation of security properties of Fdgucts. It provides an overview of all parts oOIEEC 15408. It
describes the various parts of ISO/IEC 15408; @sfitne terms and abbreviations to be used in & fO/IEC
15408; establishes the core concept of a Targévaluation (TOE); the evaluation context; and diéss the audience
to which the evaluation criteria are addressedintmoduction to the basic security concepts necgdsa evaluation of
IT products is given. It defines the various opierat by which the functional and assurance comptsnginen in
ISO/IEC 15408-2 and ISO/IEC 15408-3 may be taildredugh the use of permitted operations. The kecepts of
protection profiles (PP), packages of security regoents and the topic of conformance are specé#ietithe
consequences of evaluation and evaluation resdtdescribed. ISO/IEC 15408-1:2009 gives guidelioeshe
specification of Security Targets (ST) and providegescription of the organization of componentsughout the
model. General information about the evaluationhoéology is given in ISO/IEC 18045 and the scopewafluation
schemes is provided.
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Annex C

C.2.29: Information technology -- Security techniqu es -- Evaluation criteria for IT security -- Part 2
Security functional components

Source:1SO

Reference Number: ISO/IEC 15408-2:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: Protection profile

Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishec

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15408-2:2008 defines the content and ptasien of the security functional requirements ¢odssessed in a
security evaluation using ISO/IEC 15408. It consadncomprehensive catalogue of predefined seduritional
components that will meet most common security aeddhe marketplace. These are organized usirerarbhical
structure of classes, families and componentssapgdorted by comprehensive user notes. ISO/IEC&24P008 also
provides guidance on the specification of custothgecurity requirements where no suitable preddfgseurity

functional components exist.
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Annex C

C.2.30: Information technology -- Security techniqu es -- Evaluation criteria for IT security -- Part 3
Security assurance components

Source:1SO

Reference Number: ISO/IEC 15408-3:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: Protection profile

Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15408-3:2008 defines the assurance regeinésrof the evaluation criteria. It includes thaleation
assurance levels that define a scale for measassigrance for component targets of evaluation () QBs composed
assurance packages that define a scale for megswssurance for composed TOEs, the individual asser
components from which the assurance levels andgggskare composed, and the criteria for evaluafigmnotection
profiles and security targets. ISO/IEC 15408-3:2668nes the content and presentation of the assengequirements
in the form of assurance classes, families and oompts and provides guidance on the organizatioewfassurance
requirements. The assurance components withinstherance families are presented in a hierarchicro
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Annex C

C.2.31: Information technology -- Security techniqu es -- A framework for IT security assurance -- Part
1: Overview and framework

Source:1SO

Reference Number: ISO/IEC TR 15443-1:2005
Publication Date: 2005

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: IS securit)

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC TR 15443 is a multi-part type 3 TechnicalRrt to guide the IT security professional in skéection of an
appropriate assurance method when specifying,tegdeor deploying a security service, productepovironmental
factor such as an organization or personnel (knasva deliverable). The aim is to understand therasse type and
amount required to achieve confidence that thevelielble satisfies the stated IT security assuresgpagirements and
consequently its security policy. ISO/IEC TR 15442005 describes the fundamentals of security asserand its
relation to other security concepts. This is taifjfavhy security assurance is required and digpahmon
misconceptions such as that increased assuragaeéesd by increasing the strength of a securitylaeism. The
framework includes a categorization of assuranpegynd a generic lifecycle model to identify thprapriate
assurance types required for the deliverable vegipect to the deliverable's lifecycle. The modsb alemonstrates how
security assurance must be managed throughouttiverdble's lifecycle requiring assurance decisittmbe made by
several assurance authorities for the lifecyclgestelevant to their organization (i.e. develog&andards, consumer).
The framework has been developed to be generabérntouaccommodate different assurance types andnt@mpny
lifecycle approach so as not to dictate any padicdesign. Advanced security assurance conceapth, & combining
security assurance methods, are addressed briefhes are to be addressed in later parts of ISONR 15443.
ISO/IEC TR 15443 targets IT security managers ahdrasecurity professionals responsible for deviapp security
assurance program, engineering security into aefelble, determining the security assurance of tteiverable,
entering an assurance assessment audit (e.g. 180D SSE-CMM (ISO/IEC 21827), ISO/IEC 15408-3), tney
assurance activities.
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Annex C

C.2.32: Information technology -- Security techniqu es -- A framework for IT security assurance -- Part
2: Assurance methods

Source:1SO

Reference Number: ISO/IEC TR 15443-2:2005
Publication Date: 2005

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: IS securit)

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC TR 15443-2:2005 describes a variety ofd€wity assurance methods and approaches andsrtiata to the
IT security assurance framework in ISO/IEC TR 15443 he emphasis is to identify qualitative projgerf the
assurance methods and elements that contribusstwamce, and where possible, to define assuratings. This
material is intended for IT security professiorfalsthe understanding of how to obtain assuraneediven life-cycle
stage of a product or service. The objective detscribe and categorize assurance methods andaappsoin a manner
enabling a review of their comparable and synecgetiperties. This will facilitate selection of tappropriate
assurance method or and possible combination afasse methods for a given IT security productiesys or service

and its specific environment.
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Annex C

C.2.33: Information technology -- Security techniqu es -- A framework for IT security assurance -- Part
3: Analysis of assurance methods

Source:1SO

Reference Number: ISO/IEC TR 15443-3:2007
Publication Date: 2007

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: IS securit)

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC TR 15443-3:2007 provides general guidancantassurance authority in the choice of the gpjate type of
international communications techology (ICT) aseaeamethods and to lay the framework for the amglysspecific
assurance methods for specific environments. ISOMR 15443-3:2007 will allow the user to match sfiec
assurance requirements and/or typical assuranedisits with the general characteristics offerecvsilable
assurance methods. The guidance of ISO/IEC TR 134437 is applicable to the development, implemigon and
operation of ICT product and ICT systems with séguequirements. The advice given in ISO/IEC TRI43-3:2007
will be qualitative and summary, and the user megdto analyse which methods presented in ISO/IREG5443-2
will suit best his specific deliverables and orgaional security requirements
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C.2.34: Information technology -- Security techniqu es -- Guide for the production of Protection
Profiles and Security Targets

Source:1SO

Reference Number: ISO/IEC TR 15446:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: Protection profile

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC TR15446:2009 provides guidance relatintheoconstruction of Protection Profiles (PPs) aedusity Targets
(STs) that are intended to be compliant with thedtadition of ISO/IEC 15408. It is also applicabtePPs and STs
compliant with Common Criteria Version 3.1, a teicafly identical standard published by the Commoite@ia
Management Board, a consortium of governmentalrézgéions involved in IT security evaluation andtifieation.
ISO/IEC TR15446:2009 is not intended as an intrtidndo evaluation using ISO/IEC 15408. Readers sé®k such
an introduction should consult ISO/IEC 15408-1. Q@ TR15446:2009 does not deal with associatddstasyond
PP and ST specifications such as PP registratidritemhandling of protected intellectual property.
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C.2.35: Information technology -- Security techniqu es -- Specification of TTP services to support the
application of digital signatures

Source:1SO

Reference Number: ISO/IEC 15945:2002

Publication Date: 2002

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: TTP services and related commercial applicat
Type of Document: Tech.specs: Protoc

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

Scope Technical services definitions and protoamsrequired to allow for the implementation of Tddvices and
related commercial applications. This IS focuses on

* inplementation and interoperability,

* service specifications and,

* technical requirenents.

Abstract of objectives This International Standaillil define those TTP services needed to suppertgbplication of
digital signatures in commercial applications.

This standard will also define interfaces and prote to enable interoperability between entitiesoagted with these
TTP services.

This standard does not describe the managemeritRg or other organizational, operational or perkizsaes. Those
topics are mainly covered in TR 14516.

Dependencies ISO/IEC 9594-8: 1997, Information nedbgy - Open Systems Interconnection - The DimgctdPart 8:
Authentication framework ISO/IEC 9798-1: 1997, Imfmtion technology - Security techniques - Entityh@ntication
- Part 1: General ISO/IEC 10118-1: 2000, Informatiechnology - Security techniques - Hash-functioRart 1:
Hash-functions using an n-block cipher algorith@I&EC 10118-2: 2000, Information technology - Ségur
techniques - Hash-functions - Part 2: Hash-funetiosing an n-block cipher algorithm ISO/IEC 10118-398,
Information technology - Security techniques - Hésfctions - Part 3: Dedicated Hash-functions |&0/110118-4:
1998, Information technology - Security techniguétash-functions - Part 4. Hash-functions using otadarithmetic
ISO/IEC 11770-1: 1996, Information technology - @@y techniques - Key management - Part 1: Framkwo
ISO/IEC 11770-3: 1999, Information technology - @#y techniques - Key management - Part 3: Medrasiusing
asymmetric techniques ISO/IEC 14888-2: 1999, Infdiam technology - Security techniques - Digitgrgitures with
appendix - Part 2: Identity-based mechanisms ISOAE888-3: 1999, Information technology - Secutdghniques -
Digital signatures with appendix - Part 3: Ceréafie-based mechanisms ISO/IEC TR 13335-1: 1996,eBués for the
management of IT Security - Part 1: Concepts andatsdT Security (cancelled and replaced by ISO/IB335-1:
2004) ISO/IEC TR 13335-2: 1997, Guidelines for theenagement of IT Security - Part 2: Managing araping IT
Security (cancelled and replaced by ISO/IEC 1333%004) ISO/IEC TR 13335-3: 1998, Guidelines fa th
Management of IT Security - Part 3: Techniquedfiermanagement of IT Security (cancelled and repldy
ISO/IEC 27005: 2008) ISO/IEC TR 13335-4: 2000, @liites for the management of IT Security - Pa@dection of
safeguards (cancelled and replaced by ISO/IEC 27203B) ISO/IEC TR 13335-5: 2001, Guidelines fa th
Management of IT Security - Part 5: Managementauieé on network security (cancelled and replacelByIEC
18028-1: 2006) ISO/IEC 13888-1: 1997, Informatiearhnology - Security techniques - Non-repudati®art 1:
General ISO/IEC 13888-2: 1998, Information techggle Security techniques - Non-repudation - Pai&chanisms
using symmetric techniques ISO/IEC 13888-3: 198fgrmation technology - Security techniques - Neptrdation -
Part 3: Mechanisms using asymmetric techniques
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C.2.36: Information technology -- Security techniqu es -- Cryptographic techniques based on elliptic
curves -- Part 1: General

Source:1SO

Reference Number: ISO/IEC 15946-1:2008

Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: nchanisn

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15946 specifies public-key cryptographichigiques based on elliptic curves. It consistswef parts and
includes the establishment of keys for symmetnptrgraphic techniques, and digital signature meismas. ISO/IEC
15946-1:2008 specifically addresses the generbhigaes based on elliptic curves. It describesriathematical
background and specifies the general techniquesssary for implementing mechanisms based on eligptives
defined over finite fields or pairings based oripéilt curves. ISO/IEC 15946-1:2008 specifies ¢ aamional functions,
« elliptic curves over any finite field such asrame field and an extension field with charactécisivo or three together

with coordinates, ¢ pairings over an elliptic curve
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C.2.37: Information technology -- Security techniqu es -- Cryptographic techniques based on elliptic
curves -- Part 5: Elliptic curve generation

Source:1SO

Reference Number: ISO/IEC 15946-5:2009

Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: mechani

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15946 specifies public-key cryptographichi@iques based on elliptic curves. They includesitablishment
of keys for secret-key systems and digital sigreatnechanisms. ISO/IEC 15946-5:2009 defines thetielicurve
generation techniques useful for implementing tleemanisms defined in ISO/IEC 9796-3, ISO/IEC 1137B0/IEC
14888-3, and ISO/IEC 18033-2. The scope of ISO/1B@46-5:20009 is restricted to cryptographic techegjbased on
elliptic curves defined over finite fields of prinpewer order (including the special cases of pramter and
characteristic two). The representation of elemehtke underlying finite field (i.e. which bassused) is outside the
scope of ISO/IEC 15946-5:2009. ISO/IEC 15946 dagsspecify the implementation of the techniquedefines.
Interoperability of products complying with ISO/IEX5946 will not be guaranteed.

ETSI



54 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.2.38: Information technology -- Security techniqu es -- Time-stamping services -- Part 1. Framework

Source: 1ISO

Reference Number: ISO/IEC 18014-1:2008
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Time Stamping
Subarea: Generic

Type of Document: Frameworl

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18014 specifies time-stamping techniquesomhsists of three parts, which include the gdrmeston, models
for a time-stamping service, data structures, antbpols. ISO/IEC 18014-1:2008 describes a fram&waod defines
the basic notion, the data structures, and prasogbich are used for any time-stamping technig@®/IEC 18014-
1:2008: « identifies the objective of a time-stangpauthority; « describes a general model on wtirok-stamping
services are based; ¢ describes a process of giegeaad verifying time-stamp; ¢ defines the datactures of time-
stamp token; ¢ defines the basic protocols of tgtenping; ¢ specifies the protocols between thelired entities.
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C.2.39: Information technology -- Security techniqu es -- Time-stamping services -- Part 2:
Mechanisms producing independent tokens

Source:1SO

Reference Number: ISO/IEC 18014-2:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Time Stamping
Subarea: Time-stamping authori
Type of Document: Tech. Specs: mechani
Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18014-2:2009 presents a general framewarkhie provision of time-stamping services. Timaagping
services may generate, renew and verify time-stankgns. Time-stamp tokens are associations betdetnand
points in time, and are created in a way that aonmovide evidence that the data existed at thecated date and
time. In addition, the evidence may be used by mpudiation services. ISO/IEC 18014-2:2004 spexifi@chanisms
that generate independent time-stamps: in ordeeriéy an independent time-stamp token, verifiesndt need access
to any other time-stamp tokens. That is, time-stéokpns are not linked, as is the case for thentdigges defined in

ISO/IEC 18014-3.
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C.2.40: Information technology -- Security techniqu es -- Time-stamping services -- Part 3:
Mechanisms producing linked tokens

Source:1SO

Reference Number: ISO/IEC 18014-3:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Time Stamping
Subarea: Time-stamping authori
Type of Document: Tech. Specs: protoc
Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18014-3:2009 « describes a general moddirfe-stamping services producing linked tokerdgacribes the
basic components used to construct a time-stanggngce producing linked tokens, ¢ defines the datactures used
to interact with a time-stamping service produdinged tokens, ¢ describes specific instancesmétstamping
services producing linked tokens, and defines opob to be utilized by time-stamping services praidg linked
tokens for the purpose of extending linked tokengublished values.
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C.2.41: Information technology -- Security techniqu es -- Random bit generation

Source:1SO

Reference Number: ISO/IEC 18031:2005
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18031:2005 specifies a conceptual modedfandom bit generator for cryptographic purpogegether with
the elements of this model. ISO/IEC 18031:2005 alstudes ¢ the description of the main elementgiired for a non-
deterministic random bit generator; « the desaiptf the main elements required for a determimistndom bit
generator; « their characteristics; ¢ their segueiquirements. Techniques for statistical testhgandom bit generators
for the purposes of independent verification oidation, and detailed designs for such generatwesputside the

scope of ISO/IEC 18031:2005.
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C.2.42: Information technology -- Security techniqu es -- Prime number generation

Source:1SO

Reference Number: ISO/IEC 18032:2005
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech. Specs: methc

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18032:2005 specifies methods for generagimgjtesting prime numbers. Prime numbers are inseatious
cryptographic algorithms, mainly in asymmetric siption algorithms and digital signature algorithrasstly,

ISO/IEC 18032:2005 specifies methods for testingtiver a given number is prime. The testing metliwadsded in
ISO/IEC 18032:2005 can be divided into two groupBrobabilistic primality tests, which have a sneator

probability. All probabilistic tests described henay declare a composite to be a prime. One testitbed here may
declare a prime to be composite. « Deterministithmes, which are guaranteed to give the right werdinese methods
use so-called primality certificates. Secondly, iIEC 18032:2005 specifies methods to generate pninmebers.
Again, both probabilistic and deterministic methads presented.
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C.2.43: Information technology -- Security techniqu es -- Encryption algorithms -- Part 2: Asymmetric
ciphers

Source:1SO

Reference Number: ISO/IEC 18033-2:2006

Publication Date: 2006

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18033-2:2006 specifies encryption systetigghers) for the purpose of data confidentialitheTprimary
purpose of encryption (or encipherment) technidsi¢és protect the confidentiality of stored or tsamitted data. An
encryption algorithm is applied to data (often edlplaintext or cleartext) to yield encrypted daaciphertext); this
process is known as encryption. The encryptionrédlgn should be designed so that the ciphertextyiao
information about the plaintext except, perhagslehgth. Associated with every encryption alganitis a
corresponding decryption algorithm, which transferciphertext back into its original plaintext. Asyanmetric, i.e.
public-key, encryption scheme allows a sender &ausecipient's public key to transmit an encryptda message to
the receiver, who can use his secret key to dethgpgiven ciphertext, thereby obtaining the oddimessage. Such a
scheme should be secure in the sense that no iafiomabout the message should be leaked to aufeesbounded)
attacker, even if that attacker mounts a so-catleasen ciphertext' attack, in which he may obdioryptions of other
ciphertexts. This is the strongest type of attéelt has been proposed for a public-key encryptibeme. ISO/IEC
18033-2:2006 specifies the functional interfacewath a scheme, and in addition specifies a nunfiearticular
schemes that appear to be secure against chosemteixt attack. The different schemes offer diffiéteade-offs
between security properties and efficiency.
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C.2.44: Information technology -- Security techniqu es -- Security requirements for cryptographic
modules

Source:1SO

Reference Number: ISO/IEC 19790:2006

Publication Date: 2006

URL:

Equivalent to: ISO/IEC 19790:2006 is derived from NIST Federabmfiation Processin
Standard PUB 140-2 May 25, 2001.

Based on:

Framework reference:

Technical Area: Conformity assuran

Subarea: Security for cryptographic modul

Type of Document: Requirements

Level of Standard: Internationally recognised standard

Status: International Standa

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 19790:2006 specifies the security requineismiéor a cryptographic module utilized within &8sty system
protecting sensitive information in computer anddemmunication systems. ISO/IEC 19790:2006 spescifie
following. « Four levels of increasing security fayptographic modules. Each level offers an inseda security over
the preceding level. « The following functional ggty objectives: o0 module specification; o pontglanterfaces; o
roles, services and authentication; o finite sta¢elel; o physical security; o operational environtne cryptographic
key management; o self-tests; o design assuranoéjgation of other attacks. ISO/IEC 19790:2004 v
complemented by a future International Standarthotef the associated evaluation and test methods.
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C.2.45: Information technology -- Security techniqu es -- Anonymous digital signatures

Source:1SO

Reference Number: ISO/IEC WD 20008-1
Publication Date:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedures
Type of Document: Tech. Specs: mechani

Level of Standard: Internationally recognised stand
Status: Working Draft

Maturity: Draft

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 20008 specifies anonymous digital signatneehanisms. In an anonymous digital signature ard@s,
given a digital signature, an unauthorised entiiyrot discover the signer's identifier. In some ma@tsms, an
authorized entity is allowed to trace a signatorgg signer. In other mechanisms, there is no swthorized entity
involved; as an alternative, an authorized ensitgliowed to link two signatures signed by the saigeer. All the
mechanisms specified in this standard have thergeébility property that only a legitimate signengrovide a

signature.
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C.2.46: Information technology -- Security techniqu es -- Anonymous digital signature -- Part 2:
Mechanisms using a group public key

Source:1SO

Reference Number: ISO/IEC WD 20008-2

Publication Date:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procees
Type of Document: Tech. Specs: mechani

Level of Standard: Internationally recognised standard
Status: Working Draft

Maturity: Dratft

Geographic general:
Geographic details:
Sector:

Description:

This part of ISO/IEC 20008 contains general prileg@nd requirements for anonymous digital sigmestut also
contains definitions and symbols which are usealliparts of ISO/IEC 20008.

There are two categories of anonymous digital sigeamechanisms specified in this standard. Tlsé dategory is the
signature mechanisms using a group verification #ey second one is the signature mechanisms ugittiple

verification keys.

This part of ISO/IEC 20008 covers both of these tategories of mechanisms. A number of mechanigrigedirst
category are specified in ISO/IEC 20008 Part 2.
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C.2.47: Information technology -- Security techniqu es -- Anonymous entity authentication -- Part 2:
Mechanisms based on anonymous digital signature sch emes

Source:1SO

Reference Number: ISO/IEC WD 20009-2

Publication Date:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification procedt
Type of Document: Tech. Specs: mechani

Level of Standard: Internationally recognised standard
Status: Working Draft

Maturity: Dratft

Geographic general:
Geographic details:
Sector:

Description:

Scope

Anonymous authenticated communication involvesrigdhe identifier of an authenticated entity toctenmunicating
partner and/or to a third party, whilst retainihg property that a verifier can reliably determngt its communication
partner is authentic. Anonymous entity authentizathechanisms are designed to support such anorsymou
communications.

In an anonymous authentication mechanism, giverptete knowledge of the messages exchanged betiveen t
parties, an unauthorised entity cannot discoverdétifier of the entity being authenticated (itee claimant). At the
same time, an authorised verifier can obtain asserthat the claimant is authentic, i.e. a membarpredefined
group of entities.

Abstract of objectives

This part of ISO/IEC 20009 specifies a general maggneral requirements and constraints for anomgentity
authentication mechanisms which use security tegles. These mechanisms are used to corroborateniesitity is
legitimate. The entity to be authenticated (thénutant) provides evidence to a verifier that it kaswledge of a secret,
without revealing its identifier to any unauthodsentity. The mechanisms are defined as excharfgefoanation
between entities, and where required, exchangésantitusted third party.

The details of the mechanisms and the contentsectithentication exchanges are not specifiedsrptrt of ISO/IEC
20009, but in the following parts of this multipémternational Standard.
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C.2.48: Information technology -- Security techniqu es -- Test requirements for cryptographic
modules

Source: I1ISO

Reference Number: ISO/IEC 24759:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Conformity assurance
Subarea: Methods for testin
Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: publishe(

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 24759:2008 specifies the methods to be byddsting laboratories to test whether a crympgic module
conforms to the requirements specified in ISO/IEEZ90:2006. The methods are developed to providgradegree of
objectivity during the testing process and to easumsistency across the testing laboratories.ikvéthach subclause of
the security requirements clause of ISO/IEC 2473382 the corresponding security requirements frs@/IEC
19790:2006 are divided into a set of assertiors gtatements that have to be true for the modusatisfy the
requirement of a given area at a given level).oAllhe assertions are direct quotations from 1ISO/IB790:2006.
Following each assertion is a set of requirementiet on the vendor. These specify the types ofichentation or
explicit information that the vendor is requiredatmvide in order for the tester to verify conformoa to the given
assertion. Also following each assertion and tlgiirements levied on the vendor is a set of requérs levied on the
tester of the cryptographic module. These speckigitvthe tester needs to do in order to test thetagyaphic module
with respect to the given assertion. Vendors canl80/IEC 24759:2008 as guidance in trying to yenihether their
cryptographic modules satisfy the requirementsifipddn ISO/IEC 19790:2006 before they apply te thesting
laboratory for testing.
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C.2.49: Information technology -- Security techniqu es -- Information security management systems --
Overview and vocabulary

Source: I1ISO

Reference Number: ISO/IEC 27000:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: IS securit)

Type of Document: Frameworl

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Published (under revisic

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 27000:2009 provides an overview of inforimatsecurity management systems, which form thgsubf the
information security management system (ISMS) famflstandards, and defines related terms. Asudtres
implementing ISO/IEC 27000:2009, all types of origation (e.g. commercial enterprises, governmeanaigs and
non-profit organizations) are expected to obtairarfoverview of the ISMS family of standards; R.irtroduction to
information security management systems (ISMSg; Brief description of the Plan-Do-Check-Act (PDQ#pcess;
and 4. an understanding of terms and definitionssethroughout the ISMS family of standards. Thieatives of
ISO/IEC 27000:2009 are to provide terms and déding, and an introduction to the ISMS family ofretards that: 1.
define requirements for an ISMS and for those fy@ntj such systems; 2. provide direct support, itedaguidance
and/or interpretation for the overall Plan-Do-Ch&alt (PDCA) processes and requirements; 3. addes®r-specific
guidelines for ISMS; and 4. address conformity sssent for ISMS.
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C.2.50: Information technology -- Security techniqu es -- Information security management systems --
Requirements

Source: I1ISO

Reference Number: ISO/IEC 27001:2005
Publication Date: 2005

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: IS securit)

Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Published (under resion;

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 27001:2005 covers all types of organizegi@gg. commercial enterprises, government agenuiégor profit
organizations). ISO/IEC 27001:2005 specifies tlgpirements for establishing, implementing, opetmonitoring,
reviewing, maintaining and improving a documentefthimation Security Management System within thetext of
the organization's overall business risks. It decrequirements for the implementation of segwiantrols
customized to the needs of individual organizationparts thereof. ISO/IEC 27001:2005 is desigmegitsure the
selection of adequate and proportionate securityrols that protect information assets and givefidence to
interested parties. ISO/IEC 27001:2005 is intertddak suitable for several different types of useluding the
following: ¢ use within organizations to formulagecurity requirements and objectives; ¢ use withganizations as a
way to ensure that security risks are cost effettimanaged; * use within organizations to ensarepiance with
laws and regulations; ¢ use within an organizasiera process framework for the implementation aadagement of
controls to ensure that the specific security dibjes of an organization are met; « definition efaninformation
security management processes; ¢ identificationcéendfication of existing information security magement
processes; ¢ use by the management of organizatiatetermine the status of information securitynagement
activities; « use by the internal and external sardiof organizations to determine the degree opfgl@nce with the
policies, directives and standards adopted by garization; ¢ use by organizations to provide rafgvnformation
about information security policies, directivegretards and procedures to trading partners and athanizations
with whom they interact for operational or commateceasons; ¢ implementation of business-enablifgrination
security; * use by organizations to provide rel¢waformation about information security to custaose
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C.2.51: Information technology -- Security techniqu es -- Code of practice for information security
management

Source: I1ISO

Reference Number: ISO/IEC 27002:2005
Publication Date: 2005

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: IS securit)

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Piblished (under revisio

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 27002:2005 comprises ISO/IEC 17799:20051&@fIEC 17799:2005/Cor.1:2007. Its technical cahte
identical to that of ISO/IEC 17799:2005. ISO/IEC799:2005/Cor.1:2007 changes the reference numkéeof
standard from 17799 to 27002. ISO/IEC 27002:20@&btishes guidelines and general principles fdidting,
implementing, maintaining, and improving informatisecurity management in an organization. The thgc
outlined provide general guidance on the commoobtgpted goals of information security managem&®/IEC
27002:2005 contains best practices of control aivjes and controls in the following areas of infation security
management: ¢ security policy; ¢ organization ddimation security; « asset management; « humaouress security;
* physical and environmental security; « commuridret and operations management; « access contrdggrmation
systems acquisition, development and maintenarioéyrmation security incident management; ¢ busineontinuity
management; « compliance. The control objectivescmtrols in ISO/IEC 27002:2005 are intended tinfy@emented
to meet the requirements identified by a risk assesat. ISO/IEC 27002:2005 is intended as a comrasis land
practical guideline for developing organizationaturity standards and effective security managemeatices, and to
help build confidence in inter-organizational aitids.
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C.2.52: Information technology -- Security techniqu es -- Requirements for bodies providing audit and
certification of information security management sy stems

Source: 1ISO

Reference Number: ISO/IEC 27006:2007
Publication Date: 2007

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP certification and audit
Subarea: IS securit)

Type of Document: Requirement

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Published (under revisic

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 27006:2007 specifies requirements and ges/guidance for bodies providing audit and cegtfon of an
information security management system (ISMS) dditon to the requirements contained within ISQIE7021 and
ISO/IEC 27001. It is primarily intended to suppitré accreditation of certification bodies providi®MS certification.
The requirements contained in ISO/IEC 27006:20@8rie be demonstrated in terms of competence diathiliey by
any body providing ISMS certification, and the gande contained in ISO/IEC 27006:2007 provides autdit
interpretation of these requirements for any bagyiging ISMS certification.
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C.2.53: Information technology - Security techniqgue s -

Guidelines for information security managementeyst auditing

Source: 1ISO

Reference Number: ISO/IEC FCD 27007
Publication Date:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP certification and aur
Subarea: IS security

Type of Document: Guidelines

Level of Standard: Internationally recognised stand
Status: Final CC

Maturity: Draft

Geographic general:
Geographic details:
Sector:

Description:

Scope This International Standard provides guidamceonducting information security managementesystiSMS)
audits, as well as guidance on the competenceM§l&uditors, in addition to the guidance contaiimek5O 19011.

It is applicable to those needing to understancbaduct internal or external audits of an ISMScomanage an ISMS
audit programme.

Abstract of objectives This International Standfitbws the structure of ISO 19011 with the inclusiof additional
information security management system (ISMS) guigeon the application of ISO 19011 for ISMS audgsvell as
guidance on the competence and evaluation of ISMiBas. This International Standard provides go@aon the
management of an ISMS audit programme and the cbrdthe internal or external audits in accordawié
ISO/IEC 27001:2005.

This International Standard provides guidance onagang an information security management syst&iw8) audit
programme, conducting the audits, and competent®@\$ auditors, in addition to the guidance corgdiin ISO
19011. This International Standard follows theatite of ISO 19011 and is applicable to those megth understand
or conduct internal or external audits of an ISM$comanage an ISMS audit programme.
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C.2.54: Information technology - Security techniqgue s -

Best practice on the provision of time-stampinyees

Source:1SO

Reference Number: ISO/IEC 2nd PDTR 29149: 2010
Publication Date: 201(

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Time Stampin

Subarea: Time-stamping authority

Type of Document: Guidelines

Level of Standard: Internationally recognised stand
Status: 2nd PDTF

Maturity: Draft

Geographic general:
Geographic details:
Sector:

Description:

This Technical Report explains how to provide asd time-stamping services so that time-stamp toaeneffective
when used to provide timeliness, data integritgl aon-repudiation services in conjunction with otheechanisms. It
defines: - How time-stamp requesters should use-stamp token generation services. -How TSAs (8taeaping
authorities) should provide a service of guarantpelity. -How TSAs should deserve trust based @mydgoractices. -
Which algorithms and parameters should be use&ih (fime-stamp token) generation and TST renewahat TSTs
resist during the time period during which the T$&a be verified as being valid. - How time-starepifiers should
use the time-stamp token verification serviceshlydben validating individual TSTs, and when validgtsequences of

renewal TSTs.
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C.2.55: Information technology -- Business Operatio  nal View -- Part 5: Identification and referencing
of requirements of jurisdictional domains as source s of external constraints

Source: 1ISO

Reference Number: ISO/IEC 15944-5:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Business cas

Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 15944-5:2008 is directed at being abledemtify and reference laws and regulations impgatiBusiness
scenarios and scenario components as externaramtst The primary source of such external coimgsas
jurisdictional domains. ISO/IEC 15944-5:2008 focuis@ addressing the simple, i.e. definable, aspéetzternal
constraints for which the source is a jurisdictiai@main. A useful characteristic of external coaistts is that at the
sectoral, national and international levels, etcaf points and recognized authorities often alyeadist. The rules and
common business practices in many sectoral aress@ady known. Use of ISO/IEC 15944-5:2008 (aaiated
standards) will facilitate the transformation oésle external constraints (business rules) intofspecregistered and
reusable scenarios and scenario components. TheeBasTransaction Model, explained in ISO/IEC 15%44as two
classes of constraints, namely: « those which elféraposed and agreed to as commitments amonpatiges
themselves, i.e. internal constraints; and « tivasieh are imposed on the parties to a businessddion based on the
nature of the good, service and/or rights exchanged the nature of the commitment made amongdhép
(including ability to make commitments, the locatietc.), i.e. external constraints. The focusSSMIIEC 15944-
5:2008 is on external constraints. Jurisdictioraheins are the primary source of external conggalSO/IEC 15944-
5:2008 provides the key concepts required for afiing the legal environment in developing the BessnOperational
View of business transactions and scenarios wimieblve and are required to support external comggalt begins
with an exploration of the jurisdictional domainasource of external constraint on the businessess, both from the
perspective of a Person and as a Public Administralt then presents key constraints governing/IBO 15944-
5:2008 through principles and rules. It examin&syaelement in business transactions, that of sieeofilanguage.
Jurisdictions can identify and, in some cases, seghe use of language in a business transactidhisl regard, the
ISO/IEC 15944-5:2008 looks at the relationshiphaf tonstraint imposed by a jurisdictional domairtl@choice of
language used. Public policy constraints are ataméned and key requirements for their inclusioexternal
constraints are identified, especially where thay affect the modelling of Open-edi scenarios &ediusiness
transaction components of Persons, data and pescdasparticular, there is a set of rules thatego\the identification
and categories of jurisdictional domains as indiaidstates as well as sets of entities, both redjiamd international.
ISO/IEC 15944-5:2008 also focuses on the identificaof rules governing the formation and identfion of
jurisdictional domains. It identifies the more pitive subtypes of jurisdictional domains and in@sdwo approaches
for the unambiguous identification of referenciridsubtypes of) jurisdictional domain. ISO/IEC 1893:2008 also
provides checklists, through the use of templateguide the user through the mechanics of detengithe source of
the external constraint(s) where these are jutigdial domains and determining the adequacy ottemario
specification as well as those of the scenario aompts. Annexes provide elaboration on the poaited in the main
body.
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C.2.56: Information technology -- Procedures forac  hieving metadata registry content consistency --
Part 1: Data elements

Source:1SO

Reference Number: ISO/IEC TR 20943-1:2003
Publication Date: 2003

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Long Term Preservation (metad:
Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

"Data management and interchange An ISO/IEC 11H&@db metadata registry (MDR) (hereafter referrexkta
"registry") is a tool for the management of shatealata; a comprehensive, authoritative sourcefefence
information about data. It supports the standattimaand harmonization processes by recording é&sghinating
data standards, which facilitates data sharing gnooganizations and users. It provides links toutieents that refer to
data elements and to information systems whereadaments are used. When used in conjunction witinfarmation
database, the registry enables users to bettersiadd the information obtained. A registry doesaumtain data itself.
It contains the metadata that is necessary tolgldascribe, inventory, analyze, and classify datprovides an
understanding of the meaning, representation, detification of units of data. The standard idéedithe information
elements that need to be available for determittiegneaning of a data element (DE) to be shareddeet systems.
The purpose of ISO/IEC TR 20943-1:2003 is to désca set of procedures for the consistent registratf data
elements and their attributes in a registry. ISG/IER 20943-1:2003 is not a data entry manual, luges's guide for
conceptualizing a data element and its associattddata items for the purpose of consistently éstabg good
quality data elements. An organization may adagt@aradd to these procedures as necessary. The eEtBO/IEC
TR 20943-1:2003 is limited to the associated itefs data element: the data element identifier,emand definitions
in particular contexts, and examples; data elementept; conceptual domain with its value meaniags value
domain with its permissible values. There is a chavhen registering code sets and other value dwniaian ISO/IEC
11179 metadata registry. Some Registration Autiegriteat these sets as value domains, and otkatghiem as data
elements. For the purposes of ISO/IEC TR 20943a32the choice will always be to treat the setdata elements
unless explicitly stated. This choice is made tip fiikistrate the way to register many differemds of data elements,
including examples for registering standard code ag data elements.

ETSI



73 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.2.57: Information technology -- Procedures forac  hieving metadata registry content consistency --
Part 3: Value domains

Source:1SO

Reference Number: ISO/IEC TR 20943-3:2004
Publication Date: 2004

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Long Term Preservation (metad:
Type of Document: Guideline!

Level of Standard: Internationally recognised standard
Status: TR

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

The purpose of this technical report is to descailset of procedures for the consistent registraigforalue domains
and their attributes in a registry. This techniegdort is not a data entry manual, but a user@egigr conceptualizing a
value domain and its components for the purposmesistently establishing good quality metadataofganization
may adapt and/or add to these procedures as negcessa
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C.2.58: Information technology -- Biometric data in  terchange formats -- Part 7: Signature/sign time
series data

Source:I1SO JTC 1/SC 37

Reference Number: ISO/IEC 19794-7:2007

Publication Date: 2007

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verifican procedure
Type of Document: Tech. Specs: form

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 19794-7:2007 specifies two data interchdogmats for signature/sign behavioural data cagatun the form
of time series using devices such as digitizindetator advanced pen systems. One data interclangat is for
general use and the other one is a compact folwnaiské with smart cards or other tokens. Both ufeggichange
formats can be used for both acquired signature/sagnples (serving as a starting point for feagxteaction) and for
time-series features (to be compared directly fmg{series based comparison algorithms). Abstraxtagynotation one
(ASN.1) specifications of the data interchange fatsrand encoding instructions are provided in &rimative annex.
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C.2.59: Information technology -- Biometric perform ance testing and reporting -- Part 7: Testing of
on-card biometric comparison algorithms

Source:

Reference Number: ISO/IEC 19795-7:2011

Publication Date: 2011

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature ceation / verification procedur
Type of Document: Tech. Specs: procedu

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 19795-7:2011 establishes a mechanism farsoméng the core algorithmic capabilities of bioriget
comparison algorithms running on ISO/IEC 7816 irdéed circuit cards. Specifically, ISO/IEC 19792011 «
instantiates a mechanism for on-card biometric anmspn testing; ¢ standardizes procedures for thasurement of
the accuracy of on-card biometric comparison im@etations running on object-based, test-specifitpba cards; *
standardizes procedures for the measurement ofialsaf the various operations; ¢ gives examptesratching
ISO/IEC 19794-2:2005 compact card minutiae templaf@e following are specifically not within theope of
ISO/IEC 19795-7:2011: « procedures for securingctramunications channel, including cryptographiatgction of
the biometric templates; * procedures for protectibsample or template integrity using digitalrsgures; °
authentication of the card and reader; ¢ selearamse of transmission protocols (e.g. contactiegsjofiles of specific
data interchange standards;  procedures for etiatuaef readers, including performance, conformazce
interoperability; » procedures for evaluation ofjgedness or durability of the card;  on-card textgpbeneration (e.g.
extraction of minutiae from images); * template afedor adaptation; « formal conformance tests 6/IEC 7816-4
and ISO/IEC 7816-11; » testing of devices not camiag to ISO/IEC 7816, including all system-on-cadelices.
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C.2.60: Information technology -- Web Services Inte  roperability -- WS-1 Basic Profile Version 1.1
Source:1SO TC 1/SC 38

Reference Number: ISO/IEC 29361:2008
Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: e-delivery and web services
Type of Document: Profiles

Level of Standard: Internationally recognised stand
Status: International Standard
Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 29361:2008 defines the WS-1 Basic Profile, tonsisting of a set of non-proprietary Web wew
specifications, along with clarifications, refinemtg, interpretations and amplifications of thosec$fications which
promote interoperability.
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C.2.61: Information technology -- Web Services Inte  roperability -- WS-I Attachments Profile Version
1.0

Source:

Reference Number: ISO/IEC 29362:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: SOAF

Type of Document: Profiles

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 29362:2008 defines the WS-1 Attachmentdifera.0, consisting of a set of non-proprietary M&ervices
specifications, along with clarifications and ameahts to those specifications that are intendgutdmote
interoperability. It complements the WS-| Basicfleol.1 (ISO/IEC 29361:2008) to add support faeioperable
SOAP Messages with Attachments-based Web services.
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C.2.62: Information technology -- Web Services Inte  roperability -- WS-I Simple SOAP Binding Profile
Version 1.0

Source:

Reference Number: ISO/IEC 29363:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: SOAF

Type of Document: Profiles

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 29363:2008 defines the WS- Simple SOAPdBig Profile 1.0, consisting of a set of non-prefary Web
services specifications, along with clarificatiarel amendments to those specifications which premot

interoperability.
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C.2.63: Identification cards -- Machine readable tr  avel documents -- Part 1: Machine readable
passport

Source:I1ISO JTC 1/SC 17

Reference Number: ISO/IEC 7501-1:2008
Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: e-Passpo

Type of Document: formats

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 7501-1:2008 is intended for use in all &adlons relating to machine readable passportsR8JRIt specifies
the form and provides guidance on the construafdiRPs, in particular in relation to those aspexdtthe MRP
where details of the rightful holder are preseritea form which is both visual and machine readalblequally defines
the specifications to be used by States wishirigsioe an electronically enabled version of the M&Passport) for
secure carriage and access to an expanded satip$ dacluding globally interoperable biometriatd for confirming

the presenter as the rightful holder of the ePatspo
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C.2.64: Identification cards -- Integrated circuit cards -- Part 15: Cryptographic information
application

Source:

Reference Number: ISO/IEC 7816-15:2004
Publication Date: 2004

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: e-ID

Type of Document: formats

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 7816-15:2004 specifies a card applicatidns application contains information on cryptodrip
functionality. Further, ISO/IEC 7816-15:2004 defreecommon syntax (in ASN.1) and format for theptographic
information and mechanisms to share this infornmatibenever appropriate.
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C.2.65: Information technology -- Personal identifi ~ cation -- ISO-compliant driving licence -- Part 3:
Access control, authentication and integrity valida tion

Source:

Reference Number: ISO/IEC 18013-3:2009
Publication Date: 2009

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: e-driving licenc¢

Type of Document: Guidelines on forma

Level of Standard: Internationally recognised standard
Status: International Standard
Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO/IEC 18013 establishes guidelines for the de&igmat and data content of an ISO-compliant dgvinence (IDL)
with regard to human-readable features (ISO/IECLB8D), machine-readable technologies (ISO/IEC 18&)1and
access control, authentication and integrity vaiie(ISO/IEC 18013-3). It creates a common basisrternational
use and mutual recognition of the IDL without impegindividual countries/states to apply their pdy rules and
national/community/regional motor vehicle authastin taking care of their specific needs. ISO/IEBD13-3:2009 ¢ is
based on the machine-readable data content sgkitifliSO/IEC 18013-2; « specifies mechanisms atekravailable
to issuing authorities (I1As) for o access conti@. (imiting access to the machine-readable datarded on the IDL),
o document authentication (i.e. confirming thatdloeument was issued by the claimed IA), o datgrity validation
(i.e. confirming that the data has not been chasgezk issuing).

ISO/IEC 18013-3:2009 does not address issues delatine subsequent use of data obtained fromhed.g. privacy
issues. * storage of multiple instances of cry@phic information in a card; ¢ use of the cryptqiria information; ¢
retrieval of the cryptographic information; ¢ cragderencing of the cryptographic information widl®s defined in
ISO/IEC 7816 when appropriate; « different autheation mechanisms; and « multiple cryptographioatgms. « e-
mail print
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C.2.66: Information and documentation -- Records ma  nagement processes -- Metadata for records --
Part 1: Principles

Source:ISO TC 46/SC 11

Reference Number: ISO 23081-1:2006

Publication Date: 2006

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Long Term Preservation (metad:
Type of Document: Processe

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO 23081-1:2006 covers the principles that unaeapid govern records management metadata. Themippes
apply through time to: « records and their metadetdl processes that affect them; « any systemtiich they reside; ¢

any organization that is responsible for their ngemaent.
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C.2.67: Information and documentation -- Managing m  etadata for records -- Part 2: Conceptual and

implementation issues
Source:

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

ISO 23081-2:2009
2009

TSP applying eSignatures

Long Term Preservation (metad:
Format:

Internationally recognised standard
International Standard

Publishe:

ISO/TS 23081-2:2009 establishes a framework foindef metadata elements consistent with the prlasipnd
implementation considerations outlined in ISO 23081006. The purpose of this framework is to: lenable
standardized description of records and criticaltextual entities for records, 2. to provide commaoderstanding of
fixed points of aggregation to enable interopeighbif records, and information relevant to recotostween
organizational systems, 3. to enable re-use amdiatdization of metadata for managing records twes, space and

across applications. It further identifies soméhef critical decision points that need to be adsFdsand documented to

enable implementation of metadata for managingrdscdt aims ¢ to identify the issues that neetdé@ddressed in
implementing metadata for managing records, «e¢atifly and explain the various options for addmegghe issues,
and e to identify various paths for making decisi@amd choosing options in implementing metadatanf@naging

records.
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C.2.68: Document management -- Portable documentfo  rmat -- Part 1: PDF 1.7

Source:

Reference Number: ISO 32000-1:2008

Publication Date: 200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Long Term Preservation (metadata)
Type of Document: formats

Level of Standard: Internationally recognised stand
Status: International Standard

Maturity: Published

Geographic general:
Geographic details:
Sector:

Description:

ISO 32000-1:2008 specifies a digital form for reganating electronic documents to enable users toagge and view
electronic documents independent of the environimewhich they were created or the environment imiclv they are
viewed or printed. It is intended for the developksoftware that creates PDF files (conformingtevs), software that
reads existing PDF files and interprets their cotstéor display and interaction (conforming reajlarsd PDF products
that read and/or write PDF files for a variety tier purposes (conforming products). ISO 32000-082@bes not
specify the following: ¢ specific processes for eeriing paper or electronic documents to the PDmé; « specific
technical design, user interface or implementatiooperational details of rendering; * specific giogl methods of
storing these documents such as media and stooagéions; * methods for validating the conforman€®DF files or
readers; * required computer hardware and/or dpgraystem.
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C.2.69: Document management -- Engineering document  format using PDF -- Part 1: Use of PDF 1.6
(PDF/E-1)

Source:ISO TC 171/SC 2

Reference Number: ISO 24517-1:2008

Publication Date: 2008

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Long Term Preservation (metad:
Type of Document: formats

Level of Standard: Internationally recognised standard
Status: International Standard

Maturity: Publishe:

Geographic general:
Geographic details:
Sector:

Description:

ISO 24517-:2008 specifies the use of the Portaloleument Format (PDF) Version 1.6 for the creatibdaruments
used in engineering workflows. 1ISO 24517-:2008 dustsdefine the following: « method of electronistdbution; ¢

method of creation or conversion from paper ortedeic documents to the PDF/E format;  specifthtd@cal design,
user interface, or implementation; ¢ required cotaphardware and/operating systems; or « methadgalalating the

conformance of PDF/E files or readers.
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C.2.70: Information technology — Security technique s — Specification of TTP services to support the
application of digital signatures

Source: ITU-T

Reference Number: X.843

Publication Date: Oct 00

URL: http://www.itu.int/rec/T-REC-X.843/e
Equivalent to: ISO/IEC 15945:20C

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP issuing qualified and n-qualified certificate
Type of Document: Protoco

Level of Standard: Internationally recognised standard (e.g.ISO/ITU)
Status: Joint Internation standard | Recommendation
Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

This Recommendation | International Standard defihe services required to support the applicaifatigital
signatures for non-repudiation of creation of awdoent. Since this implies integrity of the documamd authenticity
of the creator, the services described can alsmbined to implement integrity and authenticitygzes. This
document describes services for: - Certificate M@naent (Registration, Public key certification, Beation,
Certificate update, Key update) - Key Managememn@ation, distribution, personalization) - Othemnvices (cross
certification, public key validation, certificat@Ndation, archival) It specifies: - minimum Ceitéte and CRL profiles
- certificate management messages in accordanbeRKMC documents RFC 2510 and RFC 2511. - Onlinéficate
Status Protocol in accordance with RFC 2560
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C.2.71: Information Technology - Security technique s - Guidelines for the use of Trusted Third Party
services

Source: ITU-T
Reference Number: X.842

Publication Date: Oct 00

URL: http://www.itu.int/rec/T-REC-X.842/e
Equivalent to: ISO/IEC TR 1451

Based on:

Framework reference:

Technical Area: CSP

Subarea: Generit

Type of Document: Policy requiremen

Level of Standard: Internationally recognised standard (e.g.ISO/ITU)
Status: Recommendation

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

This Recommendation | Technical Report providedange for the use and management of Trusted Thirty PTTP)
services, a clear definition of the basic dutied services provided, their description and theippee, and the roles
and liabilities of TTPs and entities using theinéees.

This Recommendation | Technical Report identifiéfeident major categories of TTP services includiimge stamping,
non-repudiation, key management, certificate mamege, and electronic notary public.
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C.2.72:
Source: ITU-T

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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X.509

Nov 0¢€
http://lwww.itu.int/rec/T-REC-X.509/en
ISO/IEC 9594-8

CSP

CSP issuing qualified and non-qualified certificate
Tech specs: Forrr

Internationally recognised standard (e.g.1SO/I
Joint Internation standard | Recommendation
Published

Internations

ITU-T Recommendation X.509 | ISO/IEC 9594-8 defindsamework for public-key certificates and attié
certificates. These frameworks may be used by atfaerdards bodies to profile their application bl Key
Infrastructures (PKI) and Privilege Managementdsfructures (PMI). Also, this Recommendation |rlé&onal
Standard defines a framework for the provisionushantication services by Directory to its usetsidscribes two
levels of authentication: simple authenticationngs password as a verification of claimed idgngind strong
authentication, involving credentials formed usingptographic techniques. While simple authentaratiffers some
limited protection against unauthorized accessy sttbng authentication should be used as the barsisoviding

secure services.
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C.2.73: Information technology -- Security techniqu es -- Entity authentication assurance framework

Source: ITU-T

Reference Number: X.eaa

Publication Date:

URL:

Equivalent to: ISO/IEC CD 29115

Based on:

Framework reference:

Technical Area: Covers more than 1 area

Subarea: Generic

Type of Document: Architecture

Level of Standard: Intemationally recognised standard (e.g.ISO/I
Status: Joint Internation standard | Recommendation
Maturity: Draft

Geographic general: Internations

Geographic details:

Sector:

Description:

This Recommendation | International Standard pesva framework for managing entity authenticatissugance in a
given context. In particular, it: - specifies fdawels of entity authentication assurance; - speifriteria and
guidelines for each of the four levels of entitytantication assurance; - provides guidance forpimgpthe four levels
of assurance to other authentication assurancengshe provides guidance concerning controls thatilsl be used to
mitigate authentication threats; - provides gui@afur exchanging the results of authentication #natbased on the

four levels of assurance.
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C.2.74: X.509 Internet Public Key Infrastructure On line Certificate Status Protocol - OCSP

Source: IETF

Reference Number: RFC 2560
Publication Date: Apr 9¢

URL: http://datatracker.ietf.org/doc/rfc2559/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate validation
Type of Document: Protoco

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

The protocol described in this document is designeshtisfy some of the operational requirementhiwithe Internet
X.509 Public Key Infrastructure (IPKI). Specificallthis document addresses requirements to praddess to Public
Key Infrastructure (PKI) repositories for the puspse of retrieving PKI information and managing tsene
information. The mechanism described in this doauirieebased on the Lightweight Directory Accesstéuol

(LDAP) v2, defined in RFC 1777, defining a profdéthat protocol for use within the IPKI and updasncodings for
certificates and revocation lists from RFC 1778diidnal mechanisms addressing PKIX operationaliregnents are

specified in separate documents.
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C.2.75: Internet X.509 Public Key Infrastructure
Operational Protocols: FTP and HTTP

Source: IETF
Reference Number: RFC 2585
Publication Date: May 99

URL: http://datatracker.ietf.org/doc/rfc25!
Equivalent to:

Based on:

Framework reference:

Technical Area: CSF

Subarea: Certificate validation
Type of Document: Protocol

Level of Standard: Industry standal
Status: Proposed stande
Maturity: Published
Geographic general: International
Geographic details:

Sector:

Description:

The protocol conventions described in this docursatisfy some of the operational requirements efititernet Public
Key Infrastructure (PKI). This document specifiee tonventions for using the File Transfer Prot¢EdIP) and the
Hypertext Transfer Protocol (HTTP) to obtain céctifes and certificate revocation lists (CRLs) frBKl repositories.
Additional mechanisms addressing PKIX operatiorglirements are specified in separate documents.
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C.2.76: Diffie-Hellman Proof-of-Possession Algorith ms

Source: IETF

Reference Number: RFC 2875
Publication Date: Jun Ot

URL: http://datatracker.ietf.org/doc/rfc2875/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Poof of possession
Type of Document: Algorithm

Level of Standard: Industy standar
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document describes two methods for producinmeegrity check value from a Diffie-Hellman kegip This
behavior is needed for such operations as crettmgignature of a PKCS #10 certification requélsese algorithms

are designed to provide a proof-of- possessiorerdttan general purpose signing.
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C.2.77: Internet X.509 Public Key Infrastructure Ti  me-Stamp Protocol (TSP)

Source: IETF

Reference Number: RFC 3161
Publication Date: Aug 01

URL: http://datatracker.ietf.org/doc/rfc3161/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Time-stamping
Type of Document: Protoco

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document describes the format of a requestteenTime Stamping Authority (TSA) and of thepesse that is
returned. It also establishes several securityagierequirements for TSA operation, with regampriocessing
requests to generate responses. Updated by RFC 5816
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C.2.78: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

Source: IETF
Reference Number: RFC 3279
Publication Date: Aug 02

URL: http://datatracker.ietf.org/doc/rfc3279/
Equivalent to:

Based on:

Framework reference:

Technical Area: Cryptographic Suites
Subarea: Algorithm

Type of Document: identifiers

Level of Standard: Industry standard
Status: Proposed standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:

Sector:

Description:

This document specifies algorithm identifiers areM\1 encoding formats for digital signatures angjestt public
keys used in the Internet X.509 Public Key Infrasture (PKI). Digital signatures are used to sigrtificates and
certificate revocation list (CRLs). Certificateslinde the public key of the named subject. Update&FC 4055, RFC

4491, RFC 5480, RFC 5758
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C.2.79: Internet X.509 Public Key Infrastructure Ce rtificate Policy and Certification Practices
Framework

Source: IETF

Reference Number: RFC 3647
Publication Date: Feb 04

URL: http://datatracker.ietf.org/doc/rfc3647/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP Issuing Certificat
Type of Document: Policy requiremen
Level of Standard: Industry standard
Status: Informational

Maturity: Publishe:

Geographic general: Internations
Geographic details:

Sector:

Description:

This document presents a framework to assist titersiof certificate policies or certification ptee statements for
participants within public key infrastructures, bus certification authorities, policy authoritiesd communities of
interest that wish to rely on certificates. In parar, the framework provides a comprehensivedigbpics that
potentially (at the writer's discretion) need todowered in a certificate policy or a certificatipractice statement. This

document supersedes RFC 2527.
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C.2.80: Internet X.509 Public Key Infrastructure: L  ogotypes in X.509 Certificates
Source: IETF

Reference Number: RFC 3709
Publication Date: Feb 0:

URL: http://datatracker.ietf.org/doc/rfc3709/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate

Type of Document: Data forma

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document specifies a certificate extensiorirfoluding logotypes in public key certificates aaittibute
certificates Updated by RFC 6170
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C.2.81: Internet X.509 Public Key Infrastructure: Q  ualified Certificates Profile

Source: IETF

Reference Number: RFC 3739
Publication Date: Mar 04

URL: http://datatracker.ietf.org/doc/rfc3739/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate

Type of Document: Profile

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document forms a certificate profile, basedR&C 3280, for identity certificates issued to makypersons. The
profile defines specific conventions for certifieathat are qualified within a defined legal frameky named Qualified
Certificates. However, the profile does not defamg legal requirements for such Qualified Certiiésa The goal of
this document is to define a certificate profilatteupports the issuance of Qualified Certificatdependent of local
legal requirements. The profile is however notedito Qualified Certificates and further profilintay facilitate

specific local needs.
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C.2.82: Internet X.509 Public Key Infrastructure Pe  rmanent Identifier

Source: IETF

Reference Number: RFC 4043
Publication Date: May 05

URL: http://datatracker.ietf.org/doc/rfc4043/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate

Type of Document: Forma

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document defines a new form of name, calledhpaent identifier, that may be included in thejsatAltName
extension of a public key certificate issued taeatity. The permanent identifier is an optionatéea that may be used
by a CA to indicate that two or more certificatekate to the same entity, even if they contairedéht subject name
(DNs) or different names in the subjectAltName asten, or if the name or the affiliation of thatignstored in the
subject or another name form in the subjectAltNaxtension has changed. The subject name, carritbe isubject
field, is only unique for each subject entity déetl by the one CA as defined by the issuer naeld.fHowever, the
new name form can carry a name that is uniquedoh subject entity certified by a CA.
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C.2.83: Internet X.509 Public Key Infrastructure Ce rtificate Management Protocol (CMP)
Source: IETF

Reference Number: RFC 4210

Publication Date: Sep 0!

URL: http://datatracker.ietf.org/doc/rfc4210/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate management
Type of Document: Protoco

Level of Standard: Industry standal

Status: Proposed standard
Maturity: Published

Geographic general: Internations
Geographic details:

Sector:

Description:

This document describes the Internet X.509 Pubtiy Kfrastructure (PKI) Certificate Management Beol (CMP).
Protocol messages are defined for X.509v3 certdicaeation and management. CMP provides on-litggdotions
between PKI components, including an exchange tatweCertification Authority (CA) and a client syst.
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C.2.84: Internet X.509 Public Key Infrastructure Ce rtificate Request Message Format (CRMF)
Source: IETF

Reference Number: RFC 4211

Publication Date: Sep 0!

URL: http://datatracker.ietf.org/doc/rfc4211/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate management
Type of Document: Protoco

Level of Standard: Industrystandar

Status: Proposed standard
Maturity: Published

Geographic general: Internations
Geographic details:

Sector:

Description:

This document describes the Certificate Requessites Format (CRMF) syntax and semantics. This syatased to
convey a request for a certificate to a CertifimatAuthority (CA), possibly via a Registration Aotity (RA), for the
purposes of X.509 certificate production. The resguell typically include a public key and the asi&ded registration
information. This document does not define a dedié request protocol.
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C.2.85: Internet X.509 Public Key Infrastructure Op  erational Protocols: Certificate Store Access via
HTTP

Source: IETF

Reference Number: RFC 4387
Publication Date: May 06

URL: http://datatracker.ietf.org/doc/rfc4386/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate acce:
Type of Document: Protoco

Level of Standard: Industry standard
Status: Proposed standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:

Sector:

Description:

The protocol conventions described in this docursatisfy some of the operational requirements efitilernet Public
Key Infrastructure (PKI). This document specifiee tonventions for using the Hypertext Transfetdtal
(HTTP/HTTPS) as an interface mechanism to obtaitificates and certificate revocation lists (CREgmM PKI
repositories. Additional mechanisms addressing P&p¥rational requirements are specified in sepalatements.
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C.2.86: Lightweight Directory Access Protocol (LDAP ) Schema Definitions for X.509 Certificates

Source: IETF

Reference Number: RFC 4523
Publication Date: Jun Ot

URL: http://datatracker.ietf.org/doc/rfc2587/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Directory

Type of Document: Data forma

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document describes schema for representin@@<cBrtificates, X.521 security information, anthted elements
in directories accessible using the LightweighteDiory Access Protocol (LDAP). The LDAP definiticios these
X.509 and X.521 schema elements replace thosededvih RFCs 2252 and 2256.
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C.2.87: The Lightweight Online Certificate Status P rotocol (OCSP) Profile for High-Volume
Environments

Source: IETF
Reference Number: RFC 5019
Publication Date: Sep 07

URL: http://datatracker.ietf.org/doc/rfc5019/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate validatio
Type of Document: Protoco

Level of Standard: Industry standard
Status: Proposed standard
Maturity: Publishe:
Geographic general: Internatioral
Geographic details:

Sector:

Description:

This specification defines a profile of the Onli@ertificate Status Protocol (OCSP) that addredsescalability issues
inherent when using OCSP in large scale (high veluRublic Key Infrastructure (PKI) environments &dn PKI
environments that require a lightweight solutiomtmimize communication bandwidth and client- siecessing.
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C.2.88: Server-Based Certificate Validation Protoco | (SCVP)

Source: IETF
Reference Number: RFC 5055
Publication Date: Dec07

URL: http://datatracker.ietf.org/doc/rfc5055/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate validation
Type of Document: Protoco

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

The Server-Based Certificate Validation ProtocdV/®) allows a client to delegate certification patimstruction and
certification path validation to a server. The pathstruction or validation (e.g., making sure thane of the
certificates in the path are revoked) is perforraecbrding to a validation policy, which containgar more trust
anchors. It allows simplification of client implemations and use of a set of predefined validagtialities.
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C.2.89: Certificate Management over CMS (CMC)

Source: IETF

Reference Number: RFC 5272

Publication Date: Jun 0¢

URL: http://datatracker.ietf.org/doc/rfc5272/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate management
Type of Document: Protoco

Level of Standard: Industry standal

Status: Proposed standard
Maturity: Published

Geographic general: Internations
Geographic details:

Sector:

Description:

This document defines the base syntax for CMC, réificate Management protocol using the Cryptogiapliessage
Syntax (CMS). This protocol addresses two immediateds within the Internet Public Key Infrastruet(PKI)
community: 1. The need for an interface to pubéy kertification products and services based on @MEPKCS #10
(Public Key Cryptography Standard), and 2. The rieed PKI enrollment protocol for encryption orkgys due to
algorithm or hardware design. CMC also requiresude of the transport document and the requiremesage
document along with this document for a full detfom.
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C.2.90: Certificate Management over CMS (CMC): Tran sport Protocols

Source: IETF

Reference Number: RFC 5273

Publication Date: Jun 0¢

URL: http://datatracker.ietf.org/doc/rfc5273/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate management
Type of Document: Protoco

Level of Standard: Industry standal

Status: Proposed standard
Maturity: Published

Geographic general: Internations
Geographic details:

Sector:

Description:

This document defines a number of transport meshasithat are used to move CMC (Certificate Managemeer
CMS (Cryptographic Message Syntax)) messages.r@hsgort mechanisms described in this documerti@nd,
file, mail, and TCP.
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C.2.91: Certificate Management Messages over CMS (C MC): Compliance Requirements

Source: IETF

Reference Number: RFC 5274

Publication Date: Jun 0¢

URL: http://datatracker.ietf.org/doc/rfc5274/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate management
Type of Document: Confromity assessme
Level of Standard: Industry standal

Status: Proposed standard
Maturity: Published

Geographic general: Internations
Geographic details:

Sector:

Description:

This document provides a set of compliance statésrayout the CMC (Certificate Management over CEI8pliment
protocol. The ASN.1 structures and the transpoxtiragisms for the CMC enrollment protocol are cogiéneother
documents. This document provides the informatieeded to make a compliant version of CMC.
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C.2.92: Internet X.509 Public Key Infrastructure Ce rtificate and Certificate Revocation List (CRL)
Profile

Source: IETF
Reference Number: RFC 5280
Publication Date: May 08

URL: http://datatracker.ietf.org/doc/rfc5280/
Equivalent to:

Based on: ITU-T X.50¢
Framework reference:

Technical Area: CSP

Subarea: Certificate

Type of Document: Profile

Level of Standard: Industry standard
Status: Proposed standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:

Sector:

Description:

This memo profiles the X.509 v3 certificate and 095/2 certificate revocation list (CRL) for usethe Internet. An
overview of this approach and model is providedraitroduction. The X.509 v3 certificate formatisscribed in
detail, with additional information regarding tharat and semantics of Internet name forms. Stancktificate
extensions are described and two Internet-speifiensions are defined. A set of required certifiegxtensions is
specified. The X.509 v2 CRL format is describedétail along with standard and Internet-specifiteagions. An
algorithm for X.509 certification path validatios described. An ASN.1 module and examples are geavin the

appendices.
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C.2.93: Internet X.509 Public Key Infrastructure: A dditional Algorithms and Identifiers for DSA and
ECDSA

Source: IETF

Reference Number: RFC 5758
Publication Date: Aug 09

URL: http://datatracker.ietf.org/doc/rfc5758/
Equivalent to:

Based on:

Framework reference:

Technical Area: Cryptographic Suites
Subarea: Algorithm

Type of Document: Algorithm Identifier:
Level of Standard: Industry standard
Status: Proposed standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:

Sector:

Description:

This document updates RFC 3279 to specify algorittentifiers and ASN.1 encoding rules for the Dagibignature
Algorithm (DSA) and Elliptic Curve Digital SignatirAlgorithm (ECDSA) digital signatures when using/As224,
SHA-256, SHA-384, or SHA-512 as the hashing alganit This specification applies to the Internet X2%ublic Key
infrastructure (PKI) when digital signatures aredifo sign certificates and certificate revocatists (CRLs). This
document also identifies all four SHA2 hash aldworis for use in the Internet X.509 PKI.
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C.2.94: ESSCertlDv2 Update for RFC 3161

Source: IETF

Reference Number: RC C 5816
Publication Date: Apr 1C

URL: http://datatracker.ietf.org/doc/rfc5816/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Time-stamping
Type of Document: Data forma

Level of Standard: Industry standal
Status: Proposed standard
Maturity: Published
Geographic general: Internations
Geographic details:

Sector:

Description:

This document updates RFC 3161. It allows the i&S&CertlDv2, as defined in RFC 5035, to spedif/hash of a
signer certificate when the hash is calculated wiftinction other than the Secure Hash AlgorithiHASL).
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C.2.95: Trust Anchor Format
Source: IETF

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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Annex C

RFC 5914
Jun 1(
http://datatracker.ietf.org/doc/rfc5914/

Trust service status provider
Trust anchor management
Data forma

Industry standau

Proposed standard
Published

Internatione

This document describes a structure for represgitirst anchor information. A trust anchor is athatitative entity
represented by a public key and associated datpiblic key is used to verify digital signaturasd the associated
data is used to constrain the types of informatioactions for which the trust anchor is authortatThe structures
defined in this document are intended to satiséyfdtmat-related requirements defined in Trust Aardiianagement

Requirements.
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C.2.96: Trust Anchor Management Protocol (TAMP)

Source: IETF

Reference Number: RFC 5934

Publication Date: Aug 1C

URL: http://datatracker.ietf.org/doc/rfc5934/
Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust anchor management
Type of Document: Protoco

Level of Standard: Industry standal

Status: Proposed standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document describes a transport independetdgoiofor the management of trust anchors (TAs) @dmunity
identifiers stored in a trust anchor store. Thdaqarol makes use of the Cryptographic Message Sy(i@mS), and a
digital signature is used to provide integrity paton and data origin authentication. The prot@ewol be used to
manage trust anchor stores containing trust anckpresented as Certificate, TBSCertificate, orstuachorinfo

objects.
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C.2.97: Internet X.509 Public Key Infrastructure --  Certificate Image
Source: IETF

Reference Number: RFC 6170

Publication Date: May 11

URL: http://datatracker.ietf.org/doc/rfc6170/
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: Certificate

Type of Document: Forma

Level of Standard: Industry sandart

Status: Proposed standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document specifies a method to bind a visepilesentation of a certificate in the form of ditieate image to a
public key certificate as defined in RFC 5280, ljiming a new "otherLogos" image type accordingREeC 3709.
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C.2.98: CMS Advanced Electronic Signatures (CAdES)

Source: IETF

Reference Number: RFC 5126

Publication Date: Mar 08

URL: http://datatracker.ietf.org/doc/rfc5652/
Equivalent to: ETSi TS 101 733

Based on: RFC 3852 (RFC 565
Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Forma

Level of Standard: Industry standal

Status: Informational

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document defines the format of an electroignature that can remain valid over long periodgsTncludes
evidence as to its validity even if the signer erifying party later attempts to deny (i.e., re@ues) the validity of the
signature. The format can be considered as ansateto RFC 3852 and RFC 2634, where, when apatapri
additional signed and unsigned attributes have de&ned. The contents of this Informational RFCoamt to a
transposition of the ETSI Technical Specificatidis) 101 733 V.1.7.4 (CMS Advanced Electronic Signes --

CAdES) and is technically equivalent to it.
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C.2.99: Cryptographic Message Syntax (CMS)

Source: IETF

Reference Number: RFC 5652

Publication Date: Sep 0!

URL: http://datatracker.ietf.org/doc/rfc5652/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Forma

Level of Standard: Industry standal

Status: Proposed standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document describes the Cryptographic Messgga$ (CMS). This syntax is used to digitally sigigest,
authenticate, or encrypt arbitrary message contéris. obsolete RFC 3852
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C.2.100: Digital Signature Services v1.0, DSS Core  Protocols, Elements, and Bindings v1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on W3C
Recommendation 12 Febr
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-core-spec-v1.0-0s

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dss-spee-v1.0-0s.pdf

na

XML -Signature Syntax and Processing, uary 2002; RFQ,3BC 3852, RF(
2440, SOAP 1.2

A43

Signature creation / verification

XML

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

International

Genere

This document defines XML request/response prosofl signing and verifying XML documents and othata. It
also defines an XML timestamp format, and an XMgnsiture property for use with these protocols. IBina defines
transport and security bindings for the protocols.
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C.2.101: German Signature Law Profile of the OASIS  Digital Signature Service, version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-german-signaetlaw-spec-1.0-0s

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsofgerman_signature_law-
spec-v1.0-0s.pdf

ne

DSS Cor

A43

Signature creation / verification

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

Europe

Germany

Geners

DSS profile to support creation and validation vélified signatures according to the guidelinesgiby the German
signature law (SigG) and its associated regulations
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C.2.102: Advanced Electronic Signature Profiles of the OASIS Digital Signature Service Version 1.0
Source: OASIS

Reference Number: oasis-dss-profiles-AdES-spec-vio3

Publication Date: 11. Apr 01

URL: http://docs.oasis-open.org/dss/v1.0/oasis-dssipseAdES-spec-v1.0-0s.pdf

Equivalent to: na

Based on:

Framework reference: A.4.3

Technical Area: Signature creation / verification

Subarea:

Type of Document: Technical Specifiction

Level of Standard: Industry standard (This includes Technical speaiftm, CWASs, IETF RFC
OASIS specification..)

Status: Approved standard

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector: General

Description:

This document defines one abstract profile of t#SS DSS protocols for the purpose of creating aerifying XML
or CMS based Advanced Electronic Signatures. & défines two concrete sub-profiles: one for creptind verifying
XML Advanced Electronic Signatures and the othercfeating and verifying CMS based Advanced Elatgtro

Signatures
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C.2.103: Asynchronous Processing Abstract Profile o f the OASIS Digital Signature Services Version

1.0
Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-asynchronousrgeessing-spec-v1.0-0s

11. Apr 07
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsafisynchronous_processing-
spec-v1.0-o0s.pdf

ne

A43
Signature creation / verificati

Technical Specification

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Published

International

German

General

This document defines protocol profiles and procesprofiles for the purpose of creating and vernifyGerman

Signature Law signatures.
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C.2.104: J2ME Code-Signing Profile of the OASIS Dig ital Signature Services

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-codesigningr#-spec-v1.0-0s

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsefiodesigning-j2me-spec-
v1.0-o0s.pdf

ne

A4.3
Signature creation / verification

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

International

Genere

This document profiles the OASIS DSS core protoaold the OASIS DSS Abstract Code-Signing Profiletfie
purpose of creating J2ME code-signing signatures.

ETSI



121 ETSI draft SR 000 000 V0.0.2 (2011-08)

Annex C

C.2.105: Abstract Code-Signing Profile of the OASIS  Digital Signature Services

Source: OASIS

Reference Number: oasis-dss-profiles-codesigningepvl1.0-0s

Publication Date: 11. Apr 01

URL: http://docs.oasis-open.org/dss/v1.0/oasis-dssipsefiodesigning-spec-v1.0-
os.pdf

Equivalent to: ng

Based on:

Framework reference: A.4.3

Technical Area: Signature creation / verification

Subarea:

Type of Document: Technical Specificatic

Level of Standard: Industry standard (This includes Technical speafian, CWAs, IETF RFC,
OASIS specification..)

Status: Approved standal

Maturity: Publishe:

Geographic general: International

Geographic details:

Sector: Geners

Description:

This document profiles the OASIS DSS core protoaold the Asynchronous Processing Abstract ProfitaeOASIS
Digital Signature Services for the purpose of dngatode-signing signatures.
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Annex C

C.2.106: Electronic PostMark (EPM) Profile of the O  ASIS Digital Signature Service Version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-epm-spec-v1o8-

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsaipm-spec-v1.0-os.pdf
na

A.4.3
Signature creation / verification

Technical Specificatic
Industry standard (This includes Technical speaiftm, CWASs, IETF RFC

OASIS specification..)
Approved standard
Publishe:

Internationg

Postal services

This document defines a profile of the OASIS DS&qwol for the purpose of creating and verifyingrsitures and
timestamps which support the extended featureseob/hiversal Postal Union’s Electronic PostMarkiegvice.
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Annex C

C.2.107: Entity Seal Profile of the OASIS Digital S ignature Service

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-eseal-spec®bs

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsefiseal-spec-v1.0-0s.pdf
na

A.4.3
Signature creation / verification

Technical Specificatic

Industry standarcThis includes Technical specification, CWAs, IETF®
OASIS specification..)

Approved standard

Publishe:

Internatione

General

This document defines a profile of the OASIS DS&guol and XML signature for the purpose of cregitimd

verifying entity seals.
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Annex C

C.2.108: Signature Gateway Profile of the OASIS Dig ital Signature Service Version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-Signature Gatewy-spec-v1.0-0s

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipse8ignatureGateway-spec-
v1.0-o0s.pdf

ne

A4.3
Signature creation / verification

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

International

Genere

This document profiles the OASIS DSS core protéopkignature gateway transformation processings ptofile is
intended to be generic, so it may be combined watitier profiles freely.

ETSI



125 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.2.109: XML Timestamping Profile of the OASIS Digi tal Signature Services Version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

oasis-dss-profiles-timestampinggsc-v0.1-0s

11. Apr O}
http://docs.oasis-open.org/dss/v1.0/oasis-dssipsefimestamping-spec-v1.0-
os.pdf

ne

A43

Signature creation / verification

Time-stamping

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved tandart

Publishe:

International

Genere

This document profiles the OASIS DSS core protoémishe purpose of creating and verifying XML-eded time-

stamps.
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Annex C
C.2.110: Security Assertion Markup Languague (SAML) V2.0
Source: OASIS
Reference Number: saml-core-2.0-0s
Publication Date: 15 March 200
URL: http://docs.oasis-open.org/security/saml/v2.0/saoné-2.0-0s.pdf
Equivalent to: na
Based on:
Framework reference: A.4.3
Technical Area: Signature creation / verification
Subarea:
Type of Document: Technical Specificatic
Level of Standard: Industry standard (This includes Technical speation, CWAs, IETF RFC
OASIS specification..)
Status: Approved standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector: General
Description:

This specification defines the syntax and semaffbicXML-encoded assertions about authenticatidinibates, and
authorization, and for the protocols that convey thformation.
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Annex C

C.2.111: Web Services Security: SOAP Message Securi  ty 1.0 (WS-Security 2004)

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

OASIS Standard 200401; WSS: SOARessage Security (WS-Security 2004)
March 200«
http://docs.oasis-open.org/wss/2004/01/oasis-200¥EEsoap-message-

security-1.0.pdf
ne

A4.3
Signature creation / verification

Technical Specificatic

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

International

Genere

This specification describes enhancements to SOA$saging to provide message integrity and configlidgt The
specified mechanisms can be used to accommodatiearariety of security models and encryption testhgies.
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Annex C

C.2.112: WS-Security Policy 1.2

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

ws-securitypolicy-1.2-spec-0s

1 July 200°
http://docs.oasis-open.org/ws-sx/ws-securitypoO@702/ws-securitypolicy-
1.2-spec-os.pdf

ne

WS-Policy

A43

Signature creation / verification

Policy Requiremen

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved stanarc

Publishe:

International

Genere

This document defines a set of security policy di&ses for use with the WS-Policy framework wittspect to security
features provided in WSS: SOAP Message Securit$;Must and WS-SecureConversation.

ETSI



C.2.113: WS-Trust 1.4
Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

129 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

ws-trust-1.4-0s
2 February 20C
http://docs.oasis-open.org/ws-sx/ws-trust/v1.4/estwst-1.4-spec-os.pdf

na
WS-Security

Covers more than 1 area

Industry standard (This includes Technical speaiftm, CWASs, IETF RFC
OASIS specification..)

Approved standard

Publishe:

Internations

General

This specification defines extensions that build/@8-Security to provide a framework for requestamgl issuing
security tokens, and to broker trust relationships.
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Annex C

C.2.114: WS-Secure Conversation 1.4

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

ws-secureconversation-1.4-0s

2 February 20C
http://docs.oasis-open.org/ws-sx/ws-secureconvergal.4/os/ws-
secureconversation-1.4-spec-os.pdf

ne

WS-Security

Covers more than 1 area

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

Approved standal

Publishe:

International

Genere

This specification defines extensions that build/é8-Security to provide a framework for requestamgl issuing
security tokens, and to broker trust relationships.
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Annex C
C.2.115: XML Signature Syntax and Processing (Secon d Edition)
Source: W3C
Reference Number: N/A
Publication Date: 200¢
URL: http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610
Equivalent to:
Based on:
Framework reference:
Technical Area: Signature creation / verification
Subarea: Signature Formats (XAdES), signature creation,atigre verification (for
XMLDSig)
Type of Document: Tech. Specification (Format and protoc
Level of Standard: Industry standard (This includes Technical speafian, CWAs, IETF RFC,
OASIS specification..)
Status: W3C Recommendatic
Maturity: Publishe:
Geographic general: International
Geographic details:
Sector:
Description:

This document specifies XML digital signatures synéind processing rules. This second edition foegtain bugs
identified in the first edition and adds CanoniX8L 1.1 as a required canonicalization algorithegommending its
use for inclusive canonicalization instead of XMar@nicalization Version 1.0
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Annex C
C.2.116: Canonical XML Version 1.0
Source: W3C
Reference Number: N/A
Publication Date: 2001
URL: http://iwww.w3.0rg/TR/2001/REC-xml-c14n-20010315
Equivalent to:
Based on:
Framework reference:
Technical Area: Signature creation / verification
Subarea: Signature Formats (XAdES), signature creation, aigre verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standard (This includes Technical speaiftm, CWASs, IETF RFC
OASIS specification..)
Status: W3C Recommendation
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector:
Description:

This document defines a method for obtaining aumighysical representation (called canonical remtason) of a
certain XML Document. The actual truth is that,egiva XML document, two different applications copldduce,

after serializing it, two different octet strings)d any XML signature produced using the seridbpatnechanism by
the first one, could not be verified with anothppkcation using the serialization mechanism bydéeond one. Some
immediate elements that might generate problemsraconsequence justify the definition of such aardcalization
form are: order in which the attributes of the edeis appear in the serialized output, order andfssamespaces URIs
for elements, appearance of default attributes, etc
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Annex C

C.2.117: Exclusive XML Canonicalization Version 1.0

Source: W3C

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

N/A
200z
http://www.w3.0rg/TR/2002/REC-xml-exc-c14n-20020718

Canonical XML Version 1.

Signature creation / verification

Signature Formats (XAdES), signature creation,atigire verification
Tech. Specification (protoct

Industry standard (This includes Technical speaiftm, CWASs, IETF RFC
OASIS specification..)

W3C Recommendation

Publishe:

Internationi

Canonical XML version 1.0 establishes that descend@ments inherit context (namespaces and atstefined in
"xml:" namespace, for instance) of their ascenétatnents. With this canonicalization, if a XML Saare is applied
on a payload that is part of a certain documeriqeaument), and this payload is moved to other ohacu, or
extracted from its oreiginal document, the sigratterification process would break as the contéghe payload when
the signature was generated and the context gfdfi®ad when the signature is verified, are diffier@his document
specifies a method for serializing XML that excladke context inheritance, ensuring that signedbpalg can be
extracted and moved from one document to anothemdthout breaking the signature verification.
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Annex C
C.2.118: Canonical XML Version 1.1
Source: W3C
Reference Number: N/A
Publication Date: 200¢
URL: http://iwww.w3.0rg/TR/2008/REC-xml-c14n11-20080502/
Equivalent to:
Based on: Canonical XML Version 1.
Framework reference:
Technical Area: Signature creation / verification
Subarea: Signature Formats (XAdES), signature creation, aigre verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standard (This includes Technical specifasatCWAs, IETF RFC
OASIS specification..)
Status: W3C Recommendation
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector:
Description:

After Canonical XML Version 1.0 was specified, WSC specified new attributes within the XML ("xmjl:"
namespace including particular processing ruleg&oh. The result was that the general rules gingthe inheritance
of these attributes as specified in Canonical XMdrdion 1.0 for processing attributes within XML respace did not
properly take into account the semantics of the defined attributes. Particularly, the xml:id ditrie (unique within a
XML document) must not be inherited, and xml:basguires a more complex processing than simple itaimee. This
document is a revision to Canonical XML Version fofaddressing the correct processing of attribdifined within
the XML namespace. As mentioned before, XML Sigretiyntax and Processing (Second Edition) recomingtiics
use for inclusive canonicalization instead of XMar®@nicalization Version 1.0.

ETSI



135 ETSI draft SR 000 000 V0.0.2 (2011-08)

Annex C
C.2.119: XML-Signature Xpath Filter 2.0
Source: W3C
Reference Number: N/A
Publication Date: 200z
URL: http://iwww.w3.0rg/TR/2002/REC-xmldsig-filter2-200218/
Equivalent to:
Based on:
Framework reference:
Technical Area: Signature creation / verification
Subarea: Signature Formats (XAdES), signature creation, aigre verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standard (This includes Technical specification ASWETF RFC,
OASIS specification..)
Status: W3C Recommendation
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector:
Description:

XML Signatures may use XPath transforms for sp@&uify certain subset of a given XML document asdtia that
will actually be signed. XPath transform, as spedifvithin the XML Signature Syntax and Processimay be difficult
to implement efficiently with currently existingdenologies (as roughly speaking it requires thduaten of a regular
XPath expression for EACH node within the input eset to the signature, and its conversion to éeboovalue). This
document specifies a new XML Signature Transforat tmproves the efficiency in the selection prod®sseducing
the actual number of of XPath expressions evalnatamd instead applying set operations (intersgctisnion,
substract) in the computation of the final set afi@s to be signed.
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Annex C
C.2.120: XML Path Language (Xpath) Version 1.0
Source: W3C
Reference Number: N/A
Publication Date: 199¢
URL: http://www.w3.0rg/TR/1999/REC-xpath-19991116/
Equivalent to:
Based on:
Framework reference:
Technical Area: Signature creation / verification
Subarea: Signature Formats (XAdES), signature creation, atigre verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standard (This includes Technical speaiftm, CWASs, IETF RFC
OASIS specification..)
Status: W3C Recommendation
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector:
Description:

This document specifies a language for addressang pf a certain XML document. It also introdubesic facilities
for manipulation of strings, booleans and numb¥Path is designed in a way that XPath expressicmg lve used
within URIs and XML attribute values. XPath expliess may be used within the XPath transform elerdefined by
XML Signature Syntax and Processing for selectivagé parts of a XML Document that will actuallydigned.
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Annex C

C.2.121: XSL Transformations (XSLT) Version 1.0
Source: W3C

Reference Number: N/A

Publication Date: 199¢

URL: http://iwww.w3.0rg/TR/1999/REC-xslt-19991116

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats (XAdES), signature creation, aigre verification
Type of Document: Tech. Specification (protoct

Level of Standard: Industry standard (This includes Technical speaifan, CWAs, IETF RFC,

OASIS specification..)

Status: W3C Recommendation

Maturity: Publishe:

Geographic general: Internations

Geographic details:

Sector:

Description:

This document specifies the syntax and semantiesXIL language for transforming XML documents imer XML
documents. Within the context of XML Signature mgemment, XSLT transformations (generating HTML doeuits
from the original XML input document) may be usedome of the mechanisms that could give suppdhedeature of

"What you see is what you sign" in different ways.
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Annex C

C.2.122: Decryption Transform for XML Signature

Source: W3C

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

N/A
200z
http://www.w3.0rg/TR/2002/REC-xmlenc-decrypt-200202

Signature creation / verification

Signature Formats (XAdES), signature creation,atigie verification (for
XMLDSig)

Technical Specification (Format and processings)

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

W3C Recommendatic

Publishe:

International

An XML document may be partially encrypted and signThe encrypted XML structures are substituteXoh.
Encryption elements. Some of the XML structures inaencrypted before signing and some others mantgypted
after signing. A verifying application needs totitiguish which XML elements were encrypted befagnmg and
which ones were encrypted after, as it needs toydethe last ones before actually proceeding tifywéhe signature.
This document specifies a specific transformatiat allows XML Signature applications to distindulsetween those
XML structures that were encryted before signind #rose ones that were encrypted after signing.
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Annex C

C.2.123: Visible Signature Profile of the OASIS Dig ital Signature Services Version 1.0

Source: OASIS

Reference Number: N/A

Publication Date: 201

URL: http://docs.oasis-open.org/dss-x/profiles/visuéldi@/cs01/oasis-dssx-1.0-
profiles-visualsig-cs1.doc

Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Centralized signature creaticverificatior

Type of Document: Tech. Specification (protoct

Level of Standard: Industry standard (This includes Technical speafian, CWAs, IETF RFC,
OASIS specification..)

Status: OASIS Committe Specificatic

Maturity: Dratft

Geographic general: International

Geographic details:

Sector:

Description:

This document specify mechanism that enable clignatisinteract with a central digital signatureviee, based on
OASIS DSS core and also aligned with this spedifica to request to the server the incorporatiowmisible signatures
in certain position/field of the document as pdrthe digital signature generation operation. I3oadpecifies
mechanisms allowing clients to request verificatibronly certain signed fields and request the iipotation within
the document of visual indications of the verifioatprocess result (a verification mark, the vesfion time and
optionaly the verification scope indication)
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Annex C

C.2.124: OASIS DSS v1.0 Profile for Comprehensive M ulti-Signature Verification Reports Version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

N/A
201c¢
http://docs.oasis-open.org/dss-x/profiles/verifimateport/oasis-dssx-1.0-
profiles-vr-cs01.doc

Signature creation / verification

Centralized signature creation /verifical

Tech. Specification (protoct

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

OASIS Committe Specificatic

Dratft

International

This document specifies mechanisms that enabletslibat interact with a central digital signatseevice, based on

OASIS DSS core and also aligned with this spedifica to request the verification of more than signature on one
or several documents, and the provision of indigldeports on the verification process on eachagige with different
levels of details: "basic", "comprehensive" and fi@enient". The" basic" level is an indication ofifieation

successful, unsuccsesful or uncomplete with sordéiadal information of the reason, indicated by lURIues. At the
"Comprehensive" level the server returns withinheiaclividual report indication of all the validationaterial managed

during the verification of the signature. At thedl@enient" level, the server returns within eadhividual report an
indication of all the validation material used dhgrithe verification process AND XML representatadrtheir most
relevant fields. At present is the only techniqaeafication being developed at international lemelhow to provide
structured information on the signature verificatfrocess.
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Annex C

C.2.125: Signature Policy Profile of the OASIS Digi  tal Signature Services Version 1.0

Source: OASIS

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:

Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:

Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

N/A
200¢
http://docs.oasis-open.org/dss-x/profiles/sigpdbagis-dssx-1.0-profiles-
sigpolicy-cd01.doc

Signature creation / verification

Centralized signature creation /verifical

Tech. Specification (protoct

Industry standard (This includes Technical speaiftn, CWAs, IETF RFC,
OASIS specification..)

OASIS Committe Dra

Dratft

International

This document specifies mechanisms that enabletslibat interact with a central digital signatseevice, based on
OASIS DSS core and also aligned with this spedifica to request generation or verification of élenic signature

following a certain signature policy.
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Annex C

C.2.126: Information technology — Long term signatu re profiles —

Part 1: Long term signature profiles for CMS Adveai&lectronic Signatures (CAdES)
Source: ISO/TC 154

Reference Number: ISO/DIS 14533-1

Publication Date: 2011

URL: http://www.iso.org/iso/iso_catalogue/catalogue_dtdtogue_detail.htm?csnue

r=56024

Equivalent to:

Based on: ETSITS 101 733 and ETSI TS 102

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereication
Type of Document: Tech.specs: Forrt

Level of Standard: Internationally recognised stand

Status: DIS

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

The purpose of this standard is to ensure thedp&gability of implementations with respect to ldegm signatures
that make electronic signatures verifiable forrgleerm. Long term signature specifications refeeehby each
implementation cover CMS Advanced Electronic Sigred (CAJES) developed by the European Telecomratioits
Standards Institute (ETSI). This standard spectfiesrequirement for enabling verification of aitifisignature over a
long period of time. Thisstandard specifies whitgments should be chosen, in order to enable watifin of a digital
signature overa long period of time among the efemdefined in CMS Advanced Electronic Signatu@AdES)
which is the extended specification of Cryptographessage syntax (CMS) used widely.

ETSI



143 ETSI draft SR 000 000 V0.0.2 (2011-08)

Annex C

C.2.127: Information technology — Long term signatu re profiles —

Part 2: Long term signature profiles for XML AdvamtElectronic Signatures (XAdES)
Source: ISO/TC 154

Reference Number: ISO/DIS 14533-2

Publication Date: 2011

URL: http://www.iso.org/iso/iso_catalogue/catalogue_dtdtogue_detail.htm?csnun

r=56024

Equivalent to:

Based on: ETSITS 101 903 and ETSI TS 102 !

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereication
Type of Document: Tech.specs: Form

Level of Standard: Industry standal

Status: DIS

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

The purpose of this standard is to ensure thedp&gability of implementations with respect to ldegm signatures
that make electronic signatures verifiable forrgleerm. Long term signature specifications refeeehby each
implementation cover XML Advanced Electronic Sigmats (XAdES) developed by the European Telecomnatinits
Standards Institute (ETSI). This standard spectfiesrequirement for enabling verification of aitifisignature over a
long period of time. Thisstandard specifies whitgments should be chosen, in order to enable wgatifin of a digital
signature overa long period of time among the efemdefined in XML Advanced Electronic Signatur¥s\(ES)
which is the extended specification of "XML-Signa@ibyntax and Processing" used widely.
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C.2.128: XML Signature Syntax and Processing Versio n 1.1

Source: W3C

Reference Number: N/A

Publication Date: 2011

URL: http://iwww.w3.0rg/TR/2011/CR-xmldsig-core1-20110803
Equivalent to:

Based on: XML Signature Syntax and Processing Versior
Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereéication
Type of Document: Tech. Specification (protoct

Level of Standard: Industry standal

Status: Candidate Recommendation

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document updates XML Signature version 1.@sdedition. This document specifies a new XML sture for
supporting Eliptic Curves public key support. Irdditn to that it also specifies new XML elements €ontaining the
digest of a X509Certificate and the digest algonitht also specifies a new element able to conve@®&@SP response.
All these elements are used as descendant of tKeydsfo element, which also incorporate capabiliy
incorporating encrypted key information and refeesto the key material that is conveyed elsewhere.

ETSI



145 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.2.129: XML Signature Properties

Source: W3C

Reference Number: N/A

Publication Date: 2011

URL: http://iwww.w3.0rg/TR/2011/CR-xmldsig-properties-20B03/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signateréication
Type of Document: Tech. Specification (protoct

Level of Standard: Industry standal

Status: Candidate Recommendation

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document defines specific signature propettias may be used by various applications of XMgrfaiture,
without requiring those applications to define spcbperties on a per case basis. This documentagefiow these
properties are to be specified and processed wéeth but does not require their use - specificatibasreference this
document may or may not require their use. Spetijichis document defines a Profile property teritify a Profile
specification that details how the XML signaturéde used; Role property, to indicate the specifie for the
signature; ldentifier property that associatesh#dignature a unique identifier; the Created ptgder indicating the
creation time of the signature; the Expires proped indicate the expiration time of the signafiReplayProtect
property, a nonce against reuse of the signatunis. specification explictly references XAdES addais: "XAdES
specification defines signature property formatsaidvanced electronic signatures that remain walat long periods,
are compliant with the European Directive and ipooate additional useful information in common usases " .
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C.2.130: XML Security 1.1 Requirements and Design C  onsiderations

Source: W3C
Reference Number: N/A

Publication Date: 2011

URL: http://iwww.w3.0rg/TR/2011/WD-xmlsec-reqs-20110308tbduction
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Requirement

Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This use case and requirements document is intelodadnmarize use cases and requirements drivingjoas to

XML Signature 2nd Edition, XML Encryption, and Carical XML 1.1. It is not intended to define all silsle use
cases for these Recommendations, but rather taderoationale for decisions leading to XML Signa&tdr1, XML
Encryption 1.1, XML Signature Properties and XMLc8ety Generic Hybrid Ciphers. This document owrgeneral
principles and use cases leading to requirement®tiars some design options. It elaborates orcjpies and updates
requirements expressed for the original XML Segusiork including original requirements documenthisTdocument
also reflects material from a W3C workshop on rstgps for XML Security and position papers assediatith the

workshop.
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C.2.131: XML Signature Best Practices

Source: W3C
Reference Number: N/A

Publication Date: 201

URL: http://www.w3.0rg/TR/2010/WD-xmldsig-bestpractice8100831/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Guideline!

Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document collects best practices for implemenand users of the XML Signature specificatioMPDSIG-
COREL1]. Most of these best practices are relat@hpooving security and mitigating attacks, yetesthare for best
practices in the practical use of XML Signaturegtsas signing XML that doesn't use namespacegx@mple.
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C.2.132: XML Signature Syntax and Processing Versio n 2.0

Source: W3C

Reference Number: N/A

Publication Date: 2010

URL: http://iwww.w3.0rg/TR/2010/WD-xmldsig-core2-20100831
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signateréication
Type of Document: Tech. Specification (protoct

Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document specifies a new version of XML dig#ignatures syntax and processing rules. Sign&@réencludes a
new transform model designed to address a numlyeqairements including performance, simplicity and
streamability. This model is significantly diffettethan in XML Signature 1.x. Nevertheless, XML Sagure 2.0 is
designed to be backward compatible, however, emgbie XML Signature 1.x model to be used whereegsary.
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C.2.133: XML Signature Streaming Profile of XPath 1 .0

Source: W3C
Reference Number: N/A

Publication Date: 201

URL: http://www.w3.0rg/TR/2010/WD-xmldsig-xpath-20100831
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document defines a streamable profile of XHafhsuitable for use with XML Signature 2.0. Iinai at simplifying
the selection of XML parts to be signed and overiognthe problems associated to the XPath Filten3i@m
specified in XML Signature 1.0 and the XPath Filfeansform 2. In addition it aims at achieving thas possible to
evaluate these XPath expressions on large XML decwsrwithout having having to load the entire doentinto

memory.
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C.2.134: Canonical XML Version 2.0

Source: W3C

Reference Number: N/A

Publication Date: 2011

URL: http://www.w3.0rg/2008/xmlisec/Drafts/c14n-20/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

Canonical XML Version 2.0 is canonicalization alglom for XML Signature 2.0. It addresses issuesiado
performance, streaming, hardware implementatidmystmess, minimizing attack surface, determiningtvid signed

and more.
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C.2.135: XML Security Algorithm Cross-Reference

Source: W3C

Reference Number: N/A

Publication Date: 201

URL: http://www.w3.0rg/TR/2010/WD-xmisec-algorithms-2@B13/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Tech. Specification (forme
Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document summarizes XML Security algorithm UdRintifiers and the specifications associated wigm. This
document is not intended as an exhaustive lisli @hawn related identifiers, some of which may adeen defined by
other standards or specifications. Furthermors,ribte is not to be taken as normative regardiagnformation
provided; if information here conflicts with thefeeenced specification, the specification takes@dence in all cases.
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C.2.136: XML Security 2.0 Requirements and Design C  onsiderations

Source: W3C
Reference Number: N/A

Publication Date: 201

URL: http://www.w3.0rg/TR/2010/WD-xmlsec-reqs2-20100204/
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature creation / verification
Type of Document: Requirement

Level of Standard: Industry standal

Status: Working Draft

Maturity: Published

Geographic general: Internations

Geographic details:

Sector:

Description:

This document outlines use cases, requirementsl@sidn choices for XML Security 2.0, specificallgridnical XML
2.0 and XML Signature 2.0. It includes a proposetpiification of the XML Signature Transform meclism,
intended to enhance security, performance, streditgatnd to ease adoption.
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C.3 Pan European

C.3.1: Policy requirements for certification author ities issuing qualified certificates

Source:ETSI

Reference Number: TS 101 456

Publication Date: May 07

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: IETF RFC 364

Framework reference:

Technical Area: CSP

Subarea: CSP Issuing qualified certificates
Type of Document: Policy requiremen

Level of Standard: Industry standal

Status: Technical specification

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

This document specifies policy requirements retatm Certification Authorities (CAS) issuing quadifl certificates . It
defines policy requirements on the operation andagament practices of certification authoritiesiisg qualified
certificates such that subscribers, subjects titliy the CA and relying parties may have confadeim the
applicability of the certificate in support of eteanic signatures.
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C.3.2: Guidance on TS 101 456 (Policy Requirements  for certification authorities issuing qualified
certificates

Source: ETSI

Reference Number: TR 102 437

Publication Date: Oct 06

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ETSI TS 101 45

Framework reference:

Technical Area: CSP

Subarea: CSP Issuing qualified certificat
Type of Document: Guideline!

Level of Standard: Industry standard

Status: Technical report

Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

This document provides guidance on interpreting éogiirements specified in TS 101 456 . This guigas intended
for use by bodies that supervise (e.g. as per Direarticles 3.3), approve or accredit CAs (egper articles 3.2 of
Directive), assessors, certification service prexsdand other interested parties.
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C.3.3: Mapping Comparison Matrix between the US Fed eral Bridge CA Certificate Policy and the
European Qualified Certificate Policy (TS 101 456)

Source: ETSI

Reference Number: TR 102 458

Publication Date: Apr 06

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on FBCA Policy ETSI TS 101 45

Framework reference:

Technical Area: CSP

Subarea: CSP Issuing qualified certificat
Type of Document: Guideline!

Level of Standard: Industry standard

Status: Technical report

Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document compares the United Stategdid@ridge Certification Authority (FBCA) Certifide Policy,
and the European Qualified Certificate Policy (Q@Pspecified in TS 101 456 in order to identifyvioat extent
which stipulations FBCA CP match those of QCP. Tusument is out of date and no applicable to ctitkS

situation.
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C.3.4: CMS Advanced Electronic Signatures (CAdES)

Source:ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

TS 101 733
Jan 1.
http://pda.etsi.org/pda/queryform.asp

IETF RFC 385

Signature creation / verification
Signature formats

Tech specs: Forrr

Industry standau

Technical specification
Published

Europe

The present document defines a number of electsigiature formats, including electronic signatuteg can remain
valid over long periods. This includes evidencecass validity even if the signer or verifying ptater attempts to
deny (repudiates) the validity of the electrongnsiture. It describes formats for advanced eleitrgignatures using
ASN.1 (Abstract Syntax Notation 1). These formatstesed on CMS (Cryptographic Message Syntaxhelefin

RFC 3852.
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C.3.5: Profiles of CMS Advanced Electronic Signatur  es based on TS 101 733 (CAdES)

Source:ETSI

Reference Number: TS 102 734

Publication Date: Feb O

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ETSI TS 101 73

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification
Maturity: Under revision

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the use of TS 101(Z2RIES) signatures, based on CMS for its use witiée
following specific environments as follows: ¢ e-biving area. * e-government area. * a baselinetfar application

areas.
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C.3.6: XML Advanced Electronic Signatures (XAdES)

Source:ETSI

Reference Number: TS 101 903

Publication Date: Dec 1(

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: W3C XMLDSig

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Tech specs: Formr

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document defines XML formats for adednelectronic signatures that remain valid oveglpariods, are
compliant with the European Directive and incorper@dditional useful information in common usesesadhis
includes evidence as to its validity even if thgngir or verifying party later attempts to deny (iéijates) the validity of
the signature. It defines signature formats usimgbIL Notation based on IETF / W3C "XML Signaturgritax and

Processing"
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C.3.7: Profiles of XML Advanced Electronic Signatur  es based on TS 101 903 (XAdES)

Source:ETSI

Reference Number: TS 102 904

Publication Date: Feb O

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ETSI TS102 90:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification
Maturity: Under revision

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the use of TS 101(8B8ES) [1] signatures, based on XML SIG [2] fts use within
the following specific environments as follows:-tvoicing area. « e-government area. « a basétinether

application areas.
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C.3.8: Time stamping profile
Source:ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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TS 101 861
Jan Ol
http://pda.etsi.org/pda/queryform.asp

RFC 316:

CSP

Time-stamping

Tech specs: Profi
Industry standau
Technical specification
Under revision

Europe

The present document is defines a profile for &tstamping based on RFC 3161 which uses advaneeiiaglic
signatures to protect the time-stamp. It defineatvehTime Stamping client must support and what@eTStamping
Server must support. Such time-stamps may be vsassure the time related to an electronic sigagtig. signing

time, verification time)
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C.3.9: Qualified Certificate profile

Source:ETSI

Reference Number: TS 101 862

Publication Date: Jan O

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on IETF RFC 373 IETF RFC 328

Framework reference:

Technical Area: CSP

Subarea: CSP issuing qualified certificates
Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification

Maturity: Under revision

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document defines a profile for Qualifdertificates, based on the technical definitionRFC 3739 [4],
that may be used by issuers of Qualified Certiisatomplying with Annex | and 1l of the Europeard&tonic
Signature Directive 1999/93/EC.
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C.3.10: Policy requirements for time-stamping autho rities

Source:ETSI

Reference Number: TS 102 023
Publication Date: Oct 1(

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: RFC 31t

Framework reference:

Technical Area: CSP

Subarea: Time-stamping

Type of Document: Policy requiremen
Level of Standard: Industry standal
Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies policy requiremesiéding to the operation of Time-stamping Authest(TSAs). The
present document defines policy requirements ompieeation and management practices of TSAs swth th
subscribers and relying parties may have confidéntee operation of the time-stamping servicessehpolicy
requirements are primarily aimed at time-stampienyises used in support of qualified electronicaires (i.e. in line
with article 5.1 of the European Directive on a coumity framework for electronic signatures) but niyapplied to
any application requiring to prove that a datunseed before a particular time.
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C.3.11: Policy requirements for certification autho rities issuing public key certificates

Source:ETSI

Reference Number: TS 102 042

Publication Date: Apr 1C

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: IETF RFC 364

Framework reference:

Technical Area: CSP

Subarea: CSP issuing non-qualified certificates
Type of Document: Policy requiremen

Level of Standard: Industry standal

Status: Technical specification

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies policy requiremeatéding to Certification Authorities (CAS) issuipgblic key
certificates, including Extended Validation Cediftes (EVC). It defines policy requirements onaperation and
management practices of certification authoritissiing and managing certificates such that sulessrilsubjects
certified by the CA and relying parties may havafadence in the applicability of the certificatesnpport of
cryptographic mechanisms.
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C.3.12: Algorithms and Parameters for Secure Electr  onic Signatures;

Part 1: Hash functions and asymmetric algorithms

Source: ETSI

Reference Number: TS 102 176-1
Publication Date: Dec 01

URL: http://pda.etsi.org/pda/queryform.i
Equivalent to:

Based on:

Framework reference:

Technical Area: Cryptographic Suite
Subarea: Signature algorithms
Type of Document: Tech specs: Algorithm
Level of Standard: Industry standal
Status: Technical specificatic
Maturity: Under revision
Geographic general: Europe

Geographic details:

Sector:

Description:

The present document is targeted to support addagleetronic signatures and the related infrastnectThe present
document defines a list of hash functions andtafisignature schemes, as well as the recommecmtabinations of
hash functions and signatures schemes in the fofsignature suites". The primary criteria for inslon of an
algorithm in the present document are: « the allyoriis considered as secure; * the algorithm ismonly used; and ¢
the algorithm can easily be referenced (for exarbpleneans of an OID).
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C.3.13: Algorithms and Parameters for Secure Electr  onic Signatures;Part 2: Secure channel

protocols and algorithms for signature creation dev ices
Source: ETSI

Reference Number: TS 102 176-2

Publication Date: Jul 05

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: Cryptographic Suites
Subarea: Cryptographic algorithr
Type of Document: Tech specs: Algorith

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document defines a set of symmetrarighgns and protocols to be used to construct arsezthannel
between an application and a signature creatioicegvoviding either only integrity or both intetyriand
confidentiality. Such a secure channel is requitaidng the operational phase of a signature creat@vice to remotely
download a private key in the signature creatioriadge remotely extract a public key from the sigmatcreation device
when the key pair has been generated by the signateation device or/and remotely download a jpul®iy certificate
and associate it with a private key already stametie signature creation device.
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C.3.14: Provision of harmonized Trust-service statu s information

Source:ETSI

Reference Number: TS 102 231

Publication Date: Dec 0¢

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provider
Subarea: Trust status list

Type of Document: Tech specs: Formr

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies a standard for st-Barvice Status List (TSL) which makes availahlst service
status information such that interested parties degrmine whether a trust service is or was operainder the
approval of any recognized scheme at either the tita service was provided, or the time at whittaasaction reliant

on that service took place.
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C.3.15: Signature policy for extended business mode |

Source:ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on ETSI TR 102 04
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:

Geographic general:
Geographic details:
Sector:

Description:

TR 102 045
Mar 0<
http://pda.etsi.org/pda/queryform.asp

ETSI TS 102 03

Signature creation / verification
Signature policies

Guidelines

Industry standau

Technical report

Published

Europe

The present document on signature policies elab®@i the signature policy concept (defining thamrgy of the
signature e.g. what the signature is meant to eefloaddresses certain aspects of multiple siggmtespecially with
respect to their current application in the paperlé) whilst recognizing their applicability in &C countries and for
global trade, and if necessary propose extensibtie standard
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C.3.16: XML format for signature policies

Source:ETSI

Reference Number: TR 102 038

Publication Date: Apr 02

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature policies

Type of Document: Tech specs: Formr

Level of Standard: Industry standal

Status: Technical report

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document represents a very first vedi@a XML format for Signature Policies able tantain information
on Signature Policies as specified by TS 101 78%. specifications given being so preliminary, anbar of open
issues for discussion and even definitions apgeaughout the document.
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C.3.17: Signature Policies Report

Source:ETSI

Reference Number: TR 102 041

Publication Date: Feb 0O:

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature policies

Type of Document: Guideline!

Level of Standard: Industry standal

Status: Technical report

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document gives guidance on the tedhoiganizational and legal issues related to aagigre policy. The
present document can best be seen in conjunctithnpublished documents TS 101 733 [2] and ES 2@1[YBupon

which it builds.
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C.3.18: ASC.4.1 format for signature policies

Source:ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

TR 102 272
Dec 0:
http://pda.etsi.org/pda/queryform.asp

Signature creation / verification
Signature policies

Tech specs: Forrr

Industry standau

Technical report

Published

Europe
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The present document specifies the various compsmé signature policy and one specific formatgisin ASN.1

syntax and DER encoding.
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C.3.19: X.509 V.3 Certificate Profile for Certifica tes Issued to Natural Persons

Source:ETSI

Reference Number: TS 102 280
Publication Date: Mar 04

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ETSI TS 101 86
Framework reference:

Technical Area: CSP

Subarea: CSP Issuing certificates
Type of Document: Tecl specs: Profil

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document defines a common profilefo-T Recommendation X.509 based certificates is$oethtural
persons. The scope of the present document iotader a certificate profile, which will allow actluiateroperability of
certificates issued for the purposes of qualifiletteonic signatures, peer entity authenticatioth data authentication.
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C.3.20: Registered Electronic Mail (REM);Part 1: Ar  chitecture

Source:ETSI

Reference Number: TS 102 640-1

Publication Date: Jan 1l

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Registered eMail and eDelivery
Type of Document: Architecture

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies an architectunattsre of Registered E- Mail (REM). The basic psaof
Registered E-Mail service is to provide users,ddition to the usual services supplied by the adire-mail service
providers, with a set of Evidence suitable to ugrassertions of acceptance (i.e. of "shipment"Yledifrery/non
delivery, of retrieval, etc. of e-mails sent/defize through such service. REM is an trusted semwitieh uses
electronic signatures to assure the integrity antemticity of registered e-mail.

ETSI



173 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.3.21: Registered Electronic Mail (REM);Part 2: Da ta requirements, Formats and Signatures for REM
Source:ETSI

Reference Number: TS 102 640-2

Publication Date: Jan 1l

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Registered eMail and eDelivery
Type of Document: Protoco

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document provides: a) Rules for bugldilREM-MD Envelope and, consequently, a REM Didpat a
REM-MD Message. b) Syntax and semantics of REM-MIl&nce to be produced by a REM Management Domain.
¢) Rules on the signature to be used within REM-Et¥elopes. The basic purpose of Registered E-Maifice is to
provide users, in addition to the usual servicggpbed by the ordinary e-mail service providersthna set of Evidence
suitable to uphold assertions of acceptance (i.&shgpment"), of delivery/non delivery, of retrigly etc. of e-mails
sent/delivered through such service. REM is arteédiservice which uses electronic signatures toraghe integrity

and authenticity of registered e-mail.
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C.3.22: Registered Electronic Mail (REM);Part 3: In  formation Security Policy Requirements for REM
Management Domains

Source: ETSI

Reference Number: TS 102 640-3

Publication Date: Jan 10

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Registered eMail and eDelive
Type of Document: Policy requiremen

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies requirements ogetwrity of a Registered E-Mail Management DomRENI-MD).
These requirements are based on the REM-MD opgratirinformation Security Management System asifépeén
ISO/IEC 27001 [1]. The basic purpose of Registétedail service is to provide users, in additiortlie usual services
supplied by the ordinary e-mail service providevsh a set of Evidence suitable to uphold assestmfracceptance (i.e.
of "shipment”), of delivery/non delivery, of retvial, etc. of e-mails sent/delivered through suakise. REM is an
trusted service which uses electronic signaturessaore the integrity and authenticity of registexemail.
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C.3.23: Registered Electronic Mail (REM);Part 4: RE M-MD Conformance Profiles

Source:ETSI

Reference Number: TS 102 640-4

Publication Date: Jan 1l

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Registered eMail and eDelivery
Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies two levels of canéorce requirements for Registered Electronic MREN]): « Basic
Conformance Profile that indicates the minimuma$ehandatory requirements that are to be met byREM-MD

that claims to be conformant with TS 102 640-1 13,102 640-2 [2] and TS 102 640-3 [3]; and  Adcveth
Conformance Profile that includes a set of voluntadditional requirements to the Basic ConformaPiceile for
enhanced security and advanced evidential servidesbasic purpose of Registered E-Mail servide jgrovide users,
in addition to the usual services supplied by tttinary e-mail service providers, with a set ofd&rice suitable to
uphold assertions of acceptance (i.e. of "shipmeat'delivery/non delivery, of retrieval, etc. @mails sent/delivered
through such service. REM is an trusted serviceklvhses electronic signatures to assure the ityeagrd authenticity

of registered e-mail.
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C.3.24: Registered Electronic Mail (REM);Part 5: RE  M-MD Interoperability Profiles
Source:ETSI

Reference Number: TS 102 640-5

Publication Date: Jan 1l

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Registered eMail and eDelivery
Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the implementatioh®f.02 640 Registered E-Mail based systems, asidessues
relating to authentication, authenticity and intggof the information to achieve interoperabiligtween such systems.
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C.3.25: PDF Advanced Electronic Signature Profiles; Part 1: PAJES Overview - a framework document
for PAdAES

Source: ETSI

Reference Number: TS 102 778-1

Publication Date: Jul 09

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ISO 32(0C-1

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature forma

Type of Document: Architecture

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Eurcpe

Geographic details:

Sector:

Description:

The present document provides a framework for gh@fiprofiles for PDF (Portable Document Formas-specified in
ISO 32000-1) Advanced Electronic Signatures spettiiin this multi-part deliverable. This multi-paktliverable
profiles and extends the support for electroniaaigres specified in ISO 32000-1 to include theamkd features for
advanced electronic signatures. These profilesiitecfeatures equivalent to those specified in TB78B (CAdES)
and TS 101 903 (XAdES) and include support fordatlon of signed documents stored over long periods
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C.3.26: PDF Advanced Electronic Signature Profiles; Part 2: PAJES Basic - Profile based on ISO
32000-1

Source: ETSI

Reference Number: TS 102 778-2

Publication Date: Jul 09

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ISO 32001

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature forma

Type of Document: Tech specs: Profi

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the use of PDF sigest as described in ISO 32000-1 and based on [C8)Sor its
use in any application areas where PDF is the gpiate technology for exchange of digital documémnt¢tuding
interactive forms. This profile does not repeatlihse requirements of the referenced standardimdiaad aims to
maximize interoperability of CMS-based electrongnstures in various business areas.
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C.3.27: PDF Advanced Electronic Signature Profiles; Part 3: PAJES Enhanced - PAJES-BES and
PAdES-EPES Profiles

Source:ETSI

Reference Number: TS 102 778-3

Publication Date: Jul 09

URL: http://pda.etsi.org/pda/queryform.asp

Equivalent to:
Based on ETSI TS 101 73 ISO 32001-1,

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature forma

Type of Document: Tech specs: Profi

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the use of PDF Sigeatspecified in ISO 32000-1 with an alternatigmature
encoding to support signature formats equivalettiécsignature forms CAJES-BES, CAJES-EPES and GA@ERs
specified in TS 101 733. The PAJES-BES profile sufypbasic CMS (RFC 3852) signature features asifsgg TS
102 778-2 with the additional protection againghsig certificate substitution. The PAJES-EPES ifgaxtends the
PAdES-BES profile to include signature policiestiBprofiles, PAJES-BES and PAJES-EPES allow théusion of a
signature time stamp creating a signature simildhé CAdES-T form.
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C.3.28: PDF Advanced Electronic Signature Profiles;  Part 4: PAJES Long Term - PAJES LTV Profile

Source:ETSI

Reference Number: TS 102 778-4

Publication Date: Dec 0¢

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on: ISO 32001

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Tech specs: Profi

Level of Standard: Industry standal

Status: Technical specification
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document profiles the electronic sigeaiormats found in ISO 32000-1 to support LongnT &alidation
(LTV) of PDF Signatures. This profile does not rapthe base requirements of the referenced stasidautinstead
aims to disambiguate between the techniques usis idifferent referenced standards. The presentrdent specifies
how to include validation information in a PDF Dooent and to further protect the document using-Staenps so
that it is possible to subsequently verify a PDgn&ture long after it was signed. This profile rb@yused to support
long term validation of: a) PDF Signatures to gesfispecified in TS 102 778-2 ; or b) PDF Signatuceprofiles
specified in TS 102 778-3; or c) PDF Signaturegrtdiles specified in TS 102 778-5.
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C.3.29: PDF Advanced Electronic Signature Profiles; Part 5: PAJES for XML Content - Profiles for
XAdES signatures

Source:ETSI

Reference Number: TS 102 778-5

Publication Date: Dec 09

URL: http://pda.etsi.org/pda/queryform.asp

Equivalent to:
Based on ETSI TS 101 90 ISO 32001-1,

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature forma

Type of Document: Tech specs:rofile

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document defines four profiles thagtiogr profile the usage of XAdES signatures, amddfin TS 101
903, for signing XML content within the PDF contais. The scope of the present document is limaete following
cases: 1) One XML document (compliant with an aabjt XML language, like UBL for e-Invoicing) thad completely
or partially signed with at least one enveloped ESdsignature and that is incorporated within a RbBitainer as a so-
called "embedded" document. In this situation, ibthXML document and the XAdES signature(s) aeatad
independently of the PDF container and after tbesation, embedded within this container. 2) Sigfweth XML Sig

or XAdES signature) dynamic XFA (XML forms architace for PDF) forms. The present document speciiefiles
that apply to two different scenarios, namely: Bigronly the XML data of the XFA form, or signingyapart of the
XFA form that may be signed with a XML Sig signatur
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C.3.30: PDF Advanced Electronic Signature Profiles;  Part 6: Visual Representations of Electronic

Signatures
Source: ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

TS 102 778-6
Jul 10
http://pda.etsi.org/pda/queryform.asp

Signature creation / verification
Signature forma

Guideline!

Industry standard

Technical specification
Publishe:

Europe

The present document specifies requirements amdm@endations for the visual representations of acke
electronic signatures (AdES) in PDFs. This cova)sSignature appearance: The visual representafittre human act
of signing placed within a PDF document at sigrtinge and linked to an advanced electronic signaamd b)
Signature verification representation: The visegresentation of the verification of an advancedtebnic signature.
The aim of the present document is to provide meguénts and recommendations for signature appessamd the
visual representation of advanced electronic sigeat This is particularly aimed to help the umteai human
understanding of the signature and to further ct@scy between the signature appearance and i vis
representations of the AdES verification in ordehélp human comparison.
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C.3.31: Information Preservation Systems Security

Part 1: Requirements for Implementation and Managgm

Source: ETSI

Reference Number: TS 101 533-01
Publication Date:

URL: http://pda.etsi.org/pda/queryform.i
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea: Long term storage
Type of Document: Policy requirements
Level of Standard: Industry standal

Status: Technical specificatic
Maturity: Ratified

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document addresses the Informatiorri8eManagement System of Information Preserva8gstems, by
specifying Security requirements for Informatioresgrvation Service Providers to abide by, whenemginting and
managing an IPS, in order to provide Informatioadervation Services that are trustable and reliabie the
Information Security viewpoint.
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C.3.32: Information Preservation Systems Security

Part 2: Guidelines for Assessors

Source: ETSI

Reference Number: TS 101 533-02

Publication Date:

URL: http://pda.etsi.org/pda/queryform.i
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur

Subarea: Long term storage

Type of Document: Conformity assessment (audit / evaluation)
Level of Standard: Industry standal

Status: Technical specificatic

Maturity: Ratified

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document addresses the assessmeatlofaimation Security Management System (“ISMS$ a0
Information Preservation System, by specifying giiites for Assessors when reviewing and auditingP&h
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C.3.33: Associated Signature Containers (ASIC)

Source:ETSI

Reference Number: TS 102 918

Publication Date:

URL: http://pda.etsi.org/pda/queryform.asp

Equivalent to:
Based on ETSI TS 101 732  PKWARE ZIF

ETSITS 101 903, RFC 3161
Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature forma

Type of Document: tech specs: Form

Level of Standard: Industry standard

Status: Technical specification
Maturity: Ratifiec

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies the use of contatnactures, to bind together a number of signgdotb (e.g.
documents, XML structured data, spreadsheet, medtiancontent) with either advanced electronic digmes or time-
stamp tokens into one single digital containersTises package formats based on ZIP [8] and sugberfollowing
signature and time-stamp token formats: « CAAESIUS 733); « XAdES (TS 101 903) detached signasiye(RFC

3161 time-stamp tokens.
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C.3.34: Policy requirements for Certification Servi  ce Providers

issuing attribute certificates usable with Quadifertificates

Source: ETSI

Reference Number: TS 102 158

Publication Date: Oct 02

URL: http://pda.etsi.org/pda/queryform.i
Equivalent to:

Based on:

Framework reference:

Technical Area: CSF

Subarea: CSP issuing attribute certificates
Type of Document: Policy requirements

Level of Standard: Industry standal

Status: Technical specificatic

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies policy requiremeatéding to Attribute Authorities (AAs) which aretype of

certification-service-providers as defined in Diree 1999/93/EC. The present document specifiespobquirements
on the operation and management practices of AtgiButhorities issuing Attribute Certificates subhat subscribers,
subjects and relying parties may have confidendbérapplicability of the Attribute Certificate support of electronic

signatures.
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C.3.35: Requirements for role and attribute certifi ~ cates

Source:ETSI

Reference Number: TS 102 044

Publication Date: Dec 02

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP issuing attribute certificates
Type of Document: tech specs: Form

Level of Standard: Industry standa

Status: Technical report

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document identifies a set of requirésniat will provide a basis for a subsequent steshdvhich will

then build policy requirements for attributes dextl by Attribute Authorities or Certification Authities complying

with X.509 and related standards. In some eleatrsiginature applications, roles and attributeshbmaxerted only if a
claimer's right to use them is certified by one petant authority which is trusted by the signedutieent users. The
scope of the present document is to investigathemttribute certification related topics in ortieccover the general
use of certified attributes in the context of elenic signatures. Attributes that can be used @h sucontext can also be

used for other reasons, e.g. for authorization.
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C.3.36: International Harmonization of Electronic S ignature Formats

Source:ETSI

Reference Number: TR 102 047

Publication Date: Mar 0%

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature formats

Type of Document: Guideline!

Level of Standard: Industry standal

Status: Technical report

Maturity:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document presents the results of opgeink to harmonize existing ETSI technical speaifions on
electronic signature formats (TS 101 733 [1] andlD3$ 903 [2]) with other internationally recognizetdndards and

related activities.
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C.3.37: International Harmonization

of Policy Requirements for CAs issuing Certificates

Source: ETSI

Reference Number: TR 102 040

Publication Date: Mar 0%

URL: http://pda.etsi.org/pda/queryform.i
Equivalent to:

Based on:

Framework reference:

Technical Area: CSF

Subarea: CSP issuing non-qualified certificates
Type of Document: Guidelines

Level of Standard: Industry standal

Status: Technical repo

Maturity:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document presents the results of oggeink to harmonize existing ETSI Technical Spesifion (TS) on
policy requirements for certification authoritiesS 101 456 [1] and TS 102 042 [2]) with other intionally
recognized standards and related activities. Timecdithe present document is to identify the wayverd to meet the
requirements of European Electronic Signature Direcl999/93/EC [6] whilst operating within an intationally
harmonized certificate policy framework to facitéecross recognition between PKI policy environmeent
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C.3.38: Best Practices for handling electronic sign atures and signed data for digital accounting

Source:ETSI

Reference Number: TR 102 572

Publication Date: Jul 03

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Digital accounting

Type of Document: Guideline!

Level of Standard: Industry standal

Status: Technical report

Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document has the purpose to propaseof gractices applicable to the various secusdtgted aspects of
signing fiscally relevant documents when issuedsindng them for the legally required time. Ibigsed on the results
of a survey carried out on what practices are #gtiraplace in the five most populated EuropeariddrMember
States (France, Germany, ltaly, Spain, UK). Thegmédocument specifically addresses trust sepricgders
supporting signing and storage services for figa@levant documents, regarding business accoufdimgprporate
entities in several European Member States. Iriquéat it is suitable for Value Added Tax (VAT) pases although it
is applicable also to other fiscally relevant doemts. The present document does not directly addeggiirements for
accounting for individuals. The practices identifia the present document are independent of e @y document or
information being protected. The present documddtesses solely the Advanced Electronic Signatasedb solution.
It is recognized that other suitable measuresemgloying Advanced Electronic Signatures, and hemeeutside the
scope of the present document, may be appliedstr@she authenticity and integrity of digital acoting documents.
It should be noted that the reliability of sucteatiative measures generally depend on the trugtimess of the
organization and may require independent assesohére technical and organizational measures egpAdvanced
Electronic Signature may be used to augment egistieaasures to provide even higher security, oedoice the need

for other controls.
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C.3.39: Policy requirements for trust service provi ders signing and/or storing data for digital
accounting

Source: ETSI

Reference Number: TS 102 573

Publication Date: Jul 07

URL: http://pda.etsi.org/pda/queryform.asp
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatures
Subarea: Digital accountin

Type of Document: Policy requiremen

Level of Standard: Industry standard

Status: Technical specification
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The present document specifies policy requiremappdicable to Trusted Service Providers (TSP) skt fiscally
relevant electronically documents and/or store tbarbehalf of taxable persons. The present documiad to address
regulatory requirements to produce and reliablypkeeen beyond ten years, signed electronic ingaasewell as other
fiscally relevant documents. The practices ideedifin the present document are independent of/geedf document
or information being protected. The present docurtedirected at policies involving the use of thdvanced
Electronic Signatures or Qualified Electronic Sigmas. The primary aim of the application of sigmes is to protect
the integrity and provide data origin authenticatid fiscally relevant documents in communicatiowl atorage.
However, signatures may also be used, where retjumgrovide content commitment (i.e. non-repudigt The
present document addresses solely the Advancett@&iecSignature based solution. It is recognizeat bther suitable
measures, not employing Advanced Electronic Sigeatand hence that are outside the scope of #semprdocument,
may be applied to assure the authenticity and fityegf digital accounting documents. It shouldrzgted that the
reliability of such alternative measures generdéipend on the trustworthiness of the organizatiwhraay require
independent assessment of the technical and oegamal measures applied. Advanced Electronic Sigeanay be
used to augment existing measures to provide eigiehsecurity, or to reduce the need for othetrots The present
document may be used by competent independentdasdithe basis for confirming that an organizasdnustworthy
in issuing and storing signed fiscally relevantgienic document on behalf of other taxable perswren its own
behalf.
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C.3.40: Registered E-Mail
Source:ETSI

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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TR 102 065
Sep O
http://pda.etsi.org/pda/queryform.asp

TSP applying eSignatures
Registered eMail and eDelivery
Surve)

Industry sandart

Technical report

Published

Europe

The present document summarizes the results alvaysamong organizations with interests in Regéxtef-Mail
services for Europe including state authoritiesndardization bodies, e-mail product and servio®igers, local
experts. The survey included information on RegésteE-Mail services outside Europe to place thekwathin a
global context. The survey investigated current prudpective Registered E-Mail implementations it aim of
identifying requirements for standardization irstarea.
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C.3.41: General requirements for bodies operating p  roduct certification systems (ISO/IEC Guide
65:1996)

Source: CEN/CENELEC

Reference Number: EN 45011:1998
Publication Date: Jun 05

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP certification bodies acreditat
Type of Document: Requirement

Level of Standard: European Norm
Status: European Standard
Maturity: Publishe:
Geographic general: Europea
Geographic details:

Sector:

Description:

This European Standard specifies general requirentiat a third-party operating a product certiiiwa system shall
meet if it is to be recognized as competent aridbig. In this European Standard the term "cestfan body" is used
to cover any body operating a product certificagsgatem. The word "product” is used in its widestse and includes
processes and services; the word "standard" istasedlude other normative documents such as Bpaions or
technical regulations. The certification systemduise the certification body may include one or mof¢he following,
which could be coupled with production surveillaceassessment and surveillance of the suppliedbty system or
both, as described in ISO/IEC Guide 53: type tgstinexamination; testing or inspection of sampéé®n from the
market or from supplier's stock or from a combioatdf both; testing or inspection of every prodorcof a particular
product, whether new or already in use; batchrtgsir inspection; design appraisal. NOTE 1 ISO/[&@de 28 may
be consulted for a model of one form of a thirdtpg@roduct certification system.
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Annex C
C.3.42: Application interface for smart cards used as Secure Signature Creation Devices - Part 1:
Basic services
Source: CEN
Reference Number: 14890-1
Publication Date: Last published in 2008
URL: Extract can be found CEN documents are not for free
here: /tabid/36/screen/freedownload/productid/164744/aloglen/preview/1/EVS_EN

http://www.evs.ee/Checkout _14890_1;2009_en_preview.aspx
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Device
Subarea: SSCD

Type of Document: Tech.specs: Protocol
Level of Standard: European Norm (EP
Status: European Norm (EP
Maturity: Publication planned Under Revision 2014
March

Geographic general: Europe

Geographic details:

Sector: Smart card
Description:

This standard describes an application interfackbamavior of the SSCD in the context of Identiiica,
Authentication and Electronic Signature (IAS) seegi. It will will enable the development of inteespble cards
issued by any card industry sector. In Part 1sthadard allows to support the implementation efEEaropean legal
framework for electronic signatures, defining thadtional and security features for a smart caiehided to be used as
a Secure Signature Creation Device according td@ énms of the European Directive on Electronic Stgre 1999/93.
A card compliant to the standard will be able toduce a Qualified electronic signature. that fslffie requirements of
Article 5.1 of the Electronic Signature Directivedstherefore can be considered equivalent to harittew signatures.
This part specifies mandatory mechanisms for soads to be used as secure signature creationedestwering user
verification, signature creation, device authertiirg establishment of a secure channel and kegrgéon.
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Annex C
C.3.43: Application interface for smart cards used as Secure Signature Creation Devices - Part 2:
Additional services
Source: CEN
Reference Number: 14890-2
Publication Date: Last published in 2008
URL: Extract can be found CEN documents are not for free
here: /tabid/36/screen/freedownload/productid/16407 4/aloglen/preview/1/EVS_EN

http://www.evs.ee/Checkout _14890_2;2008_en_preview.aspx
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Device
Subarea: SSCD

Type of Document: Tech.specs: Protocol
Level of Standard: European Norm (EP
Status: European Norm (EP
Maturity: Publication planned Under Revision 2014
March

Geographic general: Europe

Geographic details:

Sector: Smart card
Description:

This standard describes an application interfackbamavior of the SSCD in the context of Identiiica,
Authentication and Electronic Signature (IAS) seegi. It will will enable the development of inteespble cards
issued by any card industry sector. In Part 2sthadard specifies mechanisms to support othercesraround IAS
like Client/Server authentication, Role authentaatSymmetric key transmission between a rematees@nd a smart

card, and signature verification.
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Annex C

C.3.44: Identification card systems -European Citiz  en Card -Part 0: General Introduction

Source:CEN

Reference Number: 15480-0

Publication Date: Publication planned Q1 20
URL: Not available yet
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Devices

Subarea: SSCD

Type of Document: General Descriptic

Level of Standard: Industry standal

Status: Technical specification (TS)
Maturity: Draft

Geographic general: Europe

Geographic details:

Sector: Government

Description:

The scope of this part of the standard is to p@@djeneral description of the standard togethir avi introduction to
each part of the standard. In addition, this pathe standard explains the use in other parteettandard of some of
commonly referred to concepts such as interopeétahihd privacy. Informative Annex A introduces Wars usage
scenarios for the ECC as a Framework for ECC Depéy which are referred to and detailed in othetspat the
standard (primarily Part 4). Informative Annex Bpadhe relationship between the various parts@B6C standard
and other ISO/IEC standards relating to the caatfgrim. Informative Annex C identifies other Eurapdnitiatives

relevant to the ECC
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Annex C

C.3.45: Identification card systems -European Citiz  en Card -Part 1: Physical, electrical and transport
protocol characteristics

Source: CEN

Reference Number: 15480-1

Publication Date: Last published in 2007.

URL: Extract can be found CEN documents are not for free

here: /tabid/36/screen/freedownload/productid/165215/aloglen/preview/1/CEN_TS

http://www.evs.ee/Checkout _15480_1;2007_en_preview.aspx
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Device
Subarea: SSCD

Type of Document: Tech.specs: Format
Level of Standard: Industry standal

Status: Technicl specification (T<
Maturity: Publication planned Under Revision ry 2012
Februa

Geographic general: Europe

Geographic details:

Sector: Government
Description:

This Technical Specification describes the spedfitms for the European Citizen Card (ECC) inclgdétectronic
identity cards, with smart card format, definingdity justification with emphasis on remote cisérvice procedures
requiring the generation and/or verification by BE@C card of electronic signatures and electroeitficates. In
particular it defines a plastic body card with asated physical and logical securities, specifiesélectrical interface
and data transport protocols for the ECC and suppploe basic set of Identification and, authenigraelements visible
at the card surface. Part 1 also contains a pessibthodology for ECC durability testing in infortive Annex B as
well as a recommended Physical Layouts for cards
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Annex C

C.3.46: Identification card systems - European Citi  zen Card -Part 2: Logical data structures and card
services

Source: CEN

Reference Number: 15480-2

Publication Date: Last published in 2007.

URL: Extract can be found CEN documents are not for free

here: /tabid/36/screen/freedownload/productid/165216/aloglen/preview/1/CEN_TS

http://www.evs.ee/Checkout _15480_2;2007_en_preview.aspx
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Device
Subarea: SSCD

Type of Document: Tech.specs: Protocols
Level of Standard: Industry standal

Status: Technical specificatic (TS)
Maturity: Publication planned Under Revision ry 2012
Februa

Geographic general: Europe

Geographic details:

Sector: Government
Description:

This Technical Specification specifies the logichéracteristics and security features at the ogstds interface for
the European Citizen Card (ECC). Part 2 fully defia series of Applicative Profiles correspondmtypical use cases
for the ECC. For each Application Profile a listsofpported services (with the notion of mandateny aeptional
features), supported data structures and commaurisi sgecified. Part 2 also provides other featimelsiding

biometric on card matching, command chaining, ealthentication ....
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Annex C

C.3.47: Identification card systems - European citi ~ zen card - Part 3: ECC interoperability using an
application interface

Source: CEN

Reference Number: 15480-3

Publication Date: December 2010

URL: Extract can be found CEN documents are not for free

here: /tabid/36/screen/freedownload/productid/197754/aloglen/preview/1/CEN_TS

http://www.evs.ee/Checkout _15480_3;2010_en_preview.aspx
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Device
Subarea: SSCD

Type of Document: Tech.specs: Protocols
Level of Standard: Industry standal
Status: Technical secification (TS
Maturity: Published
Geographic general: Europe

Geographic details:

Sector: Government
Description:

This Technical Specification provides an Interopéity Model , which will enable an eService congsit with
technical requirements, to interoperate with défgrimplementations of the ECC. Starting from Raiart 3 provides
additional technical specifications for a middlegzarchitecture based first on ISO/IEC 24727 andrsg#on Web

Service.
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Annex C

C.3.48: Identification card systems - European citi ~ zen card - Part 4: Recommendations for ECC
issuance, operation and use

Source: CEN

Reference Number: 15480-4

Publication Date:

URL: CEN documents are not for free
Equivalent to: -

Based on:

Framework reference:

Technical Area: Signing Devices

Subarea: SSCLC

Type of Document: Tech.specs: Profili

Level of Standard: Industry standard

Status: Technical specification (TS)
Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector: Government

Description:

This Technical Specification recommends card issei@md operational procedures including citizerstesgion. Part 4
gives specific recommendations with regard to the @&ser relating to data protection, accessibditg usability issues.
Part 4 also identifies a set of standard ECC ceafilgs (e.g. for national ID card, signature caglictronic services
card) to facilitate the deployment of interoperatéutions. For each card profile the standardcteke subset of
technical requirements from ECC parts 1, 2 and 3.
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Annex C
C.3.49: EESSI Conformity Assessment Guidance - Part  1: General introduction
Source:CEN
Reference Number: 14172-1
Publication Date: March 200:
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

172-01-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP conformance assessn
Type of Document: Guideline!

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity:

Geographic general: Europe

Geographic details:

Sector:

Description:

This document provides the rationale for the gudgaon conformity assessment concerning the serjicesesses,
systems and products addressed by the followingIEB&nerally recognised standards related to eleictsignatures,
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Annex C

C.3.50: EESSI Conformity Assessment Guidance - Part  2: Certification Authority services and

processes
Source: CEN

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

14172-2

March 2004
ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkseSIGN_CWAs/cwal4
172-02-2004-Mar.pdf

CSF

CSP conformance assessn
Guidelines

Industry standard

CEN Workshop Agreement (CW

Europe

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI détiler.aPart 2 provides guidance on conformity assessof
Certification Authorities (CAs) against the follavg standards: - ETSI TS 101 456 “Policy requiresémt
certification authorities issuing qualified certdites”; - ETSI TS 102 042 “Policy requirementsdertification

authorities issuing public key certificates”.
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Annex C

C.3.51: EESSI Conformity Assessment Guidance - Part  3: Trustworthy sustems managing certificates
for electronic signatures

Source: CEN

Reference Number: 14172-3

Publication Date: March 2004

URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

172-03-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Device

Subarea: conformance assessment of signing de'
Type of Document: Guidelines

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CW
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI déilraPart 3 provides guidance on conformity assessof
Trustworthy Systems against the standard CWA 141 83ecurity Requirements for Trustworthy Systemabtzing
Certificates for Electronic Signatures - Part 1st8yn Security Requirements”.
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Annex C
C.3.52: EESSI Conformity Assessment Guidance - Part  4: Signature-creation applications and
general guidelines for electronic signature verific ation
Source: CEN
Reference Number: 14172-4
Publication Date: March 2004
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

172-04-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Device

Subarea: conformance assessment of signing de'
Type of Document: Guidelines

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CW
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI détiler.aPart 4 provides guidance on conformity assessof
products, systems and applications against thefg@tions CWA 14170 “Security Requirements for i&dure
Creation Applications” and CWA 14171 “General Gliides for Electronic Signature Verification”.
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Annex C
C.3.53: EESSI Conformity Assessment Guidance - Part  5: Secure signature-creation devices
Source:CEN
Reference Number: 14172-5
Publication Date: March 200:
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

172-05-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Devices

Subarea: conformance assessment of signing de'
Type of Document: Guideline!

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatservice-
providers, manufacturers, operators, independatiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI debilesraPart 5 provides guidance on conformity assessof Secure
Signature Creation Devices against the specifind@ /A 14169 “Secure Electronic Signature Devicession

EAL4+".
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Annex C
C.3.54: EESSI Conformity Assessment Guidance - Part  6: Signature-creation device supporting
signatures other than qualified
Source: CEN
Reference Number: 14172-6
Publication Date: March 2004
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorksteSIGN_CWAs/cwal4

172-06-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Device

Subarea: conformance assessment of signing de'
Type of Document: Guidelines

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CW
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI deileex.aPart 6
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Annex C
C.3.55: EESSI Conformity Assessment Guidance - Part  7: Cryptographic modules used by
Certification Service Providers for signing operati ons and key generation services
Source: CEN
Reference Number: 14172-7
Publication Date: March 2004
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

172-07-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Device

Subarea: conformance assessment of signing de'
Type of Document: Guidelines

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CW,
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI détiler.aPart 7 provides guidance on conformity assessof
cryptographic modules used by CSPs for signingaifmers and key generation services against theviallg
standards: - CWA 14167-2 "Security Requirementd fastworthy Systems Managing Certificates for Eiewic
Signatures - Part 2: Cryptographic Module for C&fhiag Operations with Backup - Protection Prof@MCSOB-
PP)"; - CWA 14167-3 "Security Requirements for Tugsthy Systems Managing Certificates for Electconi
Signatures - Part 3: Cryptographic Module for CSR Keneration Services - Protection Profile (CMCRB}"; -
CWA 14167-4 "Security Requirements for Trustwor8ystems Managing Certificates for Electronic Sigred - Part
4: Cryptographic Module for CSP Signing Operatien$rotection Profile (CMCSOPP)".
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Annex C

C.3.56: EESSI Conformity Assessment Guidance - Part  8: Time-stamping Authority services and

processes
Source: CEN

Reference Number:
Publication Date:
URL:

Equivalent to:
Based on:

Framework reference:

Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

14172-8

March 2004
ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkseSIGN_CWAs/cwal4
172-08-2004-Mar.pdf

CSF

Policy Requirements of Other CSP serviczs supppelactronic signautre
including time-stamping

Guidelines

Industry standau

CEN Workshop Agreement (CW

Published

Europe

The purpose of this CWA is to provide guidance vaithiew to harmonise the application of the stadsl&or services,
processes, systems and products for Electronia8iges. The CWA is intended for use by certificatiervice-
providers, manufacturers, operators, independetiebpassessors, evaluators and testing laboraiarielved in
assessing conformance to the related EESSI detilr.aPart 8 provides guidance on conformity assessof Time-
stamping Authorities (TSAs) against the followirtgredard: - ETSI TS 102 023 “Policy requirementgifoe-stamping

authorities”.
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Annex C
C.3.57: Guidelines for the implementation of Secure Signature-Creation Devices
Source:CEN
Reference Number: 14355
Publication Date: March 200:
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

355-00-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Devices
Subarea: Protection Profile for SSC
Type of Document: Guideline!

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

The document gives guidance on the implementati®@5&D PP for specific platforms (e.g. smartcapgssonal data
assistants, mobile phones, or PCs) and the operatgpecific environments (e.g. public terminalsecured
environments). A further objective of the documierto compare SSCD PP to similar PPs or other egtiiblished
evaluation standards. The document limits its s¢opgdectronic signatures based on asymmetric ogypphy, i.e. to
digital signatures based on private key — publig ke

ETSI



210 ETSI draft SR 000 000 V0.0.2 (2011-08)

Annex C
C.3.58: Guide on the Use of Electronic Signatures -  Part 1: Legal and Technical Aspects
Source:CEN
Reference Number: 14365-1
Publication Date: March 200:
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorkstieSIGN_CWAs/cwal4

365-01-2004-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signing Devices
Subarea:

Type of Document: Guideline!

Level of Standard: Industry standard
Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:
Geographic general: Europe
Geographic details:

Sector:

Description:

The purpose of this CWA is to give guidance onube of electronic signatures. Whilst the focusrofias been on
"qualified electronic signatures" as specified itiéle 5.1 of the Directive, a side effect was ttie requirements of
employing general electronic signatures (referoedst"5.2 signatures”) in e-commerce were notaefitly addressed.
The purpose of this part of the CWA is thereforeéscribe the general legal and technical aspéetectronic
signatures, and thus extend the work to e-commrsareearios, paying special attention to technologiésa high
deployment capacity, to enable trust, without thechto meet all the strict requirements for "Agibl1 Signatures".
Part 1 is on the latter —electronic signatures dioatot fulfil all the requirements laid down fanalified electronic
signatures in article 5.1 of the Directive. The ulpent therefore analyses the differences betwegrographic
mechanism of digital signatures, qualified elecicaignatures (according to article 5.1 of the Blinee), and electronic
signatures (according to article 5.2 of the Dinex}i In addition, a set of use cases of electrsiginatures which do not
fulfil some of the requirements laid down in ari&.1 are discussed in order to point out its &ffeness in
ecommerce environments or in various applicatielu§ asking for authentication measures. In additiahe use
cases, the evidence that is provided by electrsigitatures is discussed. The electronic signaand<ertification-
services are broken up into its basic elementslangroof provided by each element is discussad fidegal
perspective in order to establish the coherenogdeet the technical elements and its legal effect.
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Annex C
C.3.59: General guidelines for electronic signature verification
Source:CEN
Reference Number: 14171
Publication Date: May 200:
URL: ftp://ftp.cen.eu/CEN/Sectors/TCandWorkshops/WorksieSIGN_CWAs/cwal4

171-00-2004-May.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation and verification
Subarea: Signature verificatio

Type of Document: Guidelines and Recommendati
Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

This document sets out general guidelines on tbemenended functionality and assurances for eleictsignature
verification, in the light of the recommendationsdinnex IV from Dir.1999/93/EC and in the intere$the consumer.
Its primary purpose is to provide guidance on tlag to verify qualified electronic signatures thet aquivalent to
handwritten signatures according to Article 5. Daf 1999/93/EC , and to complement them with additil data that
may help in assessing their validity long afteiitBegning time. Signatures with such additionaiadadave been called

“Enhanced Electronic Signatures”.
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Annex C

C.3.60: Security requirements for trustworthy syste ms managing certificates for electronic
signatures - Part 1: System security requirements

Source: CEN

Reference Number: 14167-1
Publication Date: Jun 03
URL:

Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document: Tech. specs: Security requireme
Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector:

Description:

This CWA is specifically relevant for manufacturefsTrustworthy Systems (TWSs) used for managintfomtes,
but may be adopted by anyone deploying truste@sysand wanting to meet the requirements of [D#9193/EC]. It
provides an overview of a CSP system broken dowmnamumber of services. Some of these servicesanelatory,
termed ‘Core Services' whereas others are optitBahplementary Services'. Core Services cover§oltmving CSP
services: « Registration Service - to verify theritity and, if applicable, any specific attributésa Subject « Certificate
Generation Service - to create certificates; « &igigation Service - to provide certificates andgqyinformation to
Subjects and Relying Parties; « Revocation Manage®ervice - to allow the processing of revocatiequests; ¢
Revocation Status Service - to provide certificaication status information to relying partiesp@lementary
Services covers two optional CSP services: « Sulbjegice Provision Service — to prepare and proaidgnature
Creation Device (SCDev) to Subjects. This inclu8esure-Signature-Creation Device (SSCD) provisidrime-
stampingService — provides a Time-stamping Sewitieh may be needed for signature verification psgs.

ETSI



213 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.3.61: Cryptographic Module for CSP Signing Operat  ions with Backup — Protection Profile
(CMCSOB-PP)

Source: CEN

Reference Number: 14167-2
Publication Date: May 04

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea:

Type of Document: Protection Profil
Level of Standard: Industry standard
Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:
Geographic general: Europe
Geographic details:

Sector:

Description:

CC2.3 EAL4+ AVA_VLA.4 Certified by ANSSI under PPO3
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Annex C

C.3.62: Cryptographic Module for CSP Key Generation Services — Protection Profile (CMCKG-PP)
Source: CEN

Reference Number: 14167-3
Publication Date: May 04

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea:

Type of Document: Protection Profil
Level of Standard: Industry standal
Status: CEN Workshop Agreement (CWA)
Maturity: Published
Geographic general: Europe
Geographic details:

Sector:

Description:

CC2.3 EAL4+ AVA_VLA.4 Not certified
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Annex C

C.3.63: Cryptographic Module for CSP Signing Operat  ions — Protection Profile (CMCSO-PP)
Source: CEN

Reference Number: 14167-4
Publication Date: May 04

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea:

Type of Document: Protection Profil
Level of Standard: Industry standal
Status: CEN Workshop Agreement (CWA)
Maturity: Published
Geographic general: Europe
Geographic details:

Sector:

Description:

CC2.3 EAL4+ AVA_VLA.4 Certified by ANSSI under PPO3
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C.3.64: Secure Signature-Creation Devices “EAL4”

Source:CEN

Reference Number: 14168

Publication Date: 07/200:

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signing devices

Subarea: Protection Profile for SSCD
Type of Document:

Level of Standard: Indusry standar

Status: CEN Workshop Agreement (CWA)
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

CC2.3 EAL4:AVLA_VLA.2 Not certified Same as CWA 149, but lower EAL

ETSI
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Annex C

C.3.65: Secure signature-creation devices “EAL 4+”

Source:CEN

Reference Number: 14169

Publication Date: 03/200¢

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signing devices

Subarea: Protection Profile for SSCD
Type of Document: Protection Profil

Level of Standard: Industry standal

Status: CEN Workshop Agreement (CWA)
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

This document specifies the security requirement&{SSCD which is the TOE. It is formulated agéProtection
Profiles (PPs) following the rules and formatsh®# Common Criteria [cc211]. SSCDs are mandatoryniptementing
signatures fulfilling the requirements of Articlel%of the EU Directive. The PPs are an integral pathis document
and included as normative Annexes A, B and C. Tro¢etion Profiles themselves have been evaluateording to
Common Criteria and certified by BSI, Germany. Hretection Profiles have been registered as follewsotection
Profile - Secure Signature-Creation Device Typ¥drsion 1.05 EAL 4+ BSI-PP-0004-2002 03.04.2002ctéttion
Profile - Secure Signature-Creation Device Typ¥&sion 1.04 EAL 4+ BSI-PP-0005-2002 03.04.2002ctéttion
Profile - Secure Signature-Creation Device Typ¥esion 1.05 EAL 4+ BSI-PP-0006-2002 03.04.2002

CC2,3 EAL4+: AVLA_VLA4

ETSI



218 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.3.67: Protection profiles for Secure signature cr  eation device — Partl: Overview
Source: CEN

Reference Number: 14169-1

Publication Date: Mid 201z

URL:

Equivalent to:

Based on: CWA 1416¢

Framework reference:

Technical Area: Signing devices

Subarea: Protection Profile for SSCD
Type of Document: Tech. specs: Security requireme
Level of Standard: Industry standal

Status: EN

Maturity: Draft

Geographic general: Europe

Geographic details:

Sector:

Description:

Part 1 is an introduction.
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Annex C

C.3.68: Protection profiles for Secure signature cr  eation device — Part2: Device with key generation

Source:CEN

Reference Number: 14169-2
Publication Date: Mid 201z

URL:

Equivalent to:

Based on: CWA 1416¢
Framework reference:

Technical Area: Signing devices
Subarea: Protection Profile for SSCD
Type of Document: Protection Profil
Level of Standard: Industry standal
Status: EN

Maturity: Draft
Geographic general: Europe
Geographic details:

Sector:

Description:

Part 2 of this series of European standards spedfiprotection profile for an SSCD that perfortagore operations
including the generation of signature keys in theice. An SSCD that fulfils only the security reguments in this
protection profile may be operated in a securerenment to create either an advanced electroni@asige or a
qualified electronic signature. Part 2, with itemxsions EN 14169-4 and EN 14169-5, aim at replaCMA 14169

type 3. It is certified
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Annex C

C.3.69: Protection profiles for Secure signature cr  eation device — Part3: Device with key import

Source: CEN

Reference Number: 14169-3
Publication Date: Mid 201z

URL:

Equivalent to:

Based on: CWA 1416¢
Framework reference:

Technical Area: Signing devices
Subarea: Protection Profile for SSCD
Type of Document: Protection Profil
Level of Standard: Industry standal
Status: EN

Maturity: Draft
Geographic general: Europe
Geographic details:

Sector:

Description:

Part 3 of this series of European standards spedifiprotection profile for an SSCD that perfortagore operations
including import of the signature key generated inusted manner outside the device. An SSCD thitsfonly the
security requirements in this protection profileyntee operated in a secure environment to credteredtn advanced
electronic signature or a qualified electronic sitygme. Part 3, with it extension EN 14169-6, aimeplacing CWA

14169 type 2.
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Annex C

C.3.70: Protection profiles for Secure signature cr  eation device — Part4: Extension for device with ke vy
generation and trusted communication with certifica te generation application

Source: CEN

Reference Number: 14169-4
Publication Date: Mid 2012

URL:

Equivalent to:

Based on: CWA 1416¢
Framework reference:

Technical Area: Signing devices
Subarea: Protection Profile for SSC
Type of Document: Protection Profil
Level of Standard: Industry standard
Status: EN

Maturity: Dratft

Geographic general: Europe
Geographic details:

Sector:

Description:

Part 4 of this series of European standards spediin extension protection profile for an SSCD \kék generation
that support establishing a trusted channel withréficate-generating application.
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Annex C

C.3.71: Protection profiles for Secure signature cr  eation device — Part5: Extension for device with ke vy

generation and trusted communication with signature creation application
Source: CEN

Reference Number: 14169-5

Publication Date: Mid 2012

URL:

Equivalent to:

Based on: CWA 1416¢

Framework reference:

Technical Area: Signing devices

Subarea: Protection Profile for SSC
Type of Document: Protection Profil

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

Part 5 of this series of European standards spediin extension protection profile for an SSCD \kék generation
that additionally supports establishing a trusteanmel with a signature-creation application.
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Annex C

C.3.72: Protection profiles for Secure signature cr  eation device — Part6: Extension for device with ke vy
import and trusted communication with signature cre ation application

Source: CEN

Reference Number: 14169-6
Publication Date: Mid 2012

URL:

Equivalent to:

Based on: CWA 1416¢
Framework reference:

Technical Area: Signing devices
Subarea: Protection Profile for SSC
Type of Document: Protection Profil
Level of Standard: Industry standard
Status: EN

Maturity: Dratft

Geographic general: Europe
Geographic details:

Sector:

Description:

Part 6 of this series of European standards spediin extension protection profile for an SSCD é# import that
additionally supports establishing a trusted chawith a signature-creation application.
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Annex C

C.3.73: Guide on the Use of Electronic Signatures -  Part 2: Protection Profile for Software

Signature Creation Devices

Source: CEN

Reference Number: 14365-2

Publication Date: May 04

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Signing device

Subarea: Protection Profile for SW signature
Type of Document: Protection Profile

Level of Standard: Industry standal

Status: CEN Workshop Agreement (CW
Maturity: Published

Geographic general: Europe

Geographic details:

Sector:

Description:

This document is a PP for Software signature aeatevices. EAL3: AVA_VLA.1 Key generation Signatur
generation TC with CGA for SVD export
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Annex C

C.3.74: Security requirements for device for authen tication - Part 1: Protection Profile for core
functionality

Source: CEN

Reference Number: 16248-1
Publication Date: End 2012
URL:

Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea: Protection Profile for authentication dev
Type of Document: Protection Profil

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

The aimed objective is to define security requiratee¢hat an authentication device shall confornimtihe perspective
of a security evaluation. The Target of Evaluaid®E) considered in this PP corresponds to a haeldevice (such
as, for example, a smart card or USB token) allgviig legitimate holder to authenticate himself wiaecessing an
on-line service or to guarantee the origin autleatiton of data sent by the User to a distant adrartl defines a PP for
a device with only the core features and key imgois the minimum product. The requirements pnése this PP
define the minimum security rules an ST of an antication device shall conform to but are in no veahaustive. It
remains indeed possible to add functionalitieslsw eefer to another PP. « Core group applieslt€@afigurations. It
contains the basic security features for all Autivation devices. « Keylmp group contains the sitgdieatures directly
linked to the import of the Authentication Privédey into the card.
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Annex C

C.3.75: Security requirements for device for authen tication - Part 2: Protection Profile for extension
for trusted channel to certificate generation appli cation

Source: CEN

Reference Number: 16248-2
Publication Date: End 2012
URL:

Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea: Protection Profile for authentication dev
Type of Document: Protection Profil

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

The aimed objective is to define security requiratee¢hat an authentication device shall confornimtihe perspective
of a security evaluation. The Target of Evaluaid®E) considered in this PP corresponds to a harldeavice (such
as, for example, a smart card or USB token) allgviig legitimate holder to authenticate himself wiaecessing an
on-line service or to guarantee the origin autteatiton of data sent by the User to a distant adrant2 defines a PP for
a device with key import, key generation, trusthdrmel with the CA, trusted channel with the Admiirgtion
application, and administration; « Core group agplio all Configurations. It contains the basiwsigg features for all
Authentication devices. « Keylmp group containsgkeurity features directly linked to the importiog

Authentication Private Key into the card. « Admitogp contains the security features directly linkethe following
Administration functions, which take place duriihg tUsage phase: o Import and export of the pulelycand

certificate by administrator. o Storage and expbitbg data by administrator. o Reset of Holdehautication failures
counter by administrator. « Untrusted CA group eamt the security features directly linked to tlensfer of sensitive
data between the CA and the TOE when these trandfenot take place in a protected environment Tifeans that
the TOE has to establish a trusted channel wittChes Untrusted AdminAppli group contains the sétyfeatures
directly linked to the transfer of sensitive datavibeen the Administration application and the TOfewthese transfers
do not take place in a protected environment. Tritéans that the TOE has to establish a trusted ehaiith the
Administration application.
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Annex C

C.3.76: Security requirements for device for authen tication - Part 3: Additional functionality for
security targets

Source: CEN

Reference Number: 16248-3
Publication Date: End 2012
URL:

Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea: Protection Profile for authentication dev
Type of Document: Tech. specs: Security requireme

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

The aimed objective is to define security requiratee¢hat an authentication device shall confornimtihe perspective
of a security evaluation. The Target of Evaluaid®E) considered in this PP corresponds to a harldeavice (such
as, for example, a smart card or USB token) allgviig legitimate holder to authenticate himself wiaecessing an
on-line service or to guarantee the origin autlwatiton of data sent by the User to a distant adrart3 defines
additional features that can be added to partgad® in order to define a new PP with enhancetlifea.
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Annex C

C.3.77: Protection profiles for signature creation and verification application — Partl: Introduction to
the European Norm
Source: CEN

Reference Number: 14170-1

Publication Date: End 2013

URL:

Equivalent to:

Based on: CWA 1417(

Framework reference:

Technical Area: Signature creation / verification

Subarea: Protection Profile for SCA/SV

Type of Document: Tech. specs: Security requireme

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

This EN contains Protection Profiles that define slecurity requirements for Signature Creation Bspgibns (SCA)
and Signature Verification applications (SVA). Ra an introduction to the European Norm that aorgt Protection
Profiles that define the security requirementsSigmature Creation (SCA) and Signature Verifica(8A)
applications, including its functions and its eoviment.
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Annex C

C.3.78: Protection profiles for signature creation and verification application — Part2: Signature
creation application - Core PP

Source: CEN

Reference Number: 14170-2

Publication Date: End 2013

URL:

Equivalent to:

Based on: CWA 1417(

Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection Profile for SCA/SV
Type of Document: Protedtion Profile

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

This EN contains Protection Profiles that define slecurity requirements for Signature Creation Bspgibns (SCA)
and Signature Verification applications (SVA). Ra the core PP for an SCA, defining security neoents that an
SCA shall conform to in the perspective of a sdégw@valuation. The Target of Evaluation (TOE) cdesed in this PP
corresponds to software, running on an operatistesy and hardware, the SCP. The TOE, using serpiosided by
the SCP and by an SSCD allows the signatory torgeman electronic signature.
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Annex C

C.3.79: Protection profiles for signature creation and verification application — Part3: Signature
creation application - Possible Extensions

Source: CEN

Reference Number: 14170-3

Publication Date: End 2013

URL:

Equivalent to:

Based on: CWA 1417(

Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection Profile for SCA/SV
Type of Document: Tech. specs: Security requireme
Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

This EN contains Protection Profiles that define slecurity requirements for Signature Creation Bspfibns (SCA)
and Signature Verification applications (SVA). Bgstoposes extensions to Part2.
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Annex C

C.3.80: Protection profiles for signature creation and verification application — Part4: Signature
verification application - Core PP

Source: CEN

Reference Number: 14170-4

Publication Date: End 2013

URL:

Equivalent to:

Based on: CWA 1417(

Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection Profile for SCA/SV
Type of Document: Protection Profil

Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

This EN contains Protection Profiles that define slecurity requirements for Signature Creation Bspgibns (SCA)
and Signature Verification applications (SVA). Bar the core PP for an SVA, defining security liegments that an
SVA shall conform to in the perspective of a segugivaluation. The Target of Evaluation (TOE) cdesed in this PP
corresponds to software, running on an operatistesy and hardware, the SVP. The TOE, using serpicasgded by
the SVP and by the environment allows the verifiecheck an electronic signature.
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Annex C

C.3.81: Protection profiles for signature creation and verification application — Part5: Signature
verification application - Possible Extensions

Source: CEN

Reference Number: 14170-5

Publication Date: End 2013

URL:

Equivalent to:

Based on: CWA 14170

Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection Profile for SCA/SV
Type of Document: Tech. specs: Security requireme
Level of Standard: Industry standard

Status: EN

Maturity: Dratft

Geographic general: Europe

Geographic details:

Sector:

Description:

This EN contains Protection Profiles that define slecurity requirements for Signature Creation Bspgibns (SCA)
and Signature Verification applications (SVA). Baptoposes extensions to Part4.

ETSI



233 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.4 National and Sector

C.4.1: Personal Identity Verification (PIV) of Fede ral Employees and Contractors

Source:NIST
Reference Number: FIPS PUB 201-1

Publication Date: Mar 06

URL: http://csrc.nist.gov/publications/fips/fips201-1#9-201-1-chngl.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Covers more than 1 area

Subarea: Generic

Type of Document:

Level of Standard: National standal

Status: Federal Information Processing Standards
Maturity: Under revision

Geographic general: Non EU natiol

Geographic details: USA

Sector: Government

Description:

This standard specifies the architecture and teahnéquirements for a common identification staddar Federal
employees and contractors. The overall goal ishieare appropriate security assurance for mul@plglications by
efficiently verifying the claimed identity of indiduals seeking physical access to Federally cdatt@overnment
facilities and electronic access to governmentrmftion systems. Features of a FIPS 201 devicgitabsignatures.
Associated with FIPS 201 are a range of specidigatibns which specifies further technical requoients including: -
SP 800-78 Cryptographic Algorithms and Key Sizesfy - SP 800-73 Interfaces for Personal Iden¥igyification -
SP 800-76 Biometric Data Specification for Persddahtity Verification - SP 800-104 A Scheme folVRlisual Card
Topography - SP 800-96 PIV Card / Reader InterdpitnaGuidelines - SP 800-79 Guidelines for thecfeditation of

Personal Identity Verification (PIV) Card IssueP(’s)
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Annex C

C.4.2: Security Requirements for Cryptographic Modu les

Source:NIST

Reference Number: FIPS 140-2

Publication Date: May 01

URL: http://csrc.nist.gov/publications/fips/fips140-p&il402. pdf
Equivalent to: ISO/IEC 19790

Based on:

Framework reference:

Technical Area: Signing devices

Subarea: HSM

Type of Document: Security requiremen

Level of Standard: National standai

Status: Federal Information Processing Standards
Maturity: Under revision

Geographic general: Internations

Geographic details:

Sector:

Description:

This document specifies the security requirememts fcryptographic module utilized within a sequsystem
protecting sensitive information in computer anlddemmunication systems. This document defines $eaurity
levels for cryptographic modules to provide for idevspectrum of data sensitivity (e.g., low valdenaistrative data,
million dollar funds transfers, and life protectidgta) and a diversity of application environmeptg., a guarded
facility, an office, and a completely unprotecteddtion). Four security levels are specified farteaf 10 requirement
areas. Each security level offers an increaseduargtg over the preceding level. While the securdguirements
specified in this International Standard are ingzhtb maintain the security provided by a cryptpgia module,
compliance to this document is not sufficient tgue that a particular module is secure or thaséuerrity provided by
the module is sufficient and acceptable to the owifiche information that is being protected.
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Annex C
C.4.3: Certificate management for financial service s -- Part 1: Public key certificates
Source:1ISO TC 68
Reference Number: ISO 15782-1
Publication Date: Jul Ot
URL: http://www.iso.org/iso/iso_catalogue/catalogue_dtdtogue_detail.htm?csnumbe
r=46547
Equivalent to:
Based on:
Framework reference:
Technical Area: CSP
Subarea: CSP issuing nc-qualified certificate
Type of Document: Tech specs: Pfile
Level of Standard: Internationally recognised standard (e.g.ISO/ITU)
Status: International Standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector: Banking
Description:

ISO 15782-1:2009 defines a certificate managemeém for financial industry use for legal and makypersons that
includes:  credentials and certificate contentestification Authority systems, including certidites for digital
signatures and for encryption key management,ticate generation, distribution, validation arehewal, ¢
authentication structure and certification patimgl erevocation and recovery procedures. 1ISO 1872009 also
recommends some useful operational proceduresdistgbution mechanisms, acceptance criteria titansitted
credentials).

ISO 15782-1:2009 does not include: « the protocessages used between the participants in theicaeif
management process, ¢ requirements for notaryiaredstamping, « Certificate Policy and CertificatiBractices
requirements, or ¢ Attribute Certificates. Whiled35782-1:2009 provides for the generation of fieaties that could
include a public key used for encryption key mamagpet, it does not address the generation or trahepkeys used
for encryption.
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Annex C
C.4.4: Banking -- Certificate management -- Part 2:  Certificate extensions
Source:1ISO TC 68
Reference Number: 15782-2
Publication Date: Jun 0!
URL: http://www.iso.org/iso/iso_catalogue/catalogue_dtdtogue_detail.htm?csnumbe
r=30969
Equivalent to:
Based on:
Framework reference:
Technical Area: CSP
Subarea: CSP issuing nc-qualified certificate
Type of Document: Forma
Level of Standard: Internationally recognised standard (e.g.ISO/ITU)
Status: International Standard
Maturity: Publishe:
Geographic general: Internations
Geographic details:
Sector: Banking
Description:

This part of ISO 15782 extracts and adopts selatdéiditions of certificate extensions from ISO/IB694-8; specifies
additional requirements when certificate extensemesused by the financial services industry. Paig of ISO 15782
is to be used with financial institution standaiids|uding ISO 15782-1.
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Annex C

C.4.5: Public key infrastructure for financial serv ices -- Practices and policy framework

Source:1ISO TC 68

Reference Number: 21188

Publication Date: Jun 0!

URL: http://www.iso.org/iso/catalogue_detail?csnumbei#B5
Equivalent to:

Based on:

Framework reference:

Technical Area: CSP

Subarea: CSP issuing non-qualified certificates

Type of Document: Policy requirement

Level of Standard: Internationally recognised standard (e.g.ISO/I
Status: International Standard

Maturity: Published

Geographic general: Internations

Geographic details:

Sector: Banking

Description:

ISO 21188:2006 sets out a framework of requireminisanage a PKI through certificate policies aadification
practice statements and to enable the use of pkdyicertificates in the financial services indystt also defines
control objectives and supporting procedures toagarrisks.

ISO 21188:2006 draws a distinction between PKlesystused in open, closed and contractual envirotsmiefiurther
defines the operational practices relative to faiarservices industry accepted information systeargrol objectives.
ISO 21188:2006 is intended to help implementedetfine PKI practices that can support multipleiGiegte policies
that include the use of digital signature, remattheantication and data encryption.

ISO 21188:2006 facilitates the implementation aérgpional, baseline PKI control practices thats$atihe
requirements for the financial services industrg icontractual environment. While the focus of I50188:2006 is on
the contractual environment, application of thiswloent to other environments is not specificallyghuded. For the
purposes of this document, the term "certificat#ers to public key certificates. Attribute ceddties are outside the
scope of ISO 21188:2006.
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Annex C

C.4.6: tScheme Approval profiles for PKl-related Se  rvices

Source:tScheme

Reference Number: tSd0102
Publication Date:

URL: http://www.tscheme.org/profiles/CA_digest_3.html#ca
Equivalent to:

Based on: ISO 2700t

Framework reference:

Technical Area: CSP

Subarea: CSP Issuing Certificates
Type of Document: Policy requrement:

Level of Standard: National standai

Status: Technical specification
Maturity: Published

Geographic general: EU natior

Geographic details: UK

Sector:

Description:

The tScheme approval profiles cover the criteri@irzgl which Electronic Trust Service Providersassessed when
applying for a tScheme Grant of Approval (c.f. C&terediation). The most relevant profile is: Appab¥Profile for a
Certification Authority [[QC: issuing Qualified Ci#ficates]] - tSd 0102 (Issue 3.01)

The criteria given in this Approval Profile areatdd to the overall provision and life-cycle mamagat of certification
services [[QC: issuing Qualified Certificates]]feicycle management provides for Services supppttie registration
and verification of key holders, initial creationdapersonalisation of encryption keys, tokens artfcates, the
secure distribution of keys/tokens and publicatiboertificates, the maintenance of certificaterency and validity
through re-certification and revocation processes.
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Annex C

C.4.7: Approval Scheme for EPC Approved CAs for e-M  andate Services

Source:EPC

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

EPC292-09

Feb 1:
http://lwww.europeanpaymentscouncil.eu/knowledgekbdetail.cfm?document
s_id=486

ETSI TS 102 23

CSP

CSP issuing nc-qualified certificate
Conformity assessment (audit / evaluat
Industry standard

Technical sepcification

Publishe:

Europe

Banking

According to the EPC June 2009 Plenary decisiothemecommendation on the establishment and thei@ance of
"EPC Approved Certification Authorities" in suppaftthe e-Mandates Scheme for SEPA Direct Debit BRI allow
any established CA, which has been approved bigB@ according to the dedicated approval process-fdandate
Service CAs, to provide certificates to the marRéte technical requirements and specificationstferCA services are
described in a separate document "RequirementSpacification for EPC Approved Server CAs for e-Mate
Services" (EPC291-09) . The present document arspécify the EPC approval process for these CAs.

The EPC follows the general approach of multiplesCdach offering one or more CA services, withasiablishment
of a so-called Trust-Service Status List (TSL)deMandate Services (based on ETSI 102 231) thaaicsnall
relevant public key certificates of all EPC ApprdveAs for e-Mandate Services. EPC has contractadist Body to
establish and maintain this TSL, known as the "T8kst Body".
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Annex C

C.4.8: Signatures and Authentication for Everyone (  SAFE-BioPharma) Standard
Source: SAFE

Reference Number:

Publication Date:

URL: http://www.safe-biopharma.org/
Equivalent to:

Based on:

Framework reference:

Technical Area: Covers more than 1 a1
Subarea:

Type of Document:

Level of Standard: Industry standard

Status: Technical specificatic

Maturity: Publishe:

Geographic general: International

Geographic details:

Sector: biopharmaceutical and healthc
Description:

The Signatures and Authentication for Everyone (EABioPharma) Standard provides the framework for r@sku
identity and a legally binding, regulatory compliaigital signature. The scope of this framework is

businessitol Ibusiness and busines®[government transactions across the lgbarmaceutical community. The
SAFE 1BioPharma Standard provides the framework for gtrauthentication events at levels 2 and 3 assurasice
define in NIST SP 80063. SAFEBioPharma Subscriber Systems, as implemdiytSAFE 1BioPharma, represent a
key SAFEBioPharma technology group for achievirgdbjectives noted below: « Reduce Industry bastier

SAFE |BioPharma adoption by both large and small paricip by limiting the required internal infrastruetu
investment by each SAFEBioPharma Member « Protect a Subscriber’s Credefntin compromise. « Establish
uniform levels of trust for identity credentials bgsuring uniform protections of and controls fee.us Minimize the
potential for legal repudiation of a SAFBioPharma transactions based on undetected comggamiuse of the

credential.
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Annex C

C.4.9: elnvoicing & Digital Signatures

Source:CEN

Reference Number: 15579

Publication Date: October 200

URL: ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/elnvoiciGyVA15579-00-2007-

Oct.pdf

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying electronic signatures

Subarea: elnvoicing

Type of Document: Finding and issut

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)

Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector: e-trade

Description:

Electronic signatures are a valuable techniquesuie the integrity and authenticity of electrdmisiness data such as
invoices. This value, which is based on electraignatures — under certain conditions — providimggrity and
authenticity assurances regardless of time anddf/péectronic (transport or storage) medium, heanlrecognized
within the EU through the e-Signature Directiveyas| as more recently through Council Directived20115/EC

where they are one of a limited set of compliang#ons for sending and storage of electronic inesicThis CWA
summarizes findings and issues identified by tiheveicing Focus Group set up by CEN/ISSS regareiegtronic
invoicing using electronic signatures. Issues surding electronic signatures relating to e-Invaicand VAT in

relation to the Council Directive 2001/115/EC aowered, which had to be implemented by Member Stayel st
January 2004. Council Directive 2001/115/EC, dstHie requirements on taxable persons and theiiceguroviders

to guarantee the integrity and the authenticitglettronic invoices for VAT purposes.
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Annex C
C.4.10: The practical use of Electronic signatures in E-Commerce: a Guide for SMEs
Source:CEN
Reference Number: 14708
Publication Date: March 200:
URL: ftp://cenftpl.cenorm.be/PUBLIC/CWAs/e-Europe/e-Coanoe/cwal4708-00-

2003-Mar.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying electronic signatures
Subarea: e-commerc

Type of Document: Guideines

Level of Standard: Industry standard

Status: CEN Workshop Agreement (CWA)
Maturity: Publishe:

Geographic general: Europe

Geographic details:

Sector: e-commerce

Description:

This Guide is needed because the traditional walofg business has now changed and as we movthlectronic
world of eBusiness new competence and tools aréeted here is, therefore, the need to use Electidentification
and Electronic Signature for the purpose of makinijne transactions legally binding and more eéfintiwhile
reducing business risks. The Guide answers theviolg questions: - Why is trust needed in eBusihéGhapter 2) -
Why are Electronic Identification and Electronig&atures needed? (Chapter 3) - What are Electidemtification
and Electronic Signatures and how are they used@ai@€r 4) - What are the legal issues, risks aspbresibilities
involved in implementing Electronic Signatures? &Bter 5 and 6) - How can | make use of it? Areetlgeod
examples to look at? (Chapter 7 and 8)
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Annex C

C.4.11: Loi n22000-230 du 13 mars 2000 portant adap tation du droit de la preuve aux technologies de
l'information et relative a la signature électroniq ue

Source: French legislation

Reference Number: 2000-230
Publication Date: Mar 00
URL: http://www.legifrance.gouv.fr/affichTexte.do?cidTex LEGITEXT00000562920

O&dateTexte=vig
Equivalent to:
Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Law

Maturity: Publistec

Geographic general:
Geographic details:
Sector:

Description:

This law is an adaptation of the right of proofriformation technologies and relative to electragignature. In
particular, the text details in Article 4 the ddfiion of electronic signature, and affirms thatelictronic signatures are
legally recognised if they guarantee, with a cagrfiidprocess, the identification of signer and iritggf act, being thus

equivalent to handwritten signature.
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Annex C
C.4.12: Loi n2004-575 du 21 juin 2004 pour la conf iance dans I'économie numérique
Source: French legislation
Reference Number: 2004-575
Publication Date: Jun O«
URL: http://www.legifrance.gouv.fr/affichTexte.do?cidTex JORFTEXT00000080116
4&dateTexte=

Equivalent to:

Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Law

Maturity: Publishe:
Geographic general: EU natior
Geographic details: France

Sector:

Description:

This law for the trust in the digital economy hagedlicated Article (33) relative to the respondipibf providers of
electronic certification service, producing quadicertificates.
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Annex C

C.4.13: Loi n2004-801 du 6 aolt 2004 relative ala  protection des personnes physiques a I'égard des
traitements de données a caractére personnel et mod ifiant la loi n°78-17 du 6 janvier 1978 relative a
l'informatique, aux fichiers et aux libertés

Source: French legislation

Reference Number: 2004-801

Publication Date: Aug 04

URL: http://www.legifrence.gouv.fr/affichTexte.do?cidTexte=JORFTEXTO0000:
76

Equivalent to:

Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulatio
Status: Law

Maturity: Published
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This law is relative to the protection of physipalople for personal data.
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Annex C

C.4.14: Décret n2001-272 du 30 mars 2001 pris pour l'application de I'article 1316-4 du code civil et
relatif a la signature électronique

Source: French legislation

Reference Number: 2001-272
Publication Date: 30/03/2001, consolidated 09/07/2009
URL: http://www.legifrance.gouv.fr/affichTexte.do?cidTex LEGITEXT00000563079

6&dateTexte=vig
Equivalent to:
Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Decret

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This decree is a summarized translation of the figan Directive 1999/93/EC and its Articles. Thisrigh version
describes 11 Articles, including definitions foeefronic signature and secure electronic signagéleetronic signature

creation, electronic signature verification, qualif certificates,
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Annex C
C.4.15: Décret n2002-535 du 18 avril 2002 relatif ~ a I'évaluation et a la certification de la sécurité
offerte par les produits et les systémes des techno logies de l'information
Source: French legislation
Reference Number: 2002-535
Publication Date: Apr 02
URL: http://www.legifrance.gouv.fr/affichTexte.do?cidTex LEGITEXT00000563266

3&dateTexte=vig
Equivalent to:
Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Decret

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This decree describes the procedures for evaluatidrcertification. It also describes the procesd&coming
accredited evaluation center.
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Annex C

C.4.16: Arrété du 26 juillet 2004 relatif a lareco nnaissance de la qualification des prestataires de
services de certification électronique et a I'accré ditation des organismes qui procedent a leur
évaluation

Source: French legislation

Reference Number: JORF n°182 du 7 ao(t 2004 page 14104 texte n° 17
Publication Date: Jul 04

URL: http://www.legifrance.gouv.fr/affichTexte.do?cidite=JORFTEXT000000441678&date Texte=vig
Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Departmental order

Maturity: Published

Geographic general:EU nation
Geographic details:France

Sector:
Description:

This industry departmental order is relative tordeognition of the qualification of providers déetronic certification
and the accreditation of organizations in chargevaiuation (as mentionned in article 7 of Decr@@22535). It
Defines the French scheme for qualification of Yataires de Service de Certification" (PSC). lanEee, COFRAC is
the organization in charge of accreditation.

ETSI



249 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.4.17: Arrété du 31 mai 2002 relatif a la reconnai  ssance de la qualification des prestataires de
certification électronique et a I'accréditation des organismes chargés de I'évaluation

Source: French legislation

Reference Number JORF n°132 du 8 juin 2002 page 10223 texte 1
Publication Date: May 02

URL: http://www.legifrance.gouv.fr/affichTexte.do?cidite=JORFTEXT000000596280&date Texte=vig
Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: Departmental order

Maturity: Published

Geographic general:EU nation
Geographic details:France

Sector:
Description:

This economy, finance and industry departmentadoigirelative to the recognition of qualificatiohelectronic
certification providers and to the accreditatiorodanizations in charge of evaluation.
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C.4.18: FAQ - Décret relatif a la signature électro  nique
Source: French legislation

Reference Number:

Publication Date:

URL: http://www.ssi.gouv.fr/site_article23.ht
Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document: FAQ

Level of Standard: National regulation
Status:

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This FAQ is about Decree n°2001-272 of 30 marchl2@8en for application of Article 1316-4 of cidbde and
relative to electronic signature.
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Annex C

C.4.19: Signature électronique Point de situation - Memento - Version 0.94
Source: ANSSI

Reference Number:

Publication Date: Aug 04

URL: http://www.ssi.gouv.fr/IMG/pdf/signatu-mement-v0-94.pdi
Equivalent to:

Based on:

Framework reference:
Technical Area:

Subarea:

Type of Document: Memento

Level of Standard: National regulation
Status:

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This document recalls first the legal context afoeironic signature, including the European Direxand its translation
to France, second the secure mechanism for signeteation, third the qualified certificate.
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Annex C
C.4.20: Dispositifs sécurisés de création de signat  ure électronique (SSCD)
Source: ANSSI
Reference Number: 872/SGDN/DCSSI/SDR: SIG/P/01.1
Publication Date: Apr 03
URL: http://www.ssi.gouv.fr/IMG/pdf/Document_descriptife la_procedure_Certifica

tion_de_conformite_des_dispositifs_de_creation_ideasure_electronique.pdf
Equivalent to:
Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: National procedure
Maturity: Publishe:
Geographic general: EU natior
Geographic details: France

Sector:

Description:

This procedure defines the process of delivery adréificate of conformity relative to requiremeimsArticle 3.1 of
Decree 2001-272 (30 march 2001, electronic sigeafor a SSCD.
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Annex C

C.4.21: Tableau des produits certifiés conformes SS  CD
Source: ANSSI

Reference Number:

Publication Date:

URL: http://www.ssi.gouv.fr/site_article36.ht
Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This page contains a complete list of SSCD compliaoducts (under the process defined above)
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Annex C
C.4.22: Ressources cryptographiques pour autorités de certification (PSC)
Source: ANSSI
Reference Number: Référence N°3033/SGDN/DCSSI/SDR
: PSC/P/01.1
Publication Date: Oct 05
URL: http://www.ssi.gouv.fr/IMG/pdf/Document_descriptife la_procedure_Certifica

tion_de_conformite_des_modules_cryptographiques Rie€.pdf
Equivalent to:
Based on:
Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: National procedul
Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This procedure is intented for providers of cryptgghic modules used by certification providersitodoice qualified
certificates. The conformity certificate deliver@ilowing this procedure guarantees that the cryrphic module
respects the set of requirements of point 2 ofitlreex of the departmental order of 26/07/2004.
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Annex C

C.4.23: Tableau des produits certifiés conformes PS  C
Source: ANSSI

Reference Number:

Publication Date:

URL: http://www.ssi.gouv.fr/site_article37.ht
Equivalent to:

Based on:

Framework reference:

Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity: Publishe:
Geographic general: EU nation
Geographic details: France

Sector:

Description:

This page contains a complete list of PSC compliaotlucts (under the process defined above)
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C.4.24: Référentiel Général de Sécurité (RGS) versi on 1.0
Source: ANSSI

Reference Number:

Publication Date: May 10

URL: http://references.modernisation.gouv.fr/sites/défdles/RGSv1.0.pd
Equivalent to:

Based on:

Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulation
Status: National Recommendatio
Maturity: Publishe:

Geographic general: EU nation

Geographic details: France

Sector:

Description:

This Security General Referential defines a setlefs for security to be used by french adminigiret to secure their
information systems. This document proposes intenfdgood practices for security of information teyss.
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Annex C

C.4.25: Référentiel Général de Sécurité (RGS) versi on 1.0 - Annexe 3: Fonction de sécurité
"signature" version 2.3

Source: ANSSI

Reference Number:

Publication Date: Feb 1(

URL: http://references.modernisation.gouv.fr/sites/défidles/RGSv1.0.pd
Equivalent to:

Based on:

Framework reference:
Technical Area:

Subarea:

Type of Document:

Level of Standard: National regulatio

Status: National Recommendatio
Maturity: Published

Geographic general: EU nation

Geographic details: France

Sector:

Description:

This document is an annex of full RGS and regralpailes dedicated to the various modules requioethe
"signature”, including keys and certificates, alexic signature creation and verification.
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Annex C

C.4.26: Interoperability of the electronic European Health Insurance Cards (WS/eEHIC)

Source: CEN

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

CWA 15974: 2009

1 May 200!
ftp://cenftpl.cenorm.be/PUBLIC/CWASs/e-Europe/eEHO®JA15974 _2009.pdf
na

ISO/IEC 7816, EN 154¢2, ISO/IEC 2472

A.6.3

Signing devices

Technical Specificatic
Industry standau
CWA

Published

Europe

Health

CWA 15974 defines the electronic European Healsulance Card (eEHIC). It may support electronioaigre
functionality, but is not mandated to be a sigréagd. CWA 15974 refers to existing standards reggrelectronic
signatures, namely ISO/IEC 7816, to CEN/TS 1548bs3ed on EN 14890-1&2) and to ISO/IEC 24727.
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C.4.27: Health Informatics - Public key infrastruct

Source: 1ISO

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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Annex C

ure: Overview of digital certificate services

17090-1

15 February 20(

http://www.iso.org/iso/iso_catalogue/catalogue dtdtogue_detail.htm?csnumbe
r=39845

ne

Alx.1

CSP

CSP_QC and CSP_nont

Guideline

Internationally recognised standard (e.g.ISO/ITU)
Approved standard

Publishe:

Internationg

Health

ISO 17090-1:2008 defines the basic concepts uridgrlyse of digital certificates in healthcare anoviles a scheme
of interoperability requirements to establish atdigcertificate-enabled secure communication cltieinformation. It
also identifies the major stakeholders who are camioating health-related information, as well as thain security
services required for health communication whegétali certificates may be required.

ISO 17090-1:2008 gives a brief introduction to pulky cryptography and the basic components netmdedploy
digital certificates in healthcare. It further imtiuces different types of digital certificate —nmtigy certificates and
associated attribute certificates for relying memtiself-signed certification authority (CA) ceadiftes, and CA
hierarchies and bridging structures.
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C.4.28: Health Informatics - Public key infrastruct

Source: 1ISO

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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Annex C

ure: Certificate profile

17090-2

15 February 20(

http://www.iso.org/iso/iso_catalogue/catalogue dtdtogue_detail.htm?csnumbe
r=39846

ne

A.1.x.3

CSP

CSP_QC and CSP_nont

Technical Specificatic

Internationally recognised standard (e.g.ISO/ITU)
Approved standard

Publishe:

Internationg

Health

ISO 17090-2:2008 specifies the certificate profileguired to interchange healthcare informatiorinie. single
organization, between different organizations amméss jurisdictional boundaries. It details the osale of digital
certificates in the health industry and focusegqarticular, on specific healthcare issues relatingertificate profiles.
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C.4.29: Health Informatics - Public key infrastruct

Source: 1ISO

Reference Number:
Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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Annex C

ure: Policy management of certification authority

17090-3

15 February 20(

http://www.iso.org/iso/iso_catalogue/catalogue dtdtogue_detail.htm?csnumbe
r=39847

ne

A.l.x.2

CSP

CSP_QC and CSP_nont

Policy Requiremen

Internationally recognised standard (e.g.ISO/ITU)
Approved standard

Publishe:

Internationg

Health

ISO 17090-3:2008 gives guidelines for certificat@n@gement issues involved in deploying digitalifieates in
healthcare. It specifies a structure and minimuguirements for certificate policies, as well asracture for
associated certification practice statements.

ISO 17090-3:2008 also identifies the principlesdeskin a healthcare security policy for cross-bomgnmunication
and defines the minimum levels of security requiahcentrating on aspects unique to healthcare.
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Annex C
C.4.30: Standard Practice for Healthcare Certificat e Policy
Source: ASTM International
Reference Number: E2212 - 02a (2010)
Publication Date: Jul Ot
URL: http://lwww.astm.org/Standards/E2212.htm (cost $45)
Equivalent to: na
Based on: RFC2560, InternetX.509PublicKeylnfrastructunlineCertificateStatusProtoce
OCSP June 1999
Framework reference: A.1.x.2
Technical Area: CSP
Subarea: CSP_QC and CSP_nont
Type of Document: Policy Requiremen
Level of Standard: Industry standard
Status: Approved standard
Maturity: Publishe:
Geographic general: Internations
Geographic details: u.s.
Sector: Health
Description:

It defines a set of requirements to ensure thaificates, used for authentication, authorizatioonfidentiality,
integrity, and nonrepudiation of health informatimnhealthcare organizations and persons, haveenailiy sufficient
assurance level.

This policy defines a healthcare public key infrasture that can be used to implement other ASTavidards.
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Annex C
C.4.31: OASIS ebXML Messaging Transport Binding for Digital Signature Services Version 1.0
Source: OASIS
Reference Number: N/A
Publication Date: Jun 0!
URL: http://docs.oasis-open.org/dss-x/profiles/ebxmiiids01/oasis-dss-1.0-profiles-

ebxml-cs01.doc
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Centralized signature creation /verifical
Type of Document: Tech. Specification (protoct
Level of Standard: Industry standard

Status: OASIS Committe Specification
Maturity: Dratft

Geographic general: Internations

Geographic details:

Sector:

Description:

This document specifies an ebXML transport bindimgDSS messages, i.e., how DSS messages are enaode
carried using as transport protocol the OASIS ebXiMkissaging Service (ebMS).
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C.4.32: Electronic data interchange for administrat  ion, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version numb er: 4, Syntax release number: 1) —

Part 5: Security rules for batch EDI (authenticityegrity and non-repudiation of origin)
Source: ISO/TC 154 -UN/CEFACT (JSWG)

Reference Number: ISO 9735-5

Publication Date: Jun 0!

URL: http://www.gefeg.com/jswg/v4l/data/V41-9735-5.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereication
Type of Document: Tech. Specification (protoct

Level of Standard: Internationally recognised standard (e.g.1SO/I
Status: International Standard

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

This document specifies digital signatures in EDIHAsyntax and mechanisms for applying them to iicdis
EDIFACT messages () or to individual EDIFACT packagThis document also specifies a format fot ECIFA
certificates (USC,USA and USR EDIFACT segmentsjs locument does not defines extensions equividehe

ones specified in XAdES, CAdES or PAJES.
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C.4.33: Electronic data interchange for administrat  ion, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version numb er: 4, Syntax release number: 1) —

Part 6: Secure authentication and acknowledgemessage (message type -AUTACK)
Source: ISO/TC 154 -UN/CEFACT (JSWG)

Reference Number: ISO 9735-6

Publication Date: Jun 0!

URL: http://www.gefeg.com/jswg/v4l/data/V41-9735-6.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereication
Type of Document: Tech. Specification (protoct

Level of Standard: Internationally recognised standard (e.g.1SO/I
Status: International Standard

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

This document specifies AUTACK, an EDIFACT messtg# may be used for applyint EDIFACT digital sigmas
to messages, packages, groups of messages ohbnges. This message compiles a set of digitahgiges on
referenced EDIFACT structures within the messagaddition to that AUTACK may also be used to pdevsecure
acknowledgement or non-repudiation to the receigetured (for instance signed) messages, paclggess or
interchanges.
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C.4.34: Electronic data interchange for administrat  ion, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version numb er: 4, Syntax release number: 1) —

Part 8: Associated data in EDI
Source: ISO/TC 154 -UN/CEFACT (JSWG)

Reference Number: ISO 9735-8

Publication Date: Jun 0!

URL: http://www.gefeg.com/jswg/v4l/data/V41-9735-8.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature Formats , signature creation, signatereication
Type of Document: Tech. Specifiction (protocol

Level of Standard: Internationally recognised standard (e.g.1SO/I
Status: International Standard

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

This document specifies mechanisms to incorporétaman EDIFACT interchange data that do not fellEDIFACT
syntax. These are the mechanisms currently usedafosporting X509 certificates within an EDIFAQTeérchange.
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C.4.35: Electronic data interchange for administrat  ion, commerce and transport (EDIFACT) —
Application level syntax rules (Syntax version numb er: 4, Syntax release number: 1) —

Part 9: Secure key and certificate management megssessage type - KEYMAN)
Source: ISO/TC 154 -UN/CEFACT (JSWG)

Reference Number: ISO 9735-8

Publication Date: Jun 0!

URL: http://www.gefeg.com/jswg/v4l/data/V41-9735-9.pdf
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification

Subarea: Signature creation / verification

Type of Document: Tech. Spcification (protocol

Level of Standard: Internationally recognised standard (e.g.1SO/I
Status: International Standard

Maturity: Published

Geographic general: Internationg

Geographic details:

Sector:

Description:

This document specifies EDIFACT KEYMAN message, ethinay be used to request or deliver: security keys
certificates, certification paths, replacementeatiicates, revocation of certificates, certifieaevocation lists, and

also to request and notify certificate status
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C.4.36: Asia PKI Interoperability GuidelinC.3. (Ver  sion 2.0, Draft). Book 2
Source: Asia PKI Forum
Reference Number:

Publication Date: Jun 05
URL: http://www.oasi-
open.org/committees/download.php/13085/APKI_IG_vérBook2.doc

Equivalent to:

Based on:
Framework reference:

Technical Area: Signature creation / verificati
Subarea: Signature creation / verification
Type of Document: Technical specification & Conformance & interopéligtesting
Level of Standard: Industry standai

Status: Working Drafi

Maturity: Published

Geographic general: Other region

Geographic details:

Sector:

Description:

This document, produced by the Asia PKI Forum lperability Working Group, specifies algorithms tartification
path validation and CRL validation and restrictedtificate path construction. In addition to thegpecifies a test suite
for certificate path processing and a common APPidl applications as well as APKI-F conformancefibe for the

members of this forum
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Annex C
C.4.37: Electronic Administration Act
Source: Italian Legislation
Reference Number:
Publication Date: Mar 05
URL: http://www.digitpa.gov.it/sites/default/files/nortinea/CAD_Codice_Amministt

zione_Digitale.pdf
Equivalent to:
Based on:
Framework reference:
Technical Area: Cavers more than 1 ar
Subarea:
Type of Document:
Level of Standard: National regulatio
Status:
Maturity:
Geographic general: EU Nation
Geographic details: Italy
Sector: Electronic Administratio

Description:
This act establishes the legal framework for thédh Electronic Administration. Its scope inclu@gsctronic identity
card, electronic document, electronic signatugnesil electronic documents, notarized signaturdifepabcertificates,

CSP Providers of qualified certificates, electrguégyments, registered electronic email, electrdeimocratic
participation, the role of the National Centre 6 (CNI) for the development of the Electronic Aihistration
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C.4.38: Decree of the President of the Council of M inisters of March 30, 2009. Technical rules relatin g
to generation, and setting and verification of digi tal signatures and time validation of electronic
documents. (09A06300)

Source: Italian Legislation

Reference Number:

Publication Date: Mar 09

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Covers more than 1 area
Subarea:

Type of Document:

Level of Standard: National regulatio
Status:

Maturity:

Geographic general: EU Natior
Geographic details: Italy

Sector:

Description:

This decree provides the technical rules for theegation, and verification of qualified signatusesl time-stamps, and
for the performance of CSPs issuing qualified Giedties. It also establishes provisions for acdéeslCSPs or CSPs

seeking accreditation.
It also defines provisions for accredited CSPs aix@navailable to its holders a time validation sgstn accordance

with its Title V.

Finally, it also establishes that products devedopemarketed in one of the EU Member States aadttiropean
Economic Area in accordance with national regutetivansposing Directive 1999/93/EC of the Europeariament
and Council, published in the Official Journal leé tEuropean Union Series L, No 13 of 19 JanuarQ 28 allowed

to move freely within the internalltalian market.
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C.4.39: CNIPA Resolution 45
Source: Italian Legislation

Reference Number:

Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:
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Covers more than 1 ai

National regulation

EU Nation
Italy
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Annex C

This resolution establishes the rules for acknouilegliand verifying electronic documents to be adteo by
accredited certifiers. The provisions of Headingdt out the algorithms for generating and checHliggal signatures.
The provisions of Heading Ill define the profileaalified certificates and the information theysnoontain. The
provisions of Heading IV define the profile of diemic certificates used in certification and tistamping, and the
information they must contain. The provisions ofldimg V set out the rules for time stamping, aredfthmat and
information to be contained in time stamps useddigument time-stamping systems, as set out undedirig IV of
the technical rules. The provisions of Heading ¥fink the formats and means of accessing informatiocertificate
revocation and suspension, pursuant to Articlef3@etechnical rules. The provisions of Heading défine the
formats of cryptographic envelopes used to holéasjsigned with a digital signature. The provisiohHeading VI
set out the requirements for the applications tisedfix and check digital signatures pursuant ttcles 9.10 and 10

of the technical rules.
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C.4.40: Italian Tax Agency. Disposition on how to ¢ ommunicate to the Tax Agency the "closure
evidence" of fiscally relevant electronic documents

Source: Italian Legislation

Reference Number:

Publication Date: Oct 10

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: Trust service status provic
Subarea:

Type of Document:

Level of Standard: National regulatio
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: Taxe:
Description:

This Disposition establishes the provisions allayia communicate by electronic means the "closuigeace" of an
electronic documents with relevant tax informatiaswell as its contents. In its annex 1 it prositlee technical
mechanisms for such a communication as well asdbsure evidence" content.
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C.4.41: DECREE of MINISTRY OF FINANCE AND ECONOMY. Manners to accomplish fiscal
obligations relevant to electronic documents and to their copy on various media.

Source: Italian Legislation

Reference Number:

Publication Date: Jan O

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulaon
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: Taxe:
Description:

This decree establishes provisions for the issyatoege and exhibition of fiscally relevant etenic documents.
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C.4.42: CNIPA Resolution of 19 February 2004
Source: Italian Legislation

Reference Number:

Publication Date: Feb 04

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector:

Description:

This resolucion establishes technical rules for#mroduction and conservation of documents on anguitable to
ensure accordance of these documents to the drigina
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C.4.43: Decree 52 of 20 March 2004
Source: Italian Legislation

Reference Number:

Publication Date: Mar 04
URL:

Equivalent to:

Based on: http://gazzette.comune.jesi.an.it/2004/49/7.htm
Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity:

Geographic general: EU Nation

Geographic details: Italy

Sector:

Description:

This Decree is the Italian Implementation of Direet2001/115/EC, which simplifies and harmonises\WAT
invoicing.
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C.4.44: Decree of the President of the Council of M inisters of 11 May 2005 C.4. 68: "Regulation laying
down rules for the use of registered electronic mai I"

Source: Italian Legislation

Reference Number:

Publication Date: May 05

URL:

Equivalent to:

Based on: http://www.digitpa.gov.it/sites/default/files/nortnea/DPR_11-feb-

2005 _n.68.pdf
Framework reference:

Technical Area: TSP applying eSignatures
Subarea:

Type of Document:

Level of Standard: National regulatio

Status:

Maturity:

Geographic general: EU Natior

Geographic details: Italy

Sector: REM

Description:

Self explanatory.
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C.4.45: Decree of the President of the Council of M inisters of 6 May 2009
Source: Italian Legislation
Reference Number:

Publication Date: May 09

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: REM

Description:

This decree establishes provisions relating toeissu use of registered electronic mail box assigo@ationals.The
decree states to grant a free box of certified toadlll citizens who request them, in implementatd Article 8 of the

CAD.
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C.4.46: Decree 29 November 2008, No 185 - Act 2 /2 009
Source: Italian Legislation
Reference Number:

Publication Date: Nov 08

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: REM

Description:

The law introduces mandatory PEC for firms esthklisin corporate form for professionals and for roers of the
Orders. Public bodies are required to publish thédresses on the Index of PEC PA. In additiom;@thmunications
between public agencies, professionals and busisess) be by PEC, unless the recipient has tordatdaeadiness to

accept the application.
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C.4.47: Circular No CNIPA 56
Source: Italian Legislation

Reference Number:

Publication Date: May 09
URL:

Equivalent to:
Based on: http://www.digitpa.gov.it/sites/default/files/nortnea/Circolare_Cnipa_56-

2009.pdf
Framework reference:
Technical Area: TSP applying eSignatur
Subarea:
Type of Document:
Level of Standard: National regulatio
Status:
Maturity:
Geographic general: EU Nation
Geographic details: Italy
Sector: REM
Description:

Procedures for applying for inclusion on the lispablic managers registered electronic mail (PBCArticle 14 of
Decree of the President February 11, 2005, No(®#icial Gazette of July 22, 2009, n . 168)
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C.4.48: Circular No CNIPA 51

Source: Italian Legislation
Reference Number:

Publication Date: Dec 06
URL:

Equivalent to:
Based on: http://www.digitpa.gov.it/sites/default/files/nortnea/Circolare_Cnipa_51-

2006.pdf
Framework reference:
Technical Area: TSP applying eSignatur
Subarea:
Type of Document:
Level of Standard: National regulatio
Status:
Maturity:
Geographic general: EU Nation
Geographic details: Italy
Sector: REM
Description:

The circular provides for the surveillance and nanig activities undertaken by CNIPA (DigitPA todagainst the
operators of PEC.
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Annex C
C.4.49: Decree of the Minister for Innovation and T echnologies: "Technical rules for the creation,
transmission and validation, including time, certif ied electronic mail."
Source: Italian Legislation
Reference Number:
Publication Date: Dec 05
URL:
Equivalent to:
Based on: http://www.digitpa.gov.it/sites/default/files/nortinaa/DM_2-nov-2005.pdf
Framework reference:
Technical Area: TSP applying eSignatur
Subarea:
Type of Document:
Level of Standard: National regulatio
Status:
Maturity:
Geographic general: EU Nation
Geographic details: Italy
Sector: REM
Description:

Self explanatory

ETSI



282 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.4.50: Annex to the Decree of 2 November 2005: "Te chnical rules of service for the transmission of
electronic documents by certified mail”

Source: Italian Legislation

Reference Number:

Publication Date: Nov 0f

URL:

Equivalent to:

Based on: http://www.digitpa.gov.it/sites/default/files/nortinga/Pec_regole_tecniche_DM_

2-nov-2005.pdf
Framework reference:

Technical Area: TSP applying eSignatures
Subarea:

Type of Document:

Level of Standard: National regulatio

Status:

Maturity:

Geographic general: EU Natior

Geographic details: Italy

Sector: REM

Description:

It contains all the rules and specifications f@ tise of the PEC.
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C.4.51: Decree of the President of the Republic No  68: "Regulation laying down rules for the use of
certified mail, pursuant to Article 27 of Law Janua ry 16, 2003, No. 3."

Source: Italian Legislation

Reference Number:

Publication Date: Feb 0!

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulatio
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: REM

Description:

The Decree regulates the modes of operation dPE@, not only in relations with the PA, but alsdwmen
individuals.
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C.4.52: CNIPA Technical Annex:RECOMMENDATIONS ON TH E METHOD AND REGISTRATION
PROCEDURES

IN THE PUBLIC LIST OF REGISTERED ELECTRONIC MAIL RRVIDERS
Source: Italian Legislation

Reference Number:

Publication Date: Feb 06

URL:

Equivalent to:

Based on:

Framework reference:

Technical Area: TSP applyin eSignature
Subarea:

Type of Document:

Level of Standard: National regulation
Status:

Maturity:

Geographic general: EU Nation
Geographic details: Italy

Sector: REM

Description:

Self explanatory
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C.4.53: CNIPA Technical Specification: "Technical s  pecification for the transmission of electronic
documents by registered electronic mail."

Source: Italian Legislation

Reference Number:

Publication Date: May 05

URL:

Equivalent to:

Based on: http://www.interlex.it/testi/pdf/pec_regtecn.pdf
Framework reference:

Technical Area: TSP applying eSignatur
Subarea:

Type of Document:

Level of Standard: National regulatio
Status:

Maturity:

Geographic general: EU Nation

Geographic details: Italy

Sector: REM

Description:

This document provides the technical specificatitvas define the provision of registered electranail services.
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C.4.54: Aplicaciones con Documento Nacional de Iden  tidad Electrénico (DNIle). Creacion y
verificacion de firma electronica. Tipo 1 para plat  aformas Tl que permiten un control exclusivo de los
interfaces con el firmante, y con un nivel de garan  tia de evaluacién «EAL1»

Source: AENOR

Reference Number: NE 71510
Publication Date: December 2010
URL:

Equivalent to:

Based on: Common Criteria
Framework reference:

Technical Area: Signature creation / verificati
Subarea: Protection profile
Type of Document: Policy requirement
Level of Standard: Industry standard
Status: National Standal
Maturity: Publishe:
Geographic general: EU nation
Geographic details:

Sector:

Description:

This is a document of a standard family on Spaelsbtronic ID protection profiles that contain tieguirements
necessary to ensure secure use of certificateghd@NIle contains, will guide developers in cregtihe electronic
signature verification software. These profiled féctilitate the arrival to market of signature teadre guaranteed to be
secure for use in DNle certification. Currently mdhan 7 million DNles have been issued in Spain.

The electronic signature software developed acngrth these Protection Profiles will be able talre on a PC, or be
integrated into other types of equipment (decodErs], PDAs, etc.), enabling the credentials of tiker to be obtained
directly from the DNIe.
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C.4.55: Aplicaciones con Documento Nacional de Iden  tidad Electrénico (DNIle). Creacion y
verificacion de firma electronica. Tipo 1 para plat  aformas Tl que permiten un control exclusivo de los
interfaces con el firmante, y con un nivel de garan  tia de evaluacién «EAL3»

Source: AENOR

Reference Number: NE 71511
Publication Date: Dec 10

URL:

Equivalent to:

Based on: Common Criteria
Framework reference:

Technical Area: Signature creation / verificati
Subarea: Protection profile
Type of Document: Policy requirement
Level of Standard: Industry standard
Status: National Standal
Maturity: Publishe:
Geographic general: EU nation
Geographic details:

Sector:

Description:

This is a document of a standard family on Spaelsbtronic ID protection profiles that contain tieguirements
necessary to ensure secure use of certificateghd@NIle contains, will guide developers in cregtihe electronic
signature verification software. These profiled féctilitate the arrival to market of signature teadre guaranteed to be
secure for use in DNle certification. Currently mdhan 7 million DNles have been issued in Spain.

The electronic signature software developed acngrth these Protection Profiles will be able tatre on a PC, or be
integrated into other types of equipment (decodErs], PDAs, etc.), enabling the credentials of tiker to be obtained
directly from the DNIe.
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C.4.56: Aplicaciones con DNIC.3. Creacion y verific  acién de firma electronica. Tipo 2 para
ordenadores personales, y con un nivel de garantia de evaluacion «<EAL1»

Source: AENOR

Reference Number: NE 71512
Publication Date: Dec 10

URL:

Equivalent to:

Based on: Common Criteri
Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection profile
Type of Document: Policy requiremet
Level of Standard: Industry standard
Status: National Standard
Maturity: Publishe:
Geographic general: EU natior
Geographic details:

Sector:

Description:

This is a document of a standard family on Spaelsbtronic ID protection profiles that contain tieguirements
necessary to ensure secure use of certificateghd@Nle contains, will guide developers in cregtihe electronic
signature verification software. These profiled féctilitate the arrival to market of signature teadre guaranteed to be
secure for use in DNle certification. Currently mdhan 7 million DNles have been issued in Spain.

The electronic signature software developed acngrth these Protection Profiles will be able taloe on a PC, or be
integrated into other types of equipment (decoddErs], PDAs, etc.), enabling the credentials of tiker to be obtained

directly from the DNle.
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C.4.57: Aplicaciones con DNIC.3. Creacion y verific  acién de firma electronica. Tipo 2 para
ordenadores personales, y con un nivel de garantia de evaluacion «EAL3»

Source: AENOR

Reference Number: NE 71513
Publication Date: Dec 10

URL:

Equivalent to:

Based on: Common Criteri
Framework reference:

Technical Area: Signature creation / verification
Subarea: Protection profile
Type of Document: Policy requiremet
Level of Standard: Industry standard
Status: National Standard
Maturity: Publishe:
Geographic general: EU natior
Geographic details:

Sector:

Description:

This is a document of a standard family on Spaelsbtronic ID protection profiles that contain tieguirements
necessary to ensure secure use of certificateghd@Nle contains, will guide developers in cregtihe electronic
signature verification software. These profiled féctilitate the arrival to market of signature teadre guaranteed to be
secure for use in DNle certification. Currently mdhan 7 million DNles have been issued in Spain.

The electronic signature software developed acngrth these Protection Profiles will be able tatre on a PC, or be
integrated into other types of equipment (decoddErs], PDAs, etc.), enabling the credentials of tiker to be obtained

directly from the DNle.
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C.4.58: Real Decreto 4/2010 Esquema Nacional de Int eroperabilidad/ Spanish National Interoperability
Framework (Real Decreto 4/2010, de 8 de enero, por el que se regula el Esquema Nacional de
Interoperabilidad en el &mbito de la Administracion Electrénica)

Source: Spanish Legislation

Reference Number: RD Real Decreto 4/2010
Publication Date: Jan 10

URL: http://www.csae.map.es/csi/pdf/ENI_INTEROPER
Equivalent to:

Based on:

Framework reference:

Technical Area: Covers more than 1 a1
Subarea:

Type of Document: Requirements

Level of Standard: National regulation
Status: Regulatiot

Maturity: Publishe:

Geographic general: EU nation

Geographic details:

Sector:

Description:

The Real Decreto (Royal Decree) 4/2010, dated 3grdih (Official Gazette, January 29th) regulates National
Interoperability Framework foreseen in article 42he eGovernment Law 11/2007, heavily based orugieeof the
Spanish electronic ID. This Framework includeseti#t and recommendations about standardizationfofation,
formats and applications and about preservatianfofmation to be taken into account by Public Adisirations
when adopting technological decisions so as toreriateroperability. For security issues the rafereis the National
Security Framework. The National Interoperabilitafework pursues the creation of the necessaryitimmsito
ensure an adequate level of organizational, semant technical interoperability of systems andiaafions used by
Public Administrations that permits the exerciseigiits and the fulfillment of duties through tHeatronic access to
public services; it also pursues providing benéfitierms of effectiveness and effectiveness. tepoto create such
conditions, the National Interoperability Schemegdduces the common elements that have to guidedtien of the
Public Administrations regarding interoperabiliBarticularly, it introduces the following principalements: - The
specific principles of interoperability are defiped’he dimensions of interoperability, organizaéih semantic and
technical, are taken into account, as they weréatkp mentioned in article 41 of Law 11/2007; e@mon
infrastructures and services are recognized telewant instruments that contribute to the simgdifion and
propagation of interoperability and that facilitateltilateral interactions; - The concept of 'réwagplied to
applications of Public Administrations, associatgdrmation and to other objects of informatioryeagi the fact that
together with 'share' and 'collaborate’ is rele¥aninteroperability, and all of them are recogrdzdy EU policies; -
The interoperability of electronic signature anelcédonic certificates; - Preservation of the etadtr documents,
considering the effect of time in interoperabilityinally, it is created a series of technicaldgsiand instruments for
interoperability, in order to facilitate the implemtation of the Framework.
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C.4.59: Esquema Nacional de Seguridad/ National Sec  urity Framework of Spain (Real Decreto 3/2010,
de 8 de enero, por el que se regula el Esquema Naci onal de Seguridad en el ambito de la
Administracion Electrénica)

Source: Spanish Legislation

Reference Number: RD Real Decreto 3/2010
Publication Date: Jan 10

URL: http://www.csae.map.es/csi/pdf/ENS_SECURITY_
Equivalent to:

Based on: ISO 27001/27002
Framework reference:

Technical Area: Covers more than 1 a1
Subarea:

Type of Document: Requirements

Level of Standard: National regulation
Status: Regulatiot

Maturity: Publishe:

Geographic general: EU nation

Geographic details:

Sector:

Description:

The Real Decreto (Royal Decree) 3/2010, of Jan8#ryOfficial Gazette, January 29th) regulatesNlagional
Security Framework foreseen in the article 42 efé¢lcovernment Law 11/2007, heavily based on theute
Spanish electronic ID. This Framework establishessecurity policy in the use of electronic meanthe scope of the
eGovernment Law 11/2007; this security policy Wil formed by the basic principles and minimum rexraents for
an adequate protection of information. The Nati®@edurity Framework pursues the creation of thessary
conditions of confidence in the use of electrongams, through measures to ensure the securitystefrag, data,
communications and electronic services that perih@&sexercise of rights and the fulfilment of datterough the
electronic access to public services; to ensurefiamation systems will provide their servicesaccordance with
their functional specifications and will protecfanmation. In order to create such conditions,Niagional Security
Scheme introduces the common elements that hay@de the action of the Public Administrations netjag security.
Particularly it introduces the following principaelements: - The basic principles to be taken intmant when adopting
decisions about security; - The minimum requiremént the adequate protection of information; - phecedure to
fulfill the basic principles and minimum requirenteiby means of the adoption of proportionate sgcareasures.
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C.4.60: Act on Strong Electronic Identification and Electronic Signatures

Source: Finnish Legislation

Reference Number: 617/2009 English

Publication Date: (Translation completed) 04/2C
URL: http://www.finlex.fifen/laki/kaannokset/2009/en2 @& 7
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / verification
Subarea: Signature algorithms

Type of Document: Guideline!

Level of Standard: National regulatio

Status: Technical Specification
Maturity: Published

Geographic general: EU natior

Geographic details: Austrig

Sector: eGovernment

Description:

This is English translation of the Finnish law (@oced by Ministry of Transport and Communicatiordated to,
among other things, electronic signature.
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C.4.61: Common PKI V2.0 Part 1, Certificate and CRL  Profiles
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on: X.509:2005 and RFC 5280
Framework reference:

Technical Area: CSF

Subarea: Generit

Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This part of the Common PKI specification describesificate and certificate revocation list (CRbymats. It is based
on and profiles ITU-T X.509 and PKIX RFC 5280.
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C.4.62: Common PKI V2.0 Part 2, PKI Management
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on: RFC 5272, RFC 5273, RFC 5274
Framework reference:

Technical Area: CSF

Subarea: CSF- generit

Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This part of the Common PKI specification addregsdise communication between PKI components. lisised on
PKIX RFCs 5272-5274 and defines procedures foifiate enrollment.
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C.4.63: Common PKI V2.0 Part 3, CMS based Message F ormats
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdf
Equivalent to:

Based on: RFC 3851, RFC 2045, RFC 2046, RFC 3852
Framework reference:

Technical Area: Signature creation / verificati

Subarea: signature creation / verification procedt

Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This part of the Common PKI specification addresaessage formats to be used during the exchandgtabetween
PKI components. It defines a profile for Common Pikdssage formats that is mainly based on the letelocuments
for SIMIME [RFC 3851], MIME [RFC 2045, RFC 2046jh@ CMS [RFC 3851].
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C.4.64: Common PKI V2.0 Part 4, Operational Protoco |
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on: RFC 1777, RFC 4510, RFC 2560, RFC 3161, ETSI TSP
Framework reference:

Technical Area: CSF

Subarea: Generit

Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This Common PKI standard defines operational piatofor distributing certificates and revocationteral. It is
based on LDAP v3 (Light Weight Directory Accessrsien 3) and OCSP v1 (Online Certificate Statugdtal) as

well as LDAP and HTTP for transport.
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C.4.65: Common PKI V2.0 Part 5, Certificate Path Va lidation
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on:

Framework reference:

Technical Area: Signature creation / veicatior

Subarea: signature creation / verification procedt
Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

Specifies an algorithm for automating the certiécpath validation procedure. Conforming applicagiare not
required to implement exactly this algorithm, duey MUST be functionally equivalent with respecttie external

behaviour.
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C.4.66: Common PKI V2.0 Part 6, Cryptographic Algor ithms
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on:

Framework reference:

Technical Area: Covers more than 1 ar
Subarea: Generit

Type of Document: Techs specs: Profile
Level of Standard: Industry standard
Status: Technical repo
Maturity: Publishe:

Geographic general: EU nation
Geographic details: Germany

Sector: eGovernmer
Description:

This part of the Common PKI specification defindstof approved cryptographic algorithms for didjisignatures,
encryption and subject public keys to be suppdoieinplementations that comply with the Common PKI

specification.
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C.4.67: Common PKI V2.0 Part 7, Signature API
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on: OASIS-DSS, SOAP, TS 101 903, TS 101 733
Framework reference:

Technical Area: Sigrature creation / verificatic

Subarea: signature creation / verification procedt

Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This part of the Common PKI specification defingzrafile of the eCard API framework (BSI TechnisdRiehtlinie
TR-03112 as defined in the seven documents [TR-P3] 10 [TR03112-7]) that is specified for use ie@an
governmental smart card applications. The eCardig\Rl turn mainly based on international standairdgarticular
[SOAP], [OASIS-DSS], [ISO24727-3], [XAdES] and [CE&].

ETSI



300 ETSI draft SR 000 000 V0.0.2 (2011-08)
Annex C

C.4.68: Common PKI V2.0 Part 8, XML based Message F ormats
Source: T7

Reference Number:

Publication Date: Jan 09

URL: http://www.t7ev.org/uploads/media/Comn-PKI_v2.0.pdi
Equivalent to:

Based on: XML-DSIG, OSCI

Framework reference:

Technical Area: Signature creation / verificati

Subarea: signature creation ferification procedure
Type of Document: Techs specs: Profile

Level of Standard: Industry standard

Status: Technical repo

Maturity: Publishe:

Geographic general: EU nation

Geographic details: Germany

Sector: eGovernmer

Description:

This part of the Common PKI specification provides Common PKI profile for XML signatures and camfis to the
XML_DSIG standard [XML_DSIG] and to the OSCI-prafi[OSCI]. OSCI has been issued to trim the XML_DSIG
format to the needs of eGovernment and allows wittgoperability of the applications by restrictitige formats and
contents to a well-defined subset of possible ogtallowed by XML_DSIG.
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C.4.69: Common PKI V2.0 Part 9, SigG Profile

Source: T7

Reference Number:

Publication Date:
URL:

Equivalent to:

Based on:
Framework reference:
Technical Area:
Subarea:

Type of Document:
Level of Standard:
Status:

Maturity:
Geographic general:
Geographic details:
Sector:

Description:

Jan 09
http:/mww.t7ev.org/uploads/media/Comm-PKI_v2.0.pd!

Covers more than 1 ai
Generit

Techs specs: Profile
Industry standard
Technical rpori
Publishe:

EU nation

Germany
eGovernmer

The German Signature Act (SigG) and the OrdinamcBigital Signatures (SigV) raise a couple of spkci
requirements on technical components as well dh@oertificate policy of certification service piders (CSPs). This
profile addresses these technical requirements
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