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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Human Factors (HF).

Introduction

The present documents builds on the user profile concept described in EG 202 325 [HF a]. The concept of a user profile usually refers to a set of information, preferences and rules that are used by a device or service to deliver a customized version of capabilities to the user. Traditionally, many devices and services contain profiles specific to that product and unrelated to any other. This requires that, on change of service or device, the user has to re-educate themselves in how to personalize their services or devices and re-enter their information and preferences. This will result in variable success rate and user satisfaction. The user profile concept described in EG 202 325 [HF a] provides an enhanced user experience.
There will be a number of user characteristics and preferences that will apply independently of any particular product (e.g. a user's preferred language or their need for enlarged text). A key objective is that users should not be required to provide this information more times than is necessary. 

Users move between situations throughout the day (e.g. at home, driving, working). In each of these situations, users may have different needs for how they would like their ICT resources arranged. At present, an increasing number of products provide the user with ways of tailoring their preferences to these different situations. Users should be able to specify their context dependent needs in ways that require the minimum need to understand the individual products.

In addition, personalization and user profile management holds the promise of improving the uptake of new technologies and allowing greater access to their benefits. The present document provides an architectural framework for supporting personalization and user profile management.
 AUTONUMLGL  \* Arabic \e 
Scope

The present document defines an architectural framework supporting the personalization and user profile management concepts described in EG 202 325 ”Human Factors (HF); User Profile Management” [HF a]. The present document addresses issues related to networks, end-user terminals and SmartCards (e.g. embedded in an end-user device or a stand alone card). 
Capabilities provided by the architecture are:

· data editing (e.g. creation, templates, update).

· data storage;

· synchronization;

· backup;

· access control respecting user preferences and legal policies;

Profile solutions within the scope of the present document are:

· those provided for the primary benefit of the end-user;

· those which the end-user has rights to manage the profile contents;
· those where the end-user has the right to have a dialogue with the information owning stakeholder.

Intended readers of the present document are user profile providers, operators, service developers, service providers, device manufacturers, standards developers.
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Definitions and abbreviations

Definitions and abbreviations extracted from ETSI deliverables can be useful to draft your own and can be consulted via the Terms and Definitions Interactive Database (TEDDI) (http://webapp.etsi.org/Teddi/).
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Definitions

For the purposes of the present document, the following terms and definitions apply:

accessibility: ensuring that all sectors of the community have equal access to communications and online information
active profile, active user profile: total set of user related information, preferences and rules which may/might affect the way in which a user experiences devices and services
address book: entity that contains a number of records describing contacts of the user

administrator: person who defines profiles with information, preferences and rules

NOTE:
also known as profile administrator.
context: any information that can be used to characterize the state of entities that are considered relevant to the interaction between a user and an application, network function, service or device 

NOTE:
This definition does not limit to information directly involved in interactions with users, but addresses also any other information which can be used to characterize the state of entities (application, network function, service or device) not directly interacting with users.
creation template: template where modifications made to the template will not affect any information, preferences and rules in profiles that were previously created from that template
end user: see user
inactive profile: profile that does not currently apply but that may apply to a user when the circumstances change

live template: template where modifications made to the template will affect all information, preferences and rules in profiles that were previously created from that template

log: entity that contains a number of records that describe instances of an activity

normal profile: information, preferences and rules that are always active in the profile when no specific situation is applicable

object: profile data with attributes, values and operations that the user can refer to when defining their profiles

profile: a set of user related information, preferences and rules which could affect the way in which a user experiences terminals, devices and services

NOTE:
The use of the word profile in the present document implies user profile unless otherwise stated.

profile data: a set of user related information, preferences and rules which can be stored in a profile
profile tool: tool that enables a user to view and modify information in profiles 

profile provider: entity (e.g. company such as a service provider, organisation such as a special interest or affinity organization) that provide profiles and associated services

Personal User Agent (PUA): functional entity (probably implemented as a software object) with a one‑to‑one relationship to a specific UCI

NOTE:
It stores or has access to information on all of a person's communication services and their service identifiers (e.g. telephone numbers, email addresses, etc.).

presentity: any uniquely identifiable entity that is capable of providing presence information to presence service
rule: statement that can be interpreted by the profile agent to produce or limit an action
situation: a state that the user has identified as being of significance

situation dependent profile: set of user related information, preferences and rules which affects the way in which a user experiences terminals, devices and services in a specific situation

state variable: variable that evaluates to “True” when the conditions, that identify the existence of a specific situation, have been met
subscriber: the person or organization responsible for concluding contracts for the services subscribed to and for paying for these services. (Source: ITU-T Recommendation M.3050.1 [8].)

template: set of information, preferences and rules provided as a starting point to the user for the creation of their profiles

usability: extent to which a product can be used by specific users to achieve specific goals with effectiveness, efficiency and satisfaction in a specified context of use
user: The person who uses the service on a day-to-day basis (source ITU-T Recommendation M.3050.1 [ref SERIES M: TELECOMMUNICATION MANAGEMENT, INCLUDING TMN AND NETWORK MAINTENANCE elecommunications management network Enhanced Telecom Operations Map (eTOM)  Supplement 1 – Interim view of an interpreter's  guide for eTOM and ITIL practitioners])
user profile: see profile
user profile user (role):  (role of an) entity using their profiles, including activation and deactivation of their profiles
NOTE: an “entity” can be an individual or an organization 

user profile administrator (role): (role of  an) entity which defines profiles with information, preferences and rules. 

profile user (role):  see user profile user
profile administrator (role): see user profile administrator
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Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Application Server
ASF
Application Server Function
BGCF
Breakout Gateway Control Function

CC/PP
Composite Capability/Preference Profiles

CND 
Customer Network Device

CND-PPF
CND-Plug and Play Function

CNG
Customer Network Gateway

CNGCF
Customer Network Gateway Configuration Function

CNG-PCF
CNG Policy Control Function

CNG-CMF
CNG Configuration and Maintenance Function

CND-CMF
CND-Configuration and Maintenance Function

CSCF
Call Session Control Function
CDO
Delivery Context Ontology

DM
Device Management

GUP
3GPP Generic User Profile

ICT
Information and Communications Technologies

IMS
IP Multimedia System



ISDN
Integrated Services Digital Network

IP
Internet Protocol

MGCF
Media Gateway Control Function
NGN
Next Generation Network

OWL
Ontology Web Language

PIN
Personal Identification Number
PSTN
Public Switched Telephone Network
PUA
Personal User Agent
RAF
Repository Access Function
RFID
Radio-Frequency IDentification


RDF
Resource Description Framework

SA
Service Agent

SAML 
Security Assertion Markup Language

SCWS
Smart Card Web Server
SGF
Signalling Gateway Function

SIM
Service Identity Module

SIP
Session Initialization Protocol

UCI
Universal Communications Identifier

UDAF
User Data Access Function

UDF
User Data Function
UE
User Entity

UE
User Equipment
UPM
User Profile Management

UPSF
User Profile Server Function

URI
Uniform Resource Identifier

USB
Universal Serial Bus

WAP
Wireless Application Protocol

Wi-Fi
Wireless Fidelity

XCAP
XML Configuration Access Protocol

XDM
XML Document Management

XML
eXtensible Markup Language
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Background
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Motivation

The motivation for this standardization work is the considerable benefits of personalization of services and devices for different stakeholders. The benefits for users are: 

· a better user experience - in a range of situations;
· preferences will only need to be defined once. Users will not have to re-enter their preferences each time they acquire new services and devices.

The benefits for telecom operators, manufacturers and service providers are:

· satisfied customers that will lead to better user loyalty;
· generally, shorter service development time;
· larger user segments reached more easily and quickly, thereby ensuring quicker uptake of ICT services and technologies.

For a single product or service it might be difficult for users to manage all of the information needed in their profile. It is therefore a challenge to develop a tool that supports users when they need to:

· check what information is in their profile; 

· add to, change or delete information in their profile; 

· know when other entities access their profile; 

· understand how their profile affects the service or capabilities that they experience.
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Previous work

The technical requirements for the development of the architectural framework are based on previous ETSI work, ETSI EG 202 325 [HF a], which describes the personalization and profile concept and presents a large set of guidelines to telecom operators, manufacturers and service providers. That work was performed at ETSI Technical Committee Human Factors with the aim of maximizing human and social benefit. Further details on previous work which is relevant in this area are described in Annex X.
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Why standardization in this area is needed

Traditionally, the range of preferences and values that can be set by users are not consistent between different devices and services, or between comparable services and devices from different vendors. Therefore, it is impossible to transfer the settings that have been set for one particular device or service to another similar device or service in a way that ensures that the same user experience.

With the aim of providing an enhanced user experience, it would be better if different devices or services of the same type had consistent groups of settings which had value ranges that produced identical effects. For example, for preferences like "loud volume" or "large text" to be useful, users wish them to always result in the same standardized user experiences.
A further challenge is to provide support to converged applications (e.g. communicational features on TV, mobile session handover) which typically entails the need to access federalized profile data from service level subsystems (e.g. to provision and give access to IMS, mobile, other profile data).

In order to achieve the best user experience, there is a need to ensure inter-operability of services, devices and the users’ preferences defined in their profiles. The realization of this objective depends on standardization of personalization information and preferences and the ways in which these are expressed. In addition, there is a need for standardizing an architectural framework that supports this concept.  
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Overview of the personalization and profile concept
This clause provides an brief overview of the personalization and user profile concept as described in more detail in EG 202 325 [HF a]. 
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What is a profile?

A user profile contains details of the user and their personal requirements in a form that can be used by the system to deliver the required behaviours. When users wish to have the behaviour of devices or services personalized to their requirements, a profile will be required for:

· storing information, preferences and rules; 

· making the information and preferences available to services/devices and when relevant also to other people. 

Users require the data to be stored in a secure manner with user agreed levels of privacy applied to the availability and distribution of that data. 

In the present document, the user profile is often referred as if it is a single functional entity. However, parts of this profile may be distributed amongst a number of storage locations that include the user’s services and devices. There may also be copies of profile data stored in devices or services and in a centralized location. Wherever the data is stored, the system will ensure that the data is synchronized when relevant. When new devices are acquired, factory set information and preferences may be updated by information and preferences copied from equivalent data that is already in the user’s profile. 

Major factors of the user profile concept described in the present document, that distinguish them from user profiles described in many other sources, are:

· the primary purpose of the user profiles are to offer benefits to users;

· user profiles contain information that allows users to configure services and devices to meet their individual needs;

· most of the data in the user profile is considered to be owned by the user;

· the user can view all of the information in their user profile in a form that is designed to be easy to understand;

· much of the information in the user profile is intended to be applicable to a wide range of services and devices that are associated with the user;

· the user is usually able to modify most of the information in the profile (an example of exceptions when someone cannot modify information in the profile is when a child who might not be allowed to change most of the data, as their parents might have decided to do configure the profile for them).

In contrast, user profiles described in many other documents (e.g. [TISPAN m]) are often associated with the following properties:

· the primary purpose of the user profile is to store information that a service provider needs to know about a user (service provider’s view of the user as a subscriber);

· users are rarely able to either directly see or modify information in the profile (although the user’s usage of a service may cause the profile data to change);

· the profile is owned by the service provider;

· user’s information in the profile is not information that the majority of user’s would understand or find useful for them;

· the information in the profile only relates to a single service (or very few services).
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Basic profile features

Profiles may contain many individual data items (information, preference and rules), as described in clause 5.3. The values of some of these items will either not change or change very irregularly and some may be individually changed by the user. However, the maximum benefit of user profiles will only occur if the values of multiple profile items can be simultaneously changed in a predictable way according to the current situation in which the user finds themselves. Furthermore, this benefit will be greatest when these multiple changes occur without user intervention as the result of a user profile rule being triggered in response to a change of situation. The “active” profile (further described in clause 5.5.3), provides the user’s information, preferences and rules that are applicable at a given time.

There is a need for simultaneous changes to the values of multiple profile items which occurs when a user moves from one situation (e.g. at home) to another (e.g. at work or in the car). It is therefore necessary to specify the values of profile items for each of the situations that a user wishes to deal with. These profile item values are held in pre-configured “situation dependent profiles” (further described in clause 5.5.2) that are named by the user according to the situation with which they are associated (e.g. a “Home” profile). 
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Profile content

Profiles contain profile data which includes the following:

· Information: data about or related to the user (e.g. name, address, location).

· Preferences: choices made by the user about a given parameter that will define or modify the system behaviour.  More complex preferences can be expressed in the form of rules (see below). 

· Rules: statements that can be automatically interpreted in order to define or modify the system behaviour.
NOTE:
When something is considered essential to the user, it would be more appropriate if a preference is instead called a “need” (e.g. a blind user sets the modality to “sound”). However, for simplification, in the present document the word “preference” is used. 

The profile content can be classified depending on its applicability including generic and service/device related information and preferences, as described in the following sub-clauses.

Further details on the profile content is described in ETSI ES 202 746 [HF b] on “User Profile Preferences and Information”.
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Semantic interoperability

User descriptions of settings and preferences can differ significantly between different profile agents and even between different contexts of use within the same profile agent. However, the formal object descriptions will need to conform to standardized naming conventions, to enable profiles to be migrated between profile agents.

If data in profile components relating to a device or service have been specified by the user, then related profile fields for other devices or services can be directly populated by the same standardized data or data translated to produce the same effects. Whereas it is essential to have standardized descriptions of these objects in order that profiles can be migrated from one provider to another, this does not imply that users will need to understand these descriptions. Standardized information and preferences are specified in ETSI ES 202 746 [HF b]. In addition, it is possible for a service provider, a manufacturer or an operator to define profile data in addition to those specified in [HF b] for incorporation in a user profile. 
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Templates

Profiles can contain a very large number of information preferences and rules which would be difficult to set up unaided. When users first create profile specifications, the creation task can be greatly simplified if the profile specifications are created from templates. The template provides a set of information, preferences and rules that act as a starting point for users when creating their profile specifications, and these can be further amended by the user to suit their individual needs. Templates can be provided to the user from a number of different sources. Typically, templates would be used to create a personal default profile specification. Some templates for creating typical situation dependent profile specifications would then also be provided.
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Profile categories 
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Normal profile
The ”Normal profile” defines the profile data that will be applied even when no specific user-defined situation applies. Many of the profile data defined in the Normal profile will also be applied when a specific user-defined situation applies, unless it is over-ridden by another value specified in the situation dependent profile.
The personal default profile specification assigns values to many items in the user profile whereas the situation dependent profile assigns values to fewer items, those which are just relevant or different in that specific situation.
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Situation dependent profile

When the conditions that define a situation are met, the values of data in the user profile are amended according to the values specified in the related situation dependent profile such as "At home", "In the car", "In a meeting". The  situation profile content is as described in clause 5.3.

A user will require different behaviours for their devices and services and for the way in which these interact according to the user's different circumstances. For instance, when in a meeting, users will usually want their mobile phone to be in silent mode. These information and preferences would be specified in their "In a meeting" profile. While on business travel, they may also prefer calls to their fixed office telephone to be directed to their mobile phone as they will be unable to answer their office phone. These information and preferences would be specified in an "On business travel" profile. 
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Comparison of Normal and situation dependent profiles

The table below provides a comparison between the normal profile specification and situation dependent profile specifications.
	
	Normal profile
	Situation dependent profile

	Type of items
	Items which are relevant in most cases. Many of these are still valid when a situation dependent profile specification is applied.
	Items which are relevant to a specific situation

	What happens when the situation dependent profile specification is not applied anymore - and no other situation dependent profile specification is activated in its place?
	The values specified in the personal default profile specification are applied.
	The values of the items which are specified in the previous situation dependent profile specification are not applied anymore.

	What happens when the situation dependent profile specification is not applied anymore – but a “new” (another) situation dependent profile is applied instead?
	The values specified in the “new” situation profile specification are applied where there are values which should override the values in the personal default profile specification.
	The items which are specified in the previous situation dependent profile specification are not applied anymore. Instead the items in the “new” situation dependent profile specification are applied.


 AUTONUMLGL  \* Arabic \e 
Active profile

The “active” profile, provides the user’s information, preferences and rules that are applicable at a given time. The active profile gets its values from the Normal profile and the Situation dependent profile(s). The following provides an overview of how the active profile is managed in order to correctly reflect the requirements of the user as any of the user selected situation(s) start and end. 

1) The active profile contains the total set of user related information, preferences and rules which affects the way in which a user experiences terminals, devices and services

2) When no specific situation(s) have been identified, then the active profile has identical content and values to those in the “normal profile”.

3) When a situation is identified then the corresponding situation dependent profile will be activated.

4) When a situation dependent profile has been activated, all user profile items (information, preferences, rules) that are not specified in the normal profile are added to the active profile and become part of the active profile.

In the above description, a conflict resolution mechanism may be needed for situations that involve two (or more) situation dependent profiles, that address the same preference but with two different values. It is expected that the selection and creation of a user’s set of situation dependent profiles will be managed in such a way (e.g. using templates and a wizard driven profile creation process) that the conflict resolution will either be extremely infrequently used, or possibly not needed at all.
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Automatic and manual activation
In order to set the values automatically (when in automatic mode, see XXX) in the active profile dependent on situations and the correcponding profiles, states are dynamically computed (“on the fly”) based on values of state variables. An alternative to the automatic mode (clause X) is called the manual mode (clause X). 
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Core system objectives
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Stakeholder categories and their objectives

The main objectives of stakeholders categories are:

· End-users: personalize their services and get the expected user experience. The user requirements of users are described in detail in EG 202 325 [HF a]
· Profile providers: providing means for end-users to define their preferences in their user profiles. It includes:

· storing profile data

· synchronizing of profile data which may be stored in a range of locations such in the network, devices and services;

· and making data available to the user and their services and devices which should be personalized.
· Network providers may:

· provide services such as:

· Storing and transporting of user profile data and service data;
· Services such as synchronization of data, capability negotiation;

· benefit from the user profiles as their services might be personalized.
· Regulator: there are regulations on a range of issues that may effect personalization, in particular for protecting the user regarding data sharing and confidentiality. 
· Service and device providers: 
· personalize services and devices according to users’ needs by retrieving data in the user profiles.

· Contributing to a better user profile by updating it according to user behaviour, if the user agrees. For example, if the user change settings in the service the service provider can suggest that the preference corresponding to the setting is updated in the use profile.
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Management of user profile data
A large amount of data related to the users’ services and devices and their preferences stored in their profiles will need to be:

· created; (mention data editing, e.g. creation templates update…)

· stored: The data should be stored in a secure manner with user agreed levels of privacy applied to the availability and distribution of that data.
· accessed: Ideally, profile data should always be available, over all networks, from all supported devices and services, including fixed and mobile services allowing service continuity and optimal user experience. The access control need to respect principles regarding user control and legal policies.
· synchronized: Data at different locations should be kept consistent, which may be ensured by synchronization of data and transaction security. However, although the profile data (or copies of profile data) can be distributed amongst devices and services, it should be possible to ensure that users can have the concept of centralized profiles which cover all of their devices and services.
· backed up:
For further details see clause 9.2.1
on “Profile storage agent”.
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Processing of profile data

The profile data needs to be processed, including:
· associating the UPM system with contexts including users’ services, devices and presence information;
· sharing data with related services, devices and other people;
· running rules defined by the user;
· providing service response to user preferences.
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Activation/deactivation of situation dependent profiles

Situation dependent profiles need to be activated and deactivated according to the users’ activation and deactivation rules. It will therefore be necessary that the system:

· acquires contextual information from presence and service/device status information (e.g. subscribe to state changes);
· runs activation and deactivation rules.
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Information and feedback to users

The users’ need to feel in control of their profiles. It will therefore be necessary that the system:

· keeps the users’ informed about their current services and devices in relation to their user profiles;
· provides different amount of information depending on average/expert user and their individual preferences.
The system should inform the user:

· what situation dependent profile is active;

· whether a service support UPM.
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Logging
The system should collect information related to a range of activities of the personalization system and store them in logs. The information in logs can be useful for various categories including end-users and system administrators. The following may be logged:

· changes to the profile data such as preference settings;

· activation and deactivation of profiles;

· rules applied;

· activities related to services and devices addressed in profiles.
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Security objectives
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Introduction

As defined in TR 187 011 [TISPAN k] one of the keys to successful system design is the ability to show the relationships which exist between objectives, requirements and the system design such that all the assets of the system can be shown to be necessary by directly mapping to the requirements they implement.

The distinction between security objectives and security requirements is an important one to make: 

· An objective is the expression of what a security system should be able to do in very broad terms whereas a requirement is a more detailed specification of how an objective is achieved. 

· Functional security requirements identify the major functions to be used to realize the security objectives. They are specified at a level which gives an indication of the broad behaviour expected of the asset, generally from the user's perspective. 

· Detailed security requirements, as their name implies, specify a much lower-level of behaviour which would, for example, be measurable at a communications interface.

For the purposes of the present document functional requirements shall be defined using the security functional capabilities defined in ISO/IEC 15408-2 [ISO a] consistent with the guidance given in TR 187 011 [TISPAN k].
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User objectives

The activities of the user with respect to UPM are as follows:

· Update of data within a profile;

· Transfer of a profile in whole or in part between storage and usage elements;

From a security viewpoint the user's objectives centre on control, privacy, and reliability. The background objectives of recovery from error or user-induced corruption have no overall security dimension.

U-SEC-OBJ#1:
The user should be assured that access to the profile is restricted to only authorised roles and identities 

NOTE:
A user may have more than one role and therefore access to different sets of capabilities and data for each role. 

U-SEC-OBJ#2:
The user should be assured that any modification of the profile is a notifiable event

U-SEC-OBJ#3:
The user should be assured that the integrity of stored data is maintained
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Regulatory objectives

The activities of the regulator with respect to UPM are as follows:

· To ensure freedom of access to and movement of data whilst ensuring the privacy of citizens

From a security viewpoint the regulator's objectives centre on privacy.
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Service provider objectives

The activities of the service provider with respect to UPM are as follows:

· To ensure freedom of access to and movement of data whilst ensuring the privacy of citizens

From a security viewpoint the service provider's objectives centre on availability, integrity, privacy and authorisation.
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Regulation 

User Profiles and User Profile Management may require management of data in remote systems and is therefore subject to the provisions of the data protection and data privacy acts in Europe [Other a, Other b, Other c]. These obligations are placed on the receiver of the data to respect the privacy of the data subject and rely on a trust being established between the data users. The technical support of data protection is restricted to the ability to provide proof and validation of the integrity of data in stores and assurances of access control as outlined in clauses 9.6 and 9.7 of the present document.
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Architectural Capabilities
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Introduction

The UPM system is composed of a set of functional entities which provide UPM services. All services can be modelled as a set of capabilities. The UPM system interacts with:
· End users (see clause 9.2);
· Network Functions; 
· Applications and Services such as:
· Enterprise Applications (applications in the OSS/BSS environment of a network or service provider)
· NGN Applications [ref] (application providing functionality across single or multiple subsystem, e.g. messaging exchange between fixed and mobile terminals, presentation of incoming calls and phone list management on TV, IPTV gaming applications based on user presence)
· Web Applications

· Others

· Devices (includes communication and other kind of devices, e.g. home automation devices, intelligent incar devices)

Network functions, applications, services and devices which are sources of profile data represent potential targets for the UPM system.  In general, they are sources of context information. Context information may be used by the UPM system to evaluate state variables and situations as described in [clause XXX]. 
Examples of context sources include but not limit to: NGN Presence Server for presence information; UPSF for network context information (e.g. information related to QoS, bandwidth, location, privacy, etc.); various sensors in the UE or in a customer premise network (GPS location, volume, brightness, temperature, etc.).
NOTE: Profile data represent a particular class of context information which can be manipulated by the UPM system. For example, some profile data in a given user profile may be used as context information in another.
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User profile roles
User profile users may play two roles [HF a]: 

· User profile user – role played by end users when using their existing profiles, including activation or deactivation of their profile

· User profile administrator – role played by end users when defining new profiles or modify existing ones
The same end user can play both the user role and the administrator role. [HF a] describes several use cases in which the administrator role is played by different end users than the user of the given UPM system, for example when a company administers profiles for employees or when parents administer profiles for their children. In that case, the employees or the children might be granted some rights to administer some aspects of their profiles. A mechanism would then allow levels of administrator roles such as super administrator role and self administrator role.
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Figure 1: User profile system boundaries
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Mapping of user profile roles with TISPAN roles
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Introduction

This clause maps user profile roles with roles defined in TISPAN [TISPAN g], with the purpose to specify further mappings with the TISPAN architecture.

NOTE: While the shorter forms “profile user” and “profile administrator” are used in the present document, the longer forms “user profile user” and “user profile administrator” are used in this clause in order to make it clear that in the TISPAN context, those roles address the use/management of user profiles as described in the present document. It does not address any other profiles used in the TISPAN context. 

This clause is related to the clause X, which explains identity management and the managment of granting access rights.
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Principles

The following principles apply:

· The user profile administrator shall be able to manage any information, preferences and rules a TISPAN service user can manage.

· The ability to use and manage services by means of the user profile system shall not permit TISPAN users and subscribers to have greater rights than they would have without the use of the user profile system. 
· Thus, if the entity managing information, preferences and rules related to TISPAN services is required to be a service subscriber, then the user profile administrators shall be able to perform that management only if they are also service subscribers.
In other words, a user profile administrator shall not  be able to use the user profile system to perform functions assigned to a service subscriber (rather than to a user) unless the user profile administrator is also the subscriber to that service. 
For example, a parent may act as a profile administrator for a child (maybe an older child), but the parent will not be permitted, without having been granted explicit rights, to perform profile administrative functions that relate to a service for which the child is also the subscriber. For parts of the profile that relate to this service, the child would have full administrative rights.
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Roles

According to what is described in the previous clause, there are two different cases (Table 1). In the first case, the user profile administrator and the user profile user are both users (TISPAN role), in the second case the user profile administrator is a subscriber (TISPAN role).
	user profile role
	case 1
(TISPAN role)
	case 2 (TISPAN role)

	user profile administrator
	user
	subscriber

	user profile user
	user
	user


Table 1 User profile roles

NOTE: Whenever user profile administrators are also subscribers, they are called “user profile administrator who is a subscriber".
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Figure 2 User Profile roles and relationships mapped to TISPAN roles
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Involved Use Cases

Figure 3 illustrates user profile use cases related to management of user profiles as an extension of some existing TISPAN Subscription Management (SuM) use cases [TISPAN g]. 
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Figure 3 User profile use cases as an extension of the SuM use cases; the left side of the diagram represents existing TISPAN roles and use cases; the right side represents user profile roles and use cases.
NOTE: In the figure above the term “customized” is used, which is the TISPAN terminology meaning the same as “personalized” in the present document.
In the figure 2, “power manage user profiles ” use case extends the “Manage User Profiles” use case and adds the ability to manage features which can be managed only by a user profile administrator who is also a service subscriber.

In the context of NGN services [TISPAN g], a user profile user can:

· Manage user customized and activated services: according to [TISPAN g] this use case "refers to the management of the services that are assigned to the user by activating them or not, and customizing them or not according to the rights given by the subscriber. This use-case is part of the "manage its assigned services" use-case"
NOTE: "customized" is the TISPAN terminology equivalent to “personalized” in the present document.

In the context of NGN services [TISPAN g], a user profile administrator can 

· Manage user profiles: "Refers to the management of user profiles assigned to the user, by defining profile data, and defining user profile activation and deactivation criteria. The "Manage user profiles" use case allows automatic personalization and activation of services based on the preferences, information and rules in a user profile that has been defined by the user profile administrator. This use-case extends the "Manage user customized and activated services" use-case. "

In the context of NGN services [TISPAN g], in addition to "Manage user profiles", a user profile administrator who is a subscriber can:

· Manage user: According to [TISPAN g] this use case “concerns the management of the users associated to a subscriber. This use-case includes the use-cases related to the management of the services assigned by the subscriber to its users.”
· Manage user assigned services: According to [TISPAN g], this use case “refers to the management of the services that are assigned by a subscriber to a given user, and is part of the manage users use-case. This consists in the assignment, and the association of specific rights (e.g. activation/deactivation, customization, etc.) of some or all of the subscribed services to the user.” 
The additional capabilities for a subscriber user profile administrator are reported in the "user profile power manage user profile" use case, extending the “Manage user profiles” use case.
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Architectural overview
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Introduction
The UPM system (Figure 4) consists of five functional entities:

· Storage Agent

· Processing Agent

· Activation Agent

· User Interface Agent
· Context Watcher
These functional entities are further described in the following sub-clauses.
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Figure 4: Overview of the Profile Agent components and interfaces
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User Interface agent

The purpose of the User Interface agent (UI agent) is to provide the interface to the end-user for viewing and editing and controlling the activation of their profiles. This includes:
· Ensure that only legitimate end users (in their role of UPM users or UPM administrator) have access to the appropriate UPM system functionalities.
· Select info to display to the user.
· Allow users to edit their profiles (normal profile and situation profiles).
· Allow preferences related to UPM system itself to be edited.
· Adapt system model to user view (e.g. displaying, editing, providing notifications) and vice versa.
· Provide end users with different degree of flexibility in managing their profiles, by enabling or disabling access to some functionalities.
· Allow UPM users to manually activate and deactivate situation profiles.
 AUTONUMLGL  \* Arabic \e 
Processing agent

The purpose of the profile processing agent is to process profile and context data and initiate achievement of the behaviour encoded in the profile rules. The profile processing agent is responsible for ensuring that all the operations required by the profile rules are carried out. 
The profile processing agent implements an evaluation engine functionality, used to: 

· determine which  situation profile will be automatically activated/deactivated, see clause 11.6  on “Automatic activation/deactivation of profiles”
· solve conflicts

· check consistency and provide feedback to the profile administrator when defining new profiles or modifying existing ones.

The processing agent normally subscribes to the context watcher for changes in the values of state variables for processing the automatic activation/deactivation of profiles. 
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Activation agent
The profile activation agent is responsible for taking the changes identified by the processing agent and applying those changes to the relevant services and devices. It is also responsible for informing the processing agent and thus initiating a recovery procedure if the activation is not successfully achieved. 
Two different modes of activation are possible:
 
· in push mode, the activation agent initiates an interaction that concludes with a notification of the profile data to the corresponding services or devices. 
· in pull mode, the service or device initiates the interaction by retrieving the profile data from a target repository in which the activation agent has previously stored it.

The activation agent may act as a client for the “Shared distributed storage”.
 AUTONUMLGL  \* Arabic \e 
Context watcher

The context watcher is initially used by the processing agent to discover which profile information and preferences are available to the user profile system and the range of values allowed for those information and preferences. It also informs the processing agent about which context information can be used to define context variables and is responsible for keeping the correct mapping between this information and each context source.

The context watcher may obtain context information from context sources by using either a subscription mechanism or a query mechanism. 
The context watcher is also involved in automatic activation and deactivation of situation profiles. As soon as it detects a change in at least one state variable, the context watcher notifies the processing agent which may initiate the automatic activation procedure (unless the profile system is in “manual mode”, see clause XXX).

The context watcher may act as a client for the “Shared distributed storage”.

 AUTONUMLGL  \* Arabic \e 
Storage agent

The storage agent is responsible for answering any query by the profile processing agent by storing and retrieving situation profiles, rules, templates and any other metadata defined in the UPM system. It ensures that user profile data are kept consistent by exploiting synchronization and transaction integrity mechanisms. It ensures the requested levels of privacy required by the UPM system users and administrators by exploiting data access control mechanisms. The storage agent may act as a client for the “Shared distributed storage” .
 AUTONUMLGL  \* Arabic \e 
Shared distributed storage
In a typical profile management scenario, there are multiple profile storage locations. Many of these locations will not store the total profile but only components that apply to a device, an application, a network function or service. Different locations may have different persistence and priority levels. Although the user profile data is distributed amongst devices, applications and services, ideally, all profile data should always be available, over all networks, from all supported devices and services, including fixed and mobile services allowing service continuity (e.g. IPTV services using “bookmarks”) and optimal user experience.
The purpose of the Shared distributed storage is to guarantee a uniform view of profile data by providing an abstraction of the profile data independent from:
· the physical location where they reside;
· the different data formats in which they are expressed;
·  the different protocols used to retrieve them;
and keeping a mapping to the locations where such data can be found.
 AUTONUMLGL  \* Arabic \e 
Data management

Data management should present the following functions (based on [3GPP h]):

· Data transformation and presentation: This function ensures the maintenance of data independence from physical locations where they reside, the different data formats in which they are expressed and the different protocols with which they are accessed. This function supports the semantic interoperability as described in clause XXX on “Semantic interoperability”.
· Concurrency Control: This function prevents clashes between database operations and ensures that concurrent action coming from multiple network functions and (enterprise) applications do not lead to inconsistencies in the database.

· Transaction Processing: enforce the ACID (Atomicity, Consistency, Isolation, Durability) properties on a set of database operations, which have been collected into a single transaction:

· Atomicity: whenever a set of database operation has been collected into a single transaction, this transaction will only be committed if and only if all operations have been carried out successfully.

· Consistency: At the begin and at the commit of a transaction (or after the roll back) the data within the database have to be consistent.

· Isolation: network functions and enterprise applications seemingly run one at a time but their transactions are protected by either locking mechanisms or database versioning.

· Durability: A committed transaction has to survive failures
· Backup and Restore and Integrity: provide mechanisms and strategies for backup and restore;.enforce integrity rules
· Post Update Trigger Handling: this function allows subscription to one or more given data entities and the receipt of notifications every time that data entity is updated.
 AUTONUMLGL  \* Arabic \e 
Adapting entities
3GPP [3GPP h] have defined adapting entities to cope with the following situations:
· More than one application uses the same data entity, each needing a different representation.

EXAMPLE:
Language sensitive representation of values (e.g. red, rouge, rot), different representation of values (1, one, I).

· Support of legacy applications;
 Applications involved in network supporting services have especially stringent real-time constraints. Adapting entities have to fulfil their real-time requirements.
 AUTONUMLGL  \* Arabic \e 
Access Control
Control of access to information is used to prevent unauthorized detection disclosure or modification of information.

The Basic Access Control Model [ITU-T a] should be supported. In this model, the following entities are defined (based on [3GPP h]):
· the entity of the data model being accessed - protected item; a protected item is an element of the data model to which access can be separately controlled. Basic Access Control also provides the means to define collections of related items (e.g. attributes in an entry, all attribute values of a given attribute) in order to specify a common protection for them
· the user requesting the operation - requestor

· a particular right necessary to complete part of the operation - permission

· one or more operational attributes that collectively contain the security policy governing access to that item - ACIs (Access Control Items)

 AUTONUMLGL  \* Arabic \e 
Mapping to networks and devices

 AUTONUMLGL  \* Arabic \e 
Introduction

The user profile system defines a functional architectural framework supporting the personalization and user profile management concepts described in EG 202 325 [HF a]. In order to make this profile system operable with a range of services networks and devices in a seamless way, it is necessary to be able to include it into the standardized network architecture as described in the following sub-clauses.
 AUTONUMLGL  \* Arabic \e 
TISPAN 

 AUTONUMLGL  \* Arabic \e 
Common Profile Storage (CPS) in a TISPAN NGN architecture

The Shared distributed storage can be implemented in a TISPAN NGN architecture. When the architecture is implemented in distributed systems, the storage agent, the activation agent and the context watcher do not interface directly to network functions/services, applications and devices, but use external functional entities, hereafter referred to as Common Profile Storage (CPS), to perform such a task. CPS is not an object of this specification. The definition of a CPS function for NGN is provided in [3GPP h] and implements the principles described in clause 9.4.7 on “Shared distributed storage”. 
Editor’s comment: still to clarify the relationship between the CPS and the GUP server/UDAF. Many (but not all) capabilities are common.
 AUTONUMLGL  \* Arabic \e 
Mapping to 3GPP Generic User Profile (GUP) Release 8 architecture 
Functional entity include:

Generic User Profile (GUP) Server: the GUP Server (GUPS) is a functional entity providing a single point of access to the Generic User Profile data of a particular subscriber. The GUPS includes the following main functionalities [3GPP b]:
· Single point of access for reading and managing generic user profile data of a particular subscriber.

· Location of Profile Components
· Authentication of profile requests
· Authorization of profile requests

· Synchronization of Profile Components.
In proxy mode, the application (named GUP Requestor, GUP R) requests user related data located in the GUP Data Repositories from the GUPS. After taking care of needed actions specified for the GUP S (and depending on the type of the request) the GUPS makes requests to the corresponding GUP Data Repositories and receives responses from them. Finally the GUPR gets a response to the original request from the GUPS. Depending on the type of the request also possible subsequent responses are delivered through the GUPS.
In redirect mode the GUPR requests user related data located in the GUP Data Repositories from the GUPS. After taking care of needed actions specified for the GUPS (and depending on the type of the request) the GUPS returns to the requestor the information (e.g. address of GUP Data Repository(s)) to allow the GUPR to request the information from the GUP Data Repositories. The GUPR then directly requests the information from the GUP Data Repositories.
The Repository Access Function (RAF): it realizes the harmonized access interface. It hides the implementation details of the data repositories from the GUP infrastructure. The RAF performs protocol and data transformation where needed.
GUP Data Repository: Each GUP Data Repository stores the primary master copy of one or several profile components. The RAF provides for the standardized access to the GUP Data Repository. The storage formats or the interface between the RAF and GUP Data Repository are not specified by GUP.

[image: image5]
Reference points include:

Rg: this reference point shall allow applications to create, read, modify and delete any user profile data using the harmonized access interface. The GUPS locates the data repositories responsible of the storage of the requested profile component(s) and in case of proxy mode carries out the requested operation on the data. In the redirect mode, the GUPS returns the locations of the GUP Data Repositories and the application can then send the requested operations via reference point Rp directly to the corresponding GUP Data Repositories. The reference point Rg carries user related data, and therefore shall be protected by security mechanisms.
Rp: this reference point shall allow the GUPS or GUPR, excluding external applications (e.g. located in a third party application or in the UE), to create, read, modify and delete user profile data using the harmonized access interface. Rp is an intra-operator reference point. External applications and third party GUP Data Repositories shall be connected to the GUPS only using the Rg reference point. The reference point Rp carries user related data, and therefore shall be protected by security mechanisms.
A more detailed view exploiting the NGN User Data Access (UDAF) as defined in [TISPAN r] is hereafter reported.

[image: image6]
Figure 5  Mapping UPM architecture into TISPAN NGN
Functional entities include:
· NGN User Data Access (NGN UDAF): The NGN UDAF knows the location and gives access to user data. An instance of it can be either GUP server if data federalization approach is selected, known NGN application, or other legacy solutions

· NGN Application User Data Function (NGN App UDF): NGN App user data function is responsible for handling NGN application and user data. NGN App UDF allows integration of application data across NGN applications either using 3GPP data federalization GUP, known NGN application, e.g. UPSF, or other legacy solution

· IPTV User Data Function (IPTV UDF): a specialization of NGN App UDP for IPTV profiles.
· Reference points include:

· Ug, access to federalized NGN data: Ug provides common access among application to profile data models and data components that are common across applications. It is used by IPTV applications and by "converged" applications (e.g. communicational features on TV, mobile session handover) to access federalized data from service level subsystems
· Sh: The use of Sh reference point conforms to [TISPAN s]. An AS function may choose to use the repository function of the UPSF for hosting service-level user data, as transparent data.
 AUTONUMLGL  \* Arabic \e 
Universal Communication Identifier

The UCI concept [UCI d], [UCI b] has evolved from a period when a user had many identitifiers, covering many services but where each identifier was restricted to a single service, to the concepts now being developed in NGN where a single identifier, either a SIP URI or a Telephone number (E.164 [9] 
or tel-url), can be associated with many services. The UCI model was therefore a development based on the user-control of calls and sessions being separated from the network-provision of calls and sessions.
UCI offers a framework to allow user interaction with current and future user to user communications. Architecturally

UCI consists of two primary elements:
· Personal User Agent (PUA); and

· Service Agent (SA).
The various entities provided by the NGN, as already defined, are able to deliver a majority of the functionality that was specified in the UCI abstract architecture described in the earlier work on UCI (i.e. the Personal User Agent (PUA) and the Service Agent (SA) [UCI c] functionality). The UCI architecture very broadly maps the Service Agent (SA) to the tele-services of ISDN-era telephony which of themselves map into the IMS/PES/PSS domains of the NGN. The Personal User Agent (PUA) maps largely into the application services plane of NGN.
The analysis of the use cases specified in [UCI c] has led to the mapping of the UCI functional entities to NGN functional entities. Mapping the PUA reference points to NGN interfaces and/or internal reference points depends on its placement inside or outside the NGN environment as identified in [UCI c].  Three scenarios have been identified:
· PUA is placed outside the NGN;
· PUA is placed inside the NGN as a new component;
· PUA is placed inside the NGN and is using the existing components. In this scenatio, PUA represents a combination of UPSF, ASF, CSCF and NGN Presence Server.

The UPM to UCI architecture mapping is depicted in the following Figure which maps the Profile Agent components defined in clause 9.4 of the present document to the PUA logical functional entities that were shown in Figure 10 of [UCI .c].
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Figure 4  Mapping the user profile architecture to UCI
 functional entities
In [UCI c] it was identified that the PUA performed the control of communication sessions and extracted UCIs in SIP headers by inspection and modification of SIP headers of communication setup dialogs in which UCIs are used. To perform this function in an NGN requires Back-to-Back User Agent functionality (as identified in Annex A.3 of [UCI c]) and will, in TISPAN NGN map to the Call Session Control Function (CSCF). Thus the Activation agent and Context Watcher functionality in the lower two rectangular boxes in Figure 4 of the present document involve interaction with the CSCF(s) associated with the UCI user.
Editor’s note: The only difference with other mappings is that the dialogue with other FEs, notably with the CSCFs, is direct and not mediated through a data layer. However, this is not an issue, as even in that case, “redirect mode” could be used to speedup performances (esp. when the PUA needs to rewrite SIP headers taking into account information from the address book)

Functional entities include:

Personal User Agent (PUA): PUA is a functional entity that actes on behalf of the user within the communications 
network to manage communications based on user controlled preferences. The PUA is in a position to 'police' 
inbound communication and direct it to the device or media selected by the user based on user defined criteria.
Reference points include:


Uu:  Uu is a reference point allowing the UCI user to access the PUA.
NOTE:

It should be noted that the mapping depicted in Figure 4 applies regardless of UCI placement with respect to the NGN 
environment, i.e., the scenarios introduced earlier in this sub-clause.
 AUTONUMLGL  \* Arabic \e 
Customer Premise Network 
In a customer premises network (CPN) there are End Devices used by end user, Network Devices to support the CPN infrastructure (both of them grouped as Customer Network Device, CND [TISPAN q]) and Gateway Devices (CNG)  [TISPAN p] to connect the Customer Premises Network to the NGN are present.
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Figure 6 Mapping UPM architecture into CPN
 AUTONUMLGL  \* Arabic \e 
Configuration and Management Function (CMF)
The CND-CMF entity shall enable the configuration of CND based on data obtained from the CNGCF. The CNG-CMF (in CNG) should be able particularly to store configuration information dedicated to several CNDs, after sending only one request to the CNGCF. As soon as one CND is connected, the CNG-CMF should be able to deliver configuration parameters to it is CND-CMF. 
The CND-CMF shall enable the CND configuration and firmware upgrade. The CND-CMF should allow device maintenance from the NGN network, through the CNG-CMF, with the opportunity to do diagnostic and performance tests too. 
Alternatively, the CND-CMF can be directly accessed by the CNGCF without the CNG mediation. 
 AUTONUMLGL  \* Arabic \e 
Plug and Play Function (PPF)
The CNG-PPF in the CNG may obtain device information (service discovery, description) and allow their control from the CND-PPF. Particularly, the CNG-PPF entity may allow a communication between many types of Customer Device within the CPN, based UPnP for instance.
 AUTONUMLGL  \* Arabic \e 
Reference points
e3:
This reference point is based in [TISPAN t]. The e3 reference point is defined between the CNG-CMF and the CNGCF and should be extended also between the CNG-CMF and the CND for configuration purposes. Through a remote management protocol it is possible to support a variety of functionalities to manage a collection of user equipment (CNG/CNDs), including the following capabilities:

· auto-configuration and service provisioning

· software/firmware management

· status and performance monitoring

· diagnostics.

The e3 implementation between the CNG-CMF and the CNGCF is mandatory (in coherence with WG2 specifications), whereas the e3 implementation between the CNG-CMF and the CND-CMF is recommended, as e3' should be an alternative.
e3':
The e3' reference point is defined between the CND and the CNG-CMF. The CNG-CMF may provide the CND with parameters that are pre-configured in the CNGCF and sent to the CNG through the e3 reference point or, as an alternative, directly defined by the user. The CNG-CMF also configures the CNG, using information received from the CNGCF or supplied by the user himself.
u: 
The u reference point gives the possibility to one or several authorized users to access to the CNG configuration, through the CNG-UIF. The liaison should be as secure as possible (using HTTPs for instance). This reference point is recommended.

C:
The C reference point is defined between the CNG-PPF and the CND-PPF. 
It provides some CND information (service discovery, description) to the CNG and allow its control.  
Also, a communication between many types of Customer Network Device within the CPN may be established through the C reference point, using UPnP for instance. This reference point is optional.
 AUTONUMLGL  \* Arabic \e 
End User Equipment
In addition to the FE described in clause XXX, the following FE and RP are defined:
· Self Configuration Function (CND-SP: Customer Network Device Self Provisioning in the picture): it implements the Ut reference point.
· The Ut reference point enables the access to an Application Sever to support the user in configuration updates related to services.


[image: image9]
Figure 7 UPM implemented in UE
 AUTONUMLGL  \* Arabic \e 
Data model
Open issues on data model and system image (e.g. show a flat structure, a tree structure, but have a data model that is organized as a graph).
Editor’s Note: We should not repeat what is in clause 5 (or elsewhere), rather refer to other clauses. This clause is only intended to clarify the data mode such as a UML diagram.
 AUTONUMLGL  \* Arabic \e 
Procedures
Editor’s note: Input for the more procedure clauses:

· POST UPDATE TRIGGER capability: As soon as the creation, deletion or modification of a data model item common to two or more network functions has been carried out by the end-user database, a triggering mechanism should be able to inform any network function which has subscribed to information on changes t (post Update Trigger aka “Notification”) Content: Name of the data entity, old value, new value [3GPP h]
· Access from multiple applications: Once the common data model would – theoretically – be accessible to all database users, one has to take care that only authenticated and authorized users manipulate certain data entities. In all diagrams, have a check of access rights.
· Moving a profile to another profile provider . -
Unique identification of profile elements (e.g. do we need to change prefix to the UID when changing profile provider?)

 AUTONUMLGL  \* Arabic \e 
Profile creation/update
Editor’s note: Issues to be still considered:

· Processing the profile data

· Distribution of data and Synchronization (e.g.  when being offline and going online).

· Backup of user data

· Range for profile data: at creation time, the Processing Agent may query the Context Watcher to check if the user specified preference/setting fits the correct range... And it is also possible for the user to populate the normal profile with values in a device the user has since a while as it is likely that the user has already set some preferences in that device.
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Figure 8: Sequence diagram for the creation or update of a new situation profile
NOTE: In figure 6, the term template is used to refer to something that has been explicitly designated as a template or it could be an existing profile. 

A template or an existing profile can be used as the starting point for creation of  a new profile. This is a creation process. 

An existing profile can be used as the starting point for a new version of  the existing profile. This is a update process. 

In the following description, the profile administrator is referred to although it is profile administrator’s user equipment which is involved,

The following steps in the sequence diagram illustrates the creation/update of a profile/template:

5) The profile administrator, through its user equipment, notifies the UI Agent about the intent to create/update a profile/template and requires a list of profiles/templates.

6) The UI Agent asks the Storage Agent for a list of profiles/templates.

7) The Storage Agent retrieves a list of profiles/templates from the database and provides them to the UI Agent.

8) The UI Agent provides the list of profiles/templates to the user equipment.
9) The profile administrator selects a profile/template from the list of profiles/templates.
10) The UI Agent asks the Storage Agent for a profile/template.

11) The Storage Agent retrieves a profile/template from the database and provides it to the UI Agent.

12) The UI Agent provides the profile/template to the user equipment.
13) The profile administrator edits 
the profile/template.
14) The profile administrator submits the profile/template.

15) The UI agent informs the Processing agent about the profile/template.

16) The Processing Agent checks if there are any predictable conflicts in data (further details on “conflict avoidance/resolution” is available in clause X).
17) The Processing Agent tries to solve the detected potential conflicts (further details on “conflict avoidance/resolution” is available in clause X).
18) The Processing Agent reports unresolved conflicts (if any) to the UI Agent.

19) The UI Agent informs the profile administrator about the detected potential conflicts and asks how they should be resolved.

NOTE 1
Steps 12 to 15 are repeated till one of the following conditions is true:

· There are no more identified potential conflicts.

· The profile administrator has aborted the update/creation procedure
NOTE 2
If asked to solve conflict, the profile administrator might solve the conflict by altering another existing profile/template rather than changing the profile/template currently being created/edited.
20) The UI Agent provides the profile/template to the Storage Agent so that the profile/template can be stored.
21) The Storage Agent provides feedback to the UI Agent on whether the profile/template was successfully stored.

22) The UI Agent provides feedback to the user equipment on whether the profile/template was successfully stored.

All of the above can be referred to as explicit personalization, as the administrator is actively involved in making the changes. Implicit personalization is where the system updates the profile (also called adaptive personalization). The system shall only make implicit personalization if  the users’ preference regarding implicit personalization, permits implicit personalization (see this preference in the ES
). The method for performing adaptive personalization is outside the scope of the present document.
 AUTONUMLGL  \* Arabic \e 
Conflict resolution/avoidance

[sequence diagrams will be based on what described]
 AUTONUMLGL  \* Arabic \e 
Priorities for avoiding conflicts 

Potential conflicts may appear when two (or more) profiles are trying to set the same profile data in the active profile, to different values. The system needs to determine which of these alternative values shall be applied in the active profile. In order to avoid conflicts, priorities will be assigned to situation profiles, and to individual profile data. Different priorities can be assigned to profile data within the same profile. If there is an attempt to set two (or more) different values for an item of profile data, then the profile data that has the highest priority is set in the active profile. 
Each profile data in the NORMAL profile is assigned the priority ”0”. Priority “0” cannot be assigned to other situation profiles. This ensures that the setting in all situation profiles will override the equivalent profile data in the NORMAL profile. Priorities can be defined by the profile administrator. General situation profiles will be assigned priorities in the range 1 to 5 (decimal values). We expect eHealth profiles to be allocated higher priorities than non-eHealth profiles. The highest priority is reserved for Emergency profiles.

It is advisable that profile providers should assist users in defining priorities to avoid potential conflicts.

PLACEHOLDER to have somewhere else: In any profile: Add an “undefined” value that can be in any profile (Normal profile or situation profile). Example, when leaving the meeting room, then the Beamer preference would in the Normal profile (or Work profile) have an “undefined” value, and nothing is done. The device should set itself to a value which is suitable (e.g. a default value or a value in another person’s profile) when a user profile is no longer active.
 AUTONUMLGL  \* Arabic \e 
Avoiding conflicts by using templates
Potential conflicts (when two or more profiles are trying to set the same profile data, with the same priority, to different values), may be resolved by the use of a well designed set of pre-defined profile templates that assign priorities to preferences in a way that eliminates conflicts for most probable combinations of profiles that would be likely to occur. 

It would be expected that if profile administrators create their profiles by utilising a “creation wizard”, the wizard would make use of such a coherent set of templates and would thus create an initial profile setup where conflicts are eliminated or confined to extremely unlikely combinations of profiles.

If administrators create their own profiles without using the templates, or if they amend the priorities of profile data in profiles that are created from these templates, then they may introduce future potential conflicts. This may also occur whenever the chosen combination of templates is not consistent.

 AUTONUMLGL  \* Arabic \e 
Conflict resolution/avoidance methods

 AUTONUMLGL  \* Arabic \e 
Method 1

The following method is suitable for use at profile creation time. This method consists of identifying possible conflicts whenever a new profile is created or an existing profile is updated. 

When a new profile is created or an existing profile is updated then:

1) the system identifies profile data which may create potential conflicts. That is, for each profile data, the system can list the SITUATION PROFILEs which address the same profile data.

2) assisted by the system, the profile administrator can be asked to rank those profiles/profile data according to the specific situations in which they are activated. 

The above processes should almost eliminate the risks of conflicts occurring during normal operation of a user’s profile. 

However, this ranking procedure is only recommended for use at profile creation time in order to avoid disturbing the person when a conflict arises in an inappropriate situation (e.g. when the person is busy or using a device which is not convenient for managing profiles).

 AUTONUMLGL  \* Arabic \e 
Method 2
The following method is suitable for use during normal operation as well as during profile creation. This method consists of explicitly asking users to make a choice about which is the preferred value in a given situation. The choice is then recorded and permanently associated to that situation. 
 AUTONUMLGL  \* Arabic \e 
Comparing conflict resolution methods
Potential conflicts are often best resolved when the user has time to deal with them and ideally with a sufficiently large screen (rather than being asked in any situation). It is therefore recommended to avoid future potential conflicts by assigning priorities at creation time.

Conflict resolution method 1 is suitable for use at profile creation time. Method 2 is suitable for use during profile creation (conflict avoidance) and during normal usage (conflict resolution). However, the user may not wish to deal with any conflict resolution during normal usage of their devices and services. In that case, a conflict resolution process that does not require user intervention can be chosen, as explained in clause 11.6.5.5 on “Conflict resolution without user involvement”.

 AUTONUMLGL  \* Arabic \e 
User choices of handling conflicts at run-time

When a conflict is detected at run-time, there are alternative ways to handle it. The user may be asked to choose among different options affecting the value of the profile data. The conflict may occur in a situation when the user might be busy or when they using a device that does not make it easy (or not) to handle such conflicts. 

The degree of involvement of the user in the resolution of the conflict would be decided during initial set-up of the user profile management system and could subsequently be amended by the user at a later date. Typical options for such a rule, as expressed to the user, are:

·  “When the conflict occurs, ask me”; 

· “At a later stage, when I am not busy, ask me”;

· “Don’t care, keep the current value without changing it”.

 AUTONUMLGL  \* Arabic \e 
Conflict resolution without user involvement

If users do not wish to be involved in actively handling profile conflicts, then an alternative automatic resolution process should be provided to ensure that a resolution is made. The system needs to record the time when each context variable was last activated. Then, when the active profile is re-evaluated, the preference from the profile related to the last activated context variable can be chosen.

 AUTONUMLGL  \* Arabic \e 
Profile deletion
[sequence diagram/description to be provided]
[deletion should be confirmed by the user!]
 AUTONUMLGL  \* Arabic \e  
Automatic activation/deactivation of profiles
 AUTONUMLGL  \* Arabic \e 
Introduction

In order to set the values automatically in the active profile (see clause 4.6.4 on “Active profile”) dependent on situations and the corresponding profiles, the UPM system manages states and transitions which are computed according to the values of context variables. 

Context variables are used by the Profile Processing Agent for calculating how to deal with the activation of the relevant preferences which are defined in situation profiles. The Context variables can have a value of “True” or “False”. Context variables (CV) can be variables that are set on different conditions and are related to a corresponding profile,  such as:

· CV_At_Work (for activating the situation profile “At_Work), 

· CV_At_Home (for activating the situation profile “At_Home), 

· CV_In_Meeting (for activating the situation profile “In_Meeting), 
· CV_Noisy (for activating the situation profile “Noisy).
Context variables are set by the “Context Watcher”, which processes context information from a range of sources. The context information can relate to a range of events such as GPS coordinates, microphone detecting volumes, sensors,
Example of a rule used to set the State Variable CV_At_Home is:
EXAMPLE:
CV_At_Home:= (location==GPS.pos.home) OR (WiFi_SSID=="myHomeWiFi")
A state is dynamically computed (“on the fly”) based on values of state variables. The Context Watcher, evaluates state variables. 

NOTE: there is an automatic mode and a manual mode (see clause XXX). This clause explains the automatic mode.
 AUTONUMLGL  \* Arabic \e 
Context variables and situations
Context variables are Boolean expressions used by the profile Processing Agent to automatically calculate which situation profiles have to be activated and which ones should be deactivated, unless explicit manual activation or deactivation is done by the user. Each context variable involves the evaluation of a set of Boolean conditions involving values coming from different context information sources. A set of context variables is associated to each user. Context variables can be named by the profile administrator (possibly based on a template). When a context variable changes value to True or False, then the Processing Agent will evaluate the situation. It will:
23) Check which states variables have the value True and retrieve the corresponding situation profiles.
24) For each of the preferences addressed in these situation profiles and in the Normal profile, choose the value with the highest priority and insert it in a resulting profile. If a conflict appears, then a conflict resolution is done (see clause XXX). 
25) Pass on the resulting profile to the Activation Agent, which ensures that the relevant values are changed in the services and devices. The Activation Agent will compare the resulting profile with the active profile, and only change those values in the active profile which are different.
26) The Active profile is set to the resulting profile.
 AUTONUMLGL  \* Arabic \e 
Method for capturing and  utilizing the results of a resolution process
When a conflict resolution involving situation_profile_A and situation_profile_B (or more situation profiles) is triggered, and a resolution process has been completed, the result of the resolution process should be stored in a new situation profile (named situation_profile_A&B). Situation_profile_A&B should have a priority that is higher than either situation_profile_A or situation_profile_B. The Boolean expression corresponding to when State Variable for situation_profile_A&B to be “True” is “CV_A=True AND CV_B=True”.

The following state variables apply;

· CV_Noisy:=place_noisy (e.g. evaluated to True when a microphone identifies that the sound is over a certain threshold)

· CV_Meeting:=attending_a_meeting (e.g. evaluated to True when a an electronic agenda has identified that a meeting is taking place or a RFID in the meeting room is recognized).
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Figure X Activation of profiles
The transitions shown in the Figure 1 show the values of the context variables becoming True or False. Depending on which context variables are True, the system will make a transition to the relevant state and the corresponding profile(s) will be active. This will result in the following: 

1)
Normal profile active

2)
situation profile Meeting is active

3)
situation profile Noisy active’

4a)
 situation profile Meeting and situation profile Noisy active

4b)
 “situation profile Meeting and situation profile Noisy” and situation profile Meeting&Noisy active

NOTE : 
4b) is showing that the two situation profiles Meeting and Noisy are active and also an situation profile containing the conflict resolution value (e.g. volume is off when being in a noisy situation at a meeting).

METHOD FOR CAPTURING AND UTILIZING THE RESULTS OF A RESOLUTION PROCESS 

When a conflict resolution involving situation_profile_A and situation_profile_B (or more situation_profiles) is triggered, and a resolution process has been completed, the result of the resolution process should be stored in a new situation profile (named situation_profile_A&B). Situation_profile_A&B should have a priority that is higher than either situation_profile_A or situation_profile_B. The Boolean expression corresponding to when State Variable for situation profile_A&B to be “True” is “situation_profile_A=True AND situation_profile_B=True”.

Editor’s note: check how the sequence diagram below fits with the updated text in this clause.
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Figure 10 Automatic activation

 AUTONUMLGL  \* Arabic \e  
Handling of rules in a profile

Clarification: sometimes the Processing agent can understand and handle the rule, some other it passes the rule to another FE responsible for actual handling (e.g. if there exists already such an entity like in the case of call diversion)..
 AUTONUMLGL  \* Arabic \e  
Manual activation and deactivation

 AUTONUMLGL  \* Arabic \e  
Automatic or manual mode

As an alternative to the automatic activation/deactivation, the user should be given the opportunity to manually control which situation dependent profile should be active,  without having the system keep activating other situation dependent profiles.  Therefore, two modes are introduced: Manual mode and Automatic mode. In an automatic mode, the situation dependent profiles are activated automatically according to the values of state variables (as described in clause X). The user can also decide to enter a manual mode, which means that the user manually activates and/or deactivates situation dependent profiles.  

The Context Watcher is always active, so while being in an automatic mode, the Context Watcher continues receiving events, and sets state variables to True or False depending on events received.  This is to ensure that whenever the user decides to finish the manual mode and switch to an automatic mode, the state variables have values which will be used to immediately activate the appropriate situation dependent profile(s).  In order to ensure this functionality, there are special state variables for manual activation and manual deactivation, as described in the following sub-clauses.

 AUTONUMLGL  \* Arabic \e  
Preferences 
for handling manual activation 
The user can choose their preference among three alternatives for handling deactivation of manually activated situation dependent profiles, and their corresponding state variable:

27) only manual deactivation of the situation dependent profile is done;
28) automatic deactivation after user confirmation;
29) automatic deactivation without user confirmation.
Consequently, the same principle applies for handling activation of manually deactivated situation profiles, as described in clause X on “Manual activation”.
Guideline: A mechanism for informing users that their system is in manual mode (e.g. by displaying an icon) should be provided.

 AUTONUMLGL  \* Arabic \e 
 Manual activation
The user can manually activate or deactivate a situation through the UI Agent, given that they have access rights to do so. In some cases, only the profile administrator may be allowed to activate/deactivate an situation profile. The profile administrator can set access rights to the user whether or not they can activate/deactivate situation profiles. In this sub-section it is assumed that the access rights allow manual activation/deactivation of profiles. However, the user can change those profile data outside the UPM system, directly in the device or service irrespective of the state of manual or automatic activation.

Editor’s NOTE: we need to check everywhere where relevant, that access rights are checked and allowing any action. This needs to be done in our texts and sequence diagrams (or a note stating that this is not illustrated, but assumed and explain where it would take place).
If a situation profile has been manually deactivated, then it should not be automatically activated. Vice versa, if a SDP has been manually activated, then it should not be automatically deactivated. Therefore, M_Activation and M_Deactivation (MAD variables) have been introduced to let the system recognize whether an situation profile has been manually activated/deactivated. The MAD (Manually Activated/Deactivated) variables are two Boolean variables, M_Activation and M_Deactivation, which are associated to each context variable. MAD variables can be set by the user, provided that the user has the necessary access rights to do so.. 

The Processing Agent uses the following Boolean expression in order to activate the situation_profile S:

M_ActivationS OR (CV_S AND (NOT M_DeactivationS))
where CV_S is a context variable, M_Activation_S and M_Deactivation_S are corresponding MAD variables associated to CV_S..
Initially, all MAD variables are set to false, meaning that the Processing Agent shall use the automatic procedure (the system is thus in the automatic mode) defined in section V to handle the activation/deactivation of situation profiles. 

Note that if the M_deactivation variable is set to true for each situation profile, then the Processing Agent is totally inhibited to use the automatic activation mechanism, (the system is thus in the manual mode). In this case the activation of situation profile can only be done manually by the user, and the M_Activation_S variable will be set to True. 
[image: image13.jpg]Ul Agent +Processing Agent

+Storage Agent

*Activation Agent

1:activa

2 check manusl degdtivation

S

Isituation wi

felse]

4 emor

slmanualy desctivated]

5: manually actvate stustion
|5 menally activee situeion

T
|
|
|

4
|
|
|
|

{for eact

Jproceed wih activation






Figure 11 Manual activation
 AUTONUMLGL  \* Arabic \e  
Handling of conflicts at runtime
When a clash is detected at run-time, there are alternative ways to handle it. The user may be asked to choose among different options affecting the value of the preference. The clash may occur in a situation when the user might be busy (or not) and when the user might have a device which is easy (or not) to handle such conflicts. 

The degree of involvement of the user in the resolution of the conflict would be decided during initial set-up of the user profile management system and could subsequently be amended by the user at a later date. Typical options for such a rule, as expressed to the user, are:

· “When the clash occur, ask me”; 

· “Make the recommended change and ask me to confirm or modify this at a time  when I am not busy, ask me”;
 [sequence diagram/description to be provided]
 [FP: record frequent decisions so that no need to ask again on each time – “adaptive personalization”. 

NOTE: 
in order to record persistently the decision in the profile, the user should have admin privileges. Therefore, adaptive personalization is recommended only for those profile data for which the user has also administration rights]

 AUTONUMLGL  \* Arabic \e  
Non-UPM service interaction

 AUTONUMLGL  \* Arabic \e 
Context provisioning
Context information can relate to a range of events such as:

· GPS coordinates,

· swiping card through/close to reader (or NFC),

· microphone detecting volumes,

· fire alarms (or another event signalling an emergency situation),

· RFIDs,

· electronic sensors,

· logging in to system,

· time in an electronic agenda

The Context Watcher processes context information from a range of sources, including explicit user instructions. Two different modalities to get context information are provided. 

The first modality allows the Context Watcher to subscribe to a context source specifying which context information it is interested in. The subscription should be followed by a notification from the context source which confirms the subscription and inform the Context Watcher about the current initial value assigned to the subscribed context information. The Context Watcher is asynchrously notified about changes in the subscribed context information.
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In the second modality, the Context Watcher can explicitly query the context source to get information about a specific context information. 
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With dynamic context information, the subscription modality is preferred as it reduces the overhead due to polling. The polling modality should be used with sources which do not support subscription or when the information is seldom variable. 
[Use case to be added: initial context provisioning, where the processing agent discover the environment (networks services and functions, applications, devices) in which it operates. And it is also possible for the user to populate the normal profile with values in a device the user has since a while as it is likely that the user has already set some preferences in that device.]

 AUTONUMLGL  \* Arabic \e 
How events affect state variables
The Context Watcher should notify the Processing Agent as soon as it is informed by the related context sources.  The Processing Agent should use the received information to update the interested state variables and activate the related situation profile if needed (clause XXX).

 AUTONUMLGL  \* Arabic \e 
Profile Provisioning to external systems

 AUTONUMLGL  \* Arabic \e 
Push-profile approach

 [sequence diagram/description to be provided]
 AUTONUMLGL  \* Arabic \e 
Failure recovery

[sequence diagram/description to be provided]
 AUTONUMLGL  \* Arabic \e 
Pull-profile approach

[sequence diagram/description to be provided]
 AUTONUMLGL  \* Arabic \e 
Providing/Forwarding rules to external FEs

[sequence diagram/description to be provided]
 AUTONUMLGL  \* Arabic \e  
Logging

Profile agents keeps a log of the changes made to the profile. Logs may be also be available to end users who choose to use them. 
Profile administrators may indicate what logs they are interested in and the various events that may need to be tracked (e.g. the changes that users have made to their profiles). 
Certain logs (e.g. record of profile changes) may have certain restrictions such as the prevention of individual record deletion.

Logs can contain information such as:

· creation, update and deletion of profiles
· rules applied
· automatic activation and deactivation of profiles
· manual activation and deactivation of profiles
There could be View/Create/Set/Delete state variable functionalities. It is probably more likely that power users would use such things. This functionality could also be used when the system discovers that the user is frequently changing their situation dependent profiles manually and the system might "suspect" that the manual changes are due to an erroneous value of a State Variable (e.g. it has not changed its value to FALSE when a situation is not valid anymore). The system could have a dialogue guiding the user by proposing an change of a state variable (which could be done in a nice way, not mentioning the word state variable, as most non-technical users would probably not understand what it is). ( logs are useful in adaptive personalization.
There should be some agreement between the subscriber and the service provider defining how much logs can be collected in terms of time or Mbytes.
Log (derived from the recommendation in [HF 1] clause 14)
Goal a: Logs (or a filtered version of it) should be provided in a form suitable to be presented by any terminal .

Requirement x: The content of the log information presented would be subject to rules defined in each user's profile (e.g. the profile rules might specify that logs presented when the user is using a basic voice terminal should only list the last 5 log records). ( UI Agent
Requirement x: The profile agent should maintain a log of a core set of operations such as create, update and delete.

Requirement x: The log tool should be able to provide what the user desires to see logged (e.g. what objects, activities, or more complex combinations of these). (UI Agent
Requirement x: The user interpresentation of log data should be possible to be sorted in different orders (e.g. chronologically) . (UI Agent
Requirement x: Each log will have a minimum set of parameters that will be stored for each log record. Users should be given options to control how much additional details each log should contain.

Requirement x: The log system should provide users the option to control how logs should be displayed, including control of the sorting order (increasing/decreasing) of defined item such as date or service. Users could also be offered pre‑defined profile data suitable for different terminal capabilities, which they could subsequently modify.--> UI Agent
Requirement x: The log system should offer the users the control over the lifetime of log data. This control could be in terms of the age of the data or in terms of the overall storage space limits to be imposed upon the log data.
Requirement x: The user should be able to transfer the entire log or parts of a log record between the log tool and another tool or service.
 AUTONUMLGL  \* Arabic \e 
Security related…
[CLARIFY THE RELATIONSHIP BETWEEN CHAPTER 12 AND 13]
 AUTONUMLGL  \* Arabic \e 
Introduction
[…]
 AUTONUMLGL  \* Arabic \e 
Data sharing and confidentiality

· Profile extracts (e.g. health related information that could be made available in emergency situations). 

· Applying access rights to groups of profile data rather than individual profile data.
· Dealing with access rights
 AUTONUMLGL  \e 
Integrity of profile data

Where data is transferred between in the context of UPM the integrity of the transferred data should be assured. If the received data is required by an invoked service capability that service capability should be terminated if there is any doubt in the integrity of the received data. Failures in data integrity come in a number of forms: Modification (say changing a bank transaction from 100€ to 10€); Deletion (say deleting a back transaction); Insertion (say adding a bank transaction); and Replay (retransmitting a request to force the recipient to redo something).

NOTE:
Where the link is a single hop without an attacker having the potential to store, manipulate and forward the message cryptographic integrity facilities are unlikely to be productive.

· When <<service capability>> transmits <<data in a signal>> to a user the system shall provide that user the means to detect modification anomalies (FCO_IED.1).

· When <<service capability>> transmits <<data in a signal>> to a user the system shall provide that user the means to detect deletion anomalies (FCO_IED.1).

· When <<service capability>> transmits <<data in a signal>> to a user the system shall provide that user the means to detect insertion anomalies (FCO_IED.1).

· When <<service capability>> transmits <<data in a signal>> to a user the system shall provide that user the means to detect replay anomalies (FCO_IED.1).

NOTE:
Detection of integrity errors may be achieved by a number of schemes.
 AUTONUMLGL  \* Arabic \e 
Security considerations for UPM

 [SC: This was clause 12 and is offered pending modification when the mapping of functions to architecture is completed in phase 2]
 AUTONUMLGL  \* Arabic \e 
Introduction

The main aim of security is the reduction or elimination of unwanted incidents. In order to achieve this practical security involves understanding of risk sufficient to contain it, manage it and with care to eliminate it.

The detail design of security in the context of UPM (and user profiles in general) requires consideration of the security associations between objects, i.e. those relationships between objects that are open to attack and which are protected by the provisions of the architecture. Such associations exhibit a number of properties with respect to security and have to be considered in the overall design. Security associations are:

· Links that determine assurance

· Links that determine security functionality

A security association defines:

· Algorithms used for each security capability

· What security capabilities are available

· What keys are to be used

 AUTONUMLGL  \* Arabic \e 
Security technologies and capabilities
 AUTONUMLGL  \* Arabic \e 
Access Rights

Access Rights are enabled by attention to the authority security dimension and can be stated as the ability to answer the question "is Anne allowed to that?" where "allowed" is a statement of Anne's authority. In many computer systems files have attributes of Read, Write, Delete (and others) and the rights of the user determine which of these capabilities are available to each user. In a more distributed environment such as in telecommunications the assertions of authority are more complex and require some form of Authority Management Infrastructure (AMI) which can be found in two main suites of protocols and objects:

· Security Assertion Markup Language (SAML)

· Privilege Management Infrastructure (PMI) in X.509 Attribute Certificates

For both SAML and PMI authority, and its validation, may be described as follows:

· Authority A was issued at time t by issuer R regarding subject S provided conditions C are valid.

Authority is very closely related to Authenticity, and that in turn is very closely related to Identity. In the dimension of authenticity and identity the following requirements are identified as essential to UPM.

Management actions in UPM and user actions that lead to a change in the profile should be fully accountable and therefore the invoking entity should be identified and should also be authenticated (to counter masquerade). Each invocation of a UPM and/or UP capability should follow the following simple guidelines:

· The <<UPM/UP invoking user>> is not allowed to <<invoke the UPM/UP capability>> prior to successful identification (FIA_UID.2).

· The <<UPM/UP invoking user>> is not allowed to <<invoke the UPM/UP capability>> prior to successful authentication (FIA_UAU.2).

NOTE 1:
Identification may be achieved by a number of schemes.

NOTE 2:
Authentication may be achieved by a number of schemes.

NOTE 3:
In some cases formal identification and authentication of the invoking party will not be possible, in such cases the invoker should be considered as anonymous and the capabilities offered to anonymous users should be extremely restricted, i.e. should not be able to create or delete permanent (long-life) data. 

 AUTONUMLGL  \* Arabic \e 
Example of access control using XDM

XDM refers to the schema for User Profiles defined using XML by the OMA. The schema offers a number of services related to the use of access rights and these are summarised below:

· Pre-requisites:

· XDM clients must be authenticated before accessing any XDM services. 

· Operation:
· The Aggregation Proxy upon receipt of a request from a Search Proxy in a trusted network authorises access to its XDMS and uses TLS or other mechanisms to allow secure data transfer.

NOTE 1:
An XDM client located in an UE is authenticated by the Aggregation Proxy. 

NOTE 2:
An XDM client located in an AS is authenticated directly by the XDM server. 

· XDM search proxy (used for implementing distribution) must be authenticated. 

NOTE 3:
The HTTP Digest scheme is the default authentication mechanism assumed for XDM although HTTP Digest is generally considered a weak authentication scheme in overall security terms. In order to provide integrity and confidentiality protection to the exchanged messages TLS is used. 

NOTE 4:
The XDM specifications [OMA c] define a default access control policy in which only the creator of a document is allowed to perform all XDM actions to the document, and application servers of the trusted networks are allowed to read the document with all other access denied.

 AUTONUMLGL  \* Arabic \e 
Confidentiality

The aim of confidentiality measures is to ensure that communication between Alice and Bob, if intercepted by Eve, remains confidential. In other words Eve cannot access the content of the communication. 

 AUTONUMLGL  \* Arabic \e 
Integrity

The aim of integrity measures are to provide assurance that text hasn’t been modified. 

The method of operation of an integrity protection and validation mechanism involves the following steps:

· Prepare a digest of the text at source

· Prepare a digest of the text at the destination

· Compare it to a digest of the text calculated at the destination

If the digests are the same there is a high assurance that there has been no manipulation of the text in transit.

 AUTONUMLGL  \* Arabic \e 
Authenticity

The aim of authenticity measures are to prove that Ann is really Ann with the intention to make it difficult for Bob to masquerade as Ann. The person or entity being authenticated is termed the Principal and authentication methods rely upon something that the Principal is, has or knows
· Is = Biometric data

· Has = Token, smartcard

· Knows = Password

This is sometimes supplemented by how the principal does things (behaviour). The methods of achieving authentication fall into two root classes (for cryptographic authentication):

· Challenge – response

· The authenticator challenges the authenticatee, who responds, and the authenticator checks the response. The method relies on inability of an attacker to guess the correct response even with knowledge of the challenge and the algorithm used to generate the response.

· Keyed digest

· Process some data using tools only I should have to give a summary, send it. If the receiver can only match the summary using matching tools then it was created and sent by me. Relies on inability of attacker to create a match with random tools and data

 AUTONUMLGL  \* Arabic \e 
Authority

Authority is the ability to answer the question "is Anne allowed to that?" where "allowed" is a statement of Anne's authority. In many computer systems files have attributes of Read, Write, Delete (and others) and the rights of the user determine which of these capabilities are available to each user. In a more distributed environment such as in telecommunications the assertions of authority are more complex and require some form of Authority Management Infrastructure (AMI) which can be found in two main suites of protocols and objects:

· Security Assertion Markup Language (SAML)

· Privelige Management Infrastructure (PMI) in X.509 Attribute Certificates

For both SAML and PMI authority, and its validation, may be described as follows:

· Authority A was issued at time t by issuer R regarding subject S provided conditions C are valid.

A pre-requisite of authority validation is authentication, and that itself has a pre-requisite of identification.

Annex <A> (normative):
Title of normative annex

Annex B1 (informative): Related Work in other Standardization Bodies. State of the Art.

[…]
Previous ETSI and 3GPP activities related to personalization

The technical requirements for the development of the architectural framework are based on previous ETSI work, ETSI EG 202 325 [HF a], which describes the personalization and profile concept and presents a large set of guidelines to telecom operators, manufacturers and service providers. That work was performed at ETSI Technical Committee Human Factors with the aim of maximizing human and social benefit. The purpose was to meet all users’ needs, including young, elderly and those with various impairments. Also the requirements of other relevant stakeholders such as service and device developer were identified.

The work on personalization and user profiles emerged from earlier ETSI work on a Universal Communications Identifier (UCI) which is a unique identifier of the user rather than a range of identifiers of the many of communication devices or services (e.g. numbers of fixed phone at home/work, mobile phones, fax and email addresses). Further information on the UCI concept can be found in [UCI a] and the UCI system framework is described in [UCI b]. Recent ETSI work identified how IMS based Next Generation Networks can be extended to support UCI, see EG 284 004 [UCI c]. 

Commercial and technical constraints currently dictate having profile components associated with each device or service, and is likely to remain a common model for profiles. This model is reflected in proposed system architectures such as the 3GPP GUP (see references [3GPP a], [3GPP b] and [3GPP c]).

Related Open Mobile Alliance activities 

The User Agent Profile (UAProf) specification [OMA h] specifies classes of device capabilities and preference information (hardware and software characteristics of the device as well as information about the network to which the device is connected), used for content formatting purposes.

The Device Profile Evolution enabler provides a standardized solution to convey information on the device capabilities. While other enablers such as UAProf can only convey information on static device capabilities, the DPE enabler can convey information either on static device capabilities or on dynamic device capabilities, the dynamic aspect being the main added-value of the DPE enabler. 

OMA Device Management  (DM) [OMA e] is a technology allowing remote entities to monitor and configure mobile devices on behalf of the end user. The remote entity is called management authority and can be a wireless operator, a service provider, a customer care or other kinds of remote device administrator. The management authority interface with a server located in the operator’s network. There are several use cases possible for DM technology, among which: initial configuration of a device, changes to settings and parameters, enabling or disabling features, software upgrades, remote procedure execution, fault management. However, not all these features are mandatory for the protocol and according to DM specification, so devices may optionally implement all or a subset of them. In the context of 3GPP GUP [3GPP b], DM technology has been chosen as an alternative to having a Repository Access Function inside the end user equipment, as DM allows remote managing of device configuration in an efficient way, especially optimized for wireless and cellular connections.

OMA DM protocol is a request response protocol, involving a DM Client (embedded in the device), and a DM Server. The communication is initiated asynchronously by the DM Server. The protocol is abstract and can be implemented through several  different transport mechanism, including WAP push, SMS, or other means. Security is taken in account using a built in authentication in the protocol, thus to avoid unauthorized entity to perform malicious operations on the device. Other than request-response exchanges, OMA DM defines alerts, i.e. messages that can occur out of sequence, and can be initiated by either the DM Server or the DM Client. Alerts are used to handle errors or abnormal terminations, report on device performances, etc.

OMA XML Document Management [OMA a] defines an architecture and a protocol to allow an XDM client (an EU or an AS) to handle information stored in various network repositories in form of XML documents. XDM is the supporting technology for accessing and manipulating data coming from different communication services related to applications such as Presence [OMA b] [TISPAN n], Push to Talk Over Cellular (PoC) [OMA c], Instant Messaging (IM) [OMA d], etc. XDM specifications [xxx] have been endorsed by TISPAN [TISPAN m]. XML Document Management Architecture - Candidate Version 2.0 [OMA p] extends OMA XDM V. 1.0 and introduces distribution across different networks in order to extend the management of documents also to documents residing in other network domains. In addition, it defines interface to implement charging.

The following topics are in the scope of XDM specifications: (1) a HTTP based interface for describing elements and attributes of an XML document as HTTP resources accessible via  HTTP URIs. (2) a technique for using HTTP GET, PUT and DELETE methods for various document manipulation operations such as creating, retrieving or deleting elements and attributes (adapted from the IETF XML Configuration Access Protocol (XCAP) [IETF a]). (3) a SIP-based interface which can be used to convey changes in XML documents to an XCAP client, provided that the client has subscribed to receive such changes. (4)  a subset of XQuery [W3C g] (Limited XQuery) to be used over HTTP interface, which extends the range of operations on XML documents provided by the legacy XCAP interface. (5) a network-to-network interface to enable search of information across XDMS of multiple domains and retrieval of document from remote network

Further information on relevant OMA activities can be found in clause 8.

IETF
Within the IETF, the Session Initiation Protocol Project INvestiGation (SIPPING) working group is chartered to document the use of SIP for several applications related to telephony and multimedia, and to develop requirements for extensions to SIP needed for those applications.

In the area of user Profile Management, the SIPPING is developing procedures and requirements for configuration and delivery of SIP User Profiles.

SIPPING is currently working on the specification of  a framework that will enable configuration of   Session Initiation Protocol (SIP) User Agents in SIP deployments [Bibliography 1]. The framework provides a means to deliver profile data that User Agents need to be functional, automatically and with minimal or no    User and Administrative intervention.  The framework describes how  SIP User Agents can discover sources, request profiles and receive notifications related to profile modifications.  As part of this framework, a new SIP event package is defined for notification of profile changes.  The framework provides minimal data retrieval options to ensure interoperability. The framework does not include specification of the profile data within its scope.

The requirements and a format for SIP user agent profile data are specified in [Bibliography2].  An overall schema is specified for the definition of profile datasets.  The schema also provides for expressing constraints for how multiple sources of profile data are to be combined.  The document provides a guide to considerations, policies and syntax for defining datasets to be included in profile data.

OASIS

SAML [clause to be provided]
XDI [clause to be provided]
W3C

In former years, W3C has produced several specifications allowing a user agent to exchange profile and context information with a remote entity. Mainly, these specifications make use of semantic languages which W3C itself has previously defined, like RDF and OWL.

W3C CC/PP [W3C c] uses W3C Resource Description Framework (RDF) to create profiles and extendible profile schemas that describe user agent capabilities and preferences. A CC/PP profile contains one or more components, and each component contains one or more attributes. To describe client capabilities and preferences, the client being described is identified as a resource whose features are described by labelled graph edges from that resource to corresponding object values. The graph edge labels identify the client feature (CC/PP attribute) being described, and the corresponding object values are the feature values. Attribute names are URIs, with XML namespace syntax used to avoid some of the RDF expressions becoming too cumbersome. All simple attributes are represented by RDF typed literal values, and attributes that need to have multiple values use sets or sequences. Default attribute values are externally defined and are referenced from within each component. The most known application of W3C CC/PP is  OMA UAProf (see clause 4.3).
W3C Mobile Web Initiative - Device Description Working Group has produced the Device Description Repository Core Vocabulary [W3C e] using W3C Delivery Context Ontology (DCO) [W3C f], which provides a formal model of the characteristics of the environment in which devices interact with the Web. Each class in DCO is associated with a set of properties. These properties are defined in tables in the appropriate section of the specification. Each row in a table defines  single property in terms of a number of facets like name, type (can be data types or classes, classes being themselves defined in the same or in another ontology), description,  occurs (the cardinality of the property), values (values that apply across every instance of a class, similar to constants), alternate names.
Dublin Core Metadata Initiative

 The Dublin Core Metadata Initiative provides simple standards to facilitate the finding, sharing and management of information. It does this by:

· developing and maintaining international standards for describing resources; 

· supporting a worldwide community of users and developers; 

· promoting widespread use of Dublin Core solutions. 

User profile management can only be fully effective if the profile agent is fully aware of the features and content of services with which the user interacts. If the profile agent is able to examine metadata it will be able to identify the features and content of a service, including service options. It can then, for example, request service option that most closely match the user’s preferences.

IST projects
[only those STF342 had direct contacts with]
IST-SMS

The IST-SMS project has developed and implemented a special SIM card able to store sensitive profile data, identity information and digital certificates. The interface between the UE and this special SIM card is based on an implementation of OMA Smart Card Web Server [OMA f] which allows information stored in the card be accessed from the user equipment using HTTP connections. This new interface is logically separated from those already existing today enabling applications in the terminal to communicate with the SIM independently from the current telecom-based communication between these two entities. Private information about the user, secret keys, passwords and digital certificates can be stored on the SIM card to assure the required security and privacy level. A management application on the SIM decides about granted access or protection. 

After entering a protection PIN, the users are able to view and edit their profile on the phone. Personal settings like bookmarks/favourites or themes could be stored so that they are always available to the user even if the mobile device is changed. This caters for personalization of mobile services, possible applications like automatic form-filling and seamless single-sign-on login, with trusted third party services obtaining user data to be pre-entered in forms for user’s convenience. 

The SIM offers also a digital signatures service which is useful during electronic transactions whenever the identity of the user (not of the service provider) has to be proved or data consistency has to be verified. In fact, the SIM contains a generated public/private key pair for the owner and the SCWS offers an interface to allow data to be digitally signed, thus ensuring authenticity.
OPUCE
The OPUCE project aims to utilise advances in networking, communication and information technology services to create a service environment where personalized services will be dynamically created and provisioned by the end-users, regardless of context and location. 

The project will produce an open service infrastructure to enable users to easily create and deploy services in heterogeneous environments and contexts, allowing them to be accessed in a seamless way by a wide variety of devices connected via different networks. It should benefit end-users by enriching service variety and relevance, and benefit service providers by easing service creation and extending the scope of services that can be offered.

Many of the capabilities and support functions required for a user driven service creation environment will have strong parallels with those required for user profile management.  For this reason the OPUCE project offers  a rich source of research on some of the capabilities that may be required in user profile management.

SPICE

SPICE (Service Platform for Innovative Communication Environment) [IST c] is addressing the problem of designing, developing and putting into operation efficient and innovative mobile Service creation/execution platforms for networks beyond 3G.

In the area of the user profile, SPICE researches in and develops intelligent service platform solutions for user profile and context information management and anticipatory middleware functionality in the domain of context aware service platforms. These “intelligent” solutions are decomposed into different enabler groups. On the one hand these enablers provide relevant knowledge and contextual information concerning the end-users and their situation that is needed to tailor mobile services and applications. On the other hand they incorporate this information in intelligent service support mechanisms. The intelligence is strongly based on information (accessing and processing) about the end-users and their personal situation, their terminal, and on application-specific service-information. This information is enriched with semantic descriptions that allow for interoperability on the semantic level. The project solutions therefore enable applications to give their users meaningful and personalized access to services at the right moment and furthermore enable pro-active session adaptation to the (dynamic) personal context of the users.

In particular, these enabler groups are:

· Knowledge Discovery and Exchange Enablers: provided by the Knowledge Management Framework (KMF) which is a framework for communication between and discovery of knowledge resources.

· Personal Information Enabler: manages personal information including context dependent preferences and is implemented by the Profile Management (PM).

· Knowledge Interpretation Enablers: provided by the Knowledge Acquisition and Provisioning System (KAPS) which takes care of deriving entailed knowledge.

· Attentive Service Enablers: composed of the Service and Knowledge Push and Notification (SKPN), and the Predictors, allowing for pro-active responsiveness to (upcoming) changes in the environment.

· Inter-Working Enablers: components which allow the inter-working between the above enablers and the IMS world.

In order to enable the inter-working between these enabler groups, and also between these enablers and various other SPICE platform components, all the information the enablers are exchanging has to be semantically described by ontologies.

MAGNET

[clause to be provided]
Annex B2 (informative): The Hotel Scenario
[use cases related to management of profiles and manual activation/deactivation should be added]
NOTE: The scenario hereafter described contains some preferences which are not in the scope of our draft ETSI ES 202 746. This document only addresses the standardization of devices and services seen as directly relevant in an ETSI context, However, the proposed user profile management architecture, described in our draft ETSI TS 102 747 is designed to be extensible by third parties, thus leaving the extension to preferences like hotel related preferences to other standardization groups whose scope covers those areas.

Step 1 - Booking a hotel room

It’s late evening and Giovanni is coming back home from a work trip in Spain. Unfortunately he’s late at the check-in and misses his flight. There are no more flights to Rome on that day so he urgently needs a hotel to spend the night. The airport has Wi-Fi access, thus, he can connect using his laptop and book a hotel room through a well known Internet booking service. 

Making the booking only takes a few minutes, as the booking service is able to automatically gather the current context (location: Madrid, Spain) and the user’s typical preferences and information e.g.

· Hotel room type e.g. single room, no-smoking
· Food preference e.g. vegetarian

· Disabilities (if any)

· User’s employer  e.g. to check for special discounts etc.
which means that the service is able to quickly propose a list of suitable options. The first option displayed is “@Home Hotel” which fits all the user’s wishes. The choice is made in few seconds.

Note: the booking service has to prove that it is legitimate to access part of Giovanni’s personal profile (prove to be actually a booking service and that Giovanni used the service – single sign on (SSO) issue).

Step 2 - At the reception
The second step takes place as soon as Giovanni arrives at the hotel. After identity checking, the receptionist gives him a card to be used to open the room’s door and to access many services available in the room. The card, which could be as simple as a passive RFID, has been automatically configured by the reservation system in order to contain a “pointer” to Giovanni’s profile. 
Giovanni comes to the room and uses the card to unlock the door. After entering, he inserts the card into an appropriate electronic holder.

Note: we assume here that the card is used as a token and contains no more than a pointer. It is possible to load the whole profile in the card, however, there are at least two issues to be solved: 1) the card always needs to be synchronized with the master copy of the profile which resides in the network and 2) there should be some encryption mechanism associated to ensure that, if the card is stolen, the contained profile information is not used in an inappropriate way.

Step 3 – In the Room

The TV in the room automatically switches on. Brightness, contrast, font size and volume are automatically set according to Giovanni’s preferences. An Italian welcome message is displayed on the screen and an Italian service selection menu is made available. The menu contains the following options:

Local Services:

· Room controls (heating, fan speed, lights, curtains, etc.)

· Hotel services (restaurant, laundry, car park, etc.)

Communication/Entertainment Services:

· E-mail

· Internet

· Calls/Videocalls

· TV/Radio

By default, all the available services are configured according to Giovanni’s preferences. The room’s heating, lights and curtains are arranged to reproduce Giovanni’s home environment, as closely as possible. The restaurant service displays a list of food and drinks according to his preferences (he’s vegetarian and he doesn’t drink alcohol).

The Email service is pre- configured to use Giovanni’s email account; it arranges emails using Giovanni’s own personal classification of emails in folders, etc. Upon opening the Internet browser, Giovanni’s homepage is shown and his favourites are displayed among the available bookmarks. His black list is used to avoid the browser accessing unwanted sites.

As it is explicitly set as a rule in Giovanni’s profile, the room’s videophone terminal is used to handle incoming calls and video-calls, as this offers a larger-screen and more comfortable user interface than Giovanni’s mobile phone. However, according to Giovanni’s rules, only calls from family members are allowed as it is late at night. Exceptions are made to allow very important work calls to be received.

The TV and the Radio is also personalized. Movies are available in Italian with an option (if Italian is not available) to have subtitles in English, using a large size font. Giovanni’s preferred audio tracks are also available offering a pleasant and relaxing choice of music.

Italian TV and Radio channels are shown first in the broadcast channel menus, and a list of Giovanni’s favourite channels is also displayed. Contents are filtered according to Giovanni’s personal profile, so no horror or violent movies are shown late at night.

NOTE: this scenario is intended to show the difference between subscriber profile and user profile. In fact, despite the IPTV, Internet and phone service subscriber being the @Home Hotel for parts of this scenario, the settings are customized according to the user’s (Giovanni’s) specific preferences and information in all cases.
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�Note that these will be replaced by numbers just before publication. The reason why we have them this way is that we can easier organize and reorganize them while developing the draft.





To start with, many references are made grey as they are not yet used in this draft. As soon as a reference is used, it will be “un-greyed”.


�Check if we can remoe “Release 6”. Has the latest version the same document name? Get if from Mike’s email.


�


TK:


IF we wish to refer to this document, then we should refer to it as an ETSI document





Is it OK to replace the above reference to this ETSI reference. The the Titles are quite different. The date of the above is 2006-03. This reference is dated 2009-01


�TK: We do not refer to this. Can we remove it?


�TK: We do not refer to this. Can we remove it?


�TK: Is version important?


�This is the whole package of specifications. Dowe refer all of them or just a specific one? If it is a specific one only we should refer to it in the same way as for OMA GB:fixed


�In this case, maybe it is better to provide the URL, which is the common practice for XML and XML related documents


�In this case, maybe it is better to provide the URL, which is the common practice for XML and XML related documents


�Are these links correct?


�We will decide in a close to final draft which of the above references will go to the Normative or the Informative references.





�To be added by Scott.


�Excplain in more detail somewhere.


�Reminder to check if we cover (IPTV, call diversion, address book, UPSF).


�Fix reference.


�Redraw this figure


�Explain “edit” in more detail below, e.g. may include defining also which context variable are associated to the profile/template.


�Check ES.


�Replace the text in yellow blobs with numbers and have explanations under the figure:


�Amend this. We need to say that there are NOT all these alternatives. Instead a higher priority was set on volume in the Meeting situation profiles compared to the volume in the Noisy situation profile.


�Review this.


�Reminder.


�Will replace “state variables” with “context variables” in Figure 10.


�FP: I would like to have this functionality in a menu named something like "Context". The user should normally not have to use this, but if they wish, then the profile provider should make this functionality available in an easy to use way. There could be View/Create/Set/Delete state variable


functionalities. It is probably more likely that power users would use such things. This functionality could also be used when the system discovers that the user is frequently changing their situation dependent profiles manually and the system might "suspect" that the manual changes are due to an


erroneous value of a State Variable (e.g. it has not changed its value to FALSE when a situation is not valid anymore). The system could have a dialogue guiding the user by proposing an change of a state variable (which could be done in a nice way, not mentioning the word state variable, as most


non-technical users would probably not understand what it is).


�Add this to the ES.


�Add these to the ES.


�How should we deal with guidelines?


�To be revised once agreed on 11.5.1 and 11.5.2


�Some text related to the technologies In clause 4 is also mentioned in the TS elsewhere, but "dispersed" in the tables in clause 9. However, I think this is not a so much concern, as we're going to revise that section and put more precise descriptions of interfaces, protocols and reference points in next few months, replacing the generic text which is there as placeholder for the time being.
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