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il Simple Mobile Services BWE

Information Society

Technologies

New class of services _ _ _
] o Discovery of airpoft.services. _ . _
meeting the specific | ,Where canfbuy atie2 K —
. g 7 ' Support for Check-In
needs of mobile users: T

simple to find

simple to use

Personal reminder:

simple to trust FRRding InguTn.
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Bl SMS: What's here ?

e ——

g/

CILE I e
" B

o A — -

T

ETSI Workshop on Personalization and User Profile Standardization - 28-29.01.2009 — Sophia Antipolis
1L
I '

. gﬂ Sagem Orga

ol SAFRAN Group



Bl SMS: Take me-2
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Benefit from the (U)SIM

mllil| .
as a Trusted Personal Device

Secure management of personal user data
User ldentity (Multi-Identities)
Personal data
Public/Private keys, Digital Certificates

Portability of personal profile data and identity
Signing / Signature verification for MEMs and Mails

Service trust verification
Service identification
Trust level management for known services
Support of Trust level evaluation during service discovery

Secure User Authentication
Platform for Services
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Smart Card Web Server (SCWS) P=
Java Card 3.0
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Bl Interfacing the SIM on Appllcatlon Level

SIM Toolkit card

SIM Short Messages / BIP (GPRS) S8 é

Short Message
Service Center

All your

SIM Toolkit Graphical User Interface F} | |
Bagh Back gaKCk _.I

JSR-177 / Other proprietary APIs

Smart Card Web Server (SCWS) ﬁ#" = - ~ [
Java Card 3.0 R :j

Related Specifications
ETSI SCP TS 102 223: Card Application Toolkit (CAT)
ETSI SCP TS 102 588 Application Invocation APl by a UICC Webserver on a Java Card (R7)
ETSI SCP TS 102 483 Internet protocol connectivity
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Hill SCWS in Simple Mobile Services | )

Smart Card Web Server with remote administrable webspace and
Extension Interface

Open Mobile Alliance (OMA) Smartcard-Web-Server V1.0
Platform independent access to (U)SIM

HTTP(S) interface to access Simple Mobile Service
components on the (U)SIM from applications
on the handset

Connectionto http://127.0.0.1:3516/smsService " aaaaaa e "
Extensible service components implementation '

ETSI SCP TS 102 588 Application Invocation API
by a UICC Webserver

Smart Card  IESECERIRATILIS Smart Card
Web Server Web Server

Gateway
HTTP Access

SMS Service |
Component

SMS Service
Plattform

SMS Service
Component



http://127.0.0.1:3516/smsService

Bl SMS: Client Architecture

MOVE
Sublets GUI toolkit Core Movel.2a
{thinlet { XUI MIDP}

SMS Home Page

‘ @ Football Results ‘
MOVE manager I
& Eating _
g
:
Context MEM Smart Card % HiSshar 0
Management ~Emeliine Proxy Jﬁf Shopping < S
! =g 8 —F

SMILE

JSON over SIP HECL
binding scripting engine

{CLDC} JUM

m 41:"-'

SCWS
Gateway

i g u'?':' .. "
@fﬁﬁ““ ey .
el @ EJ'*"'

. Bakz Iarckla

% 41 Kydathineon Street
(£ 13.00-24.00 |
# from Tue to Sun v

-

Hardware
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Bl Next Generation SIM cards

Java Card 3.0

OS architecture =
Multithreaded Java™ Virtual Machine
+ TCP/IP
+ General Purpose APIs

Key benefits
New application model: Web Apps
Network aware (TCP/IP) po—
Security Framework e - i

| ~ Java Card 3.x Virtual Machine

Major evolutions
USB High-speed protocol
NAND Flash mass storage

Scheduler

Sun Microsystems

ETSI Workshop on Personalization and User Profile Standardization - 28-29.01.2009 — Sophia Antipolis

13 &ﬂ:ﬁ Sagem Orga

ol SAFRAN Group



il Agenda

A

A

| “1.SIM Enabled Basic Services

A

ETSI Workshop on Personalization and User Profile Standardization - 28-29.01.2009 — Sophia Antipolis

» g\ Sagem Orga

ol SAFRAN Group



Hllll User Data Service

=Pr0fi]e Information

: Mame: (=~
Key/Value data records I :H'«I
with namespace indicator T —
and access rules Mdress: PrivteDrie
RentACar 4
loginname fullname credit b
Protect the personal user and keep it portable | T =
ldentity Management I@’“‘“‘“‘
(e.g. Single Sign On, convenient log-in) () eery
Bookmarks, Favorites, History, etc. £ e
A sroseen
Data Storage of service provider 1% Registration Service
Device Personalisation, Branding :
Service deployment: Loading Thinlets from SIM u =t _—
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Bl Signature Service

Services might require a digital signature, e.g.
authentication, prove the identity of the originator
verify data consistence

SIM card service
generates a public/private key pair
signs data (MEMs) on requests

MEM - Exam Registration
I eonfirm the fallowing Enter your PIN for signing
registration and press OK
Exam 21345,
Course SEIl,
Date 06/26i/08
Time 03:00 am
ﬁlﬁ OK CANCEL
] _—
) [r——— — ——
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il Agenda

Application Examples
Login Data Management
Trusted MEMSs
Service and Trust Management
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Edit Tdentity

Service Name

llll Application Examples

Full Name

Authentification for SIM Card access
required!

John Q. Public

Credit Card No.

1234567890

Please enter your PIN

Enter Login Data
Insert SIM 1D

Login Data Management |

Login Name:

Password

Full Name

Credit Card No.

ryvalker accepts only signed WMEM. Tr u S t ed M E M S

Pleaze inzett your PIN code 1o sign
your MEM, or cancel

M Available Services

Available SME-Services at vour
location

[ airpart flocr plan

[ rent a car

Service and Trust Management | e

[ Mabile Garning

Select the service,

ok Cancel

L— |
—

o
.
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il Login Data Management

Available Services

E # Car Rental

| » Ebay

E » Amazon
|@ » Yahoo

» Livejournal

Manage SIM IDs
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il Login Data Management

Available Services

| » Car Rental

| » Ebay

E » Amazon
|@ » Yahoo

» Livejournal

Please login
in to

proceed

back to service lisk

Manage SIM IDs
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il Login Data Management

Available Services

Welcome to Car Rental

| # Car Rental ||_ugin Mame
| By Please Iogin Tasswurd
in to

2 » amazon proceed |Fuu Name

|E el Credit Card Mo.

# Livejournal |

back to service lisk

Manage SIM 1IDs ogin Resp ance
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il Login Data Management

Welcome to Car Rental

Authentification for 5IM Card access
required!

Login Mame
Please login Password
in to ; |
proceed Full Name

Credit Card Mo.

back to service lisk

Cogin Reset Cance
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il Login Data Management

nter Cogin Data Edit Identity
Authentification For 5IM Card access
Login N required!
0ain mame Service Name
| |EarRentaI
Password Please enter your PIN
Login Mame
| huhnnvq
Full Mame Password
| |********

Credit Card Mo.

Full Mame
|Juhn Q. Public

Credit Card No.
1234567890

.
ogin Hese ance Insert Feset Cancel

ETSI Workshop on Personalization and User Profile Standardization - 28-29.01.2009 — Sophia Antipolis
|

ol SAFRAN Group

ﬂ Sagem Orga



il Login Data Management

Edit Identity
Authentification for SIM Card access

required! Login Name
Service Mame |'uhnn
|EarRentaI ] Ll

Please enter your PIN ) Password

Login Mame |********
|juhnn1_.rq
b 4 Full Name

ASSWOr |Juhn . Public

|*=I€*=IHI<*=I€*

Credit Card Mo.

Full N
= o (1234567890

|Juhn . Public

Credit Card No.
1234567890

Insert  Reset Cancel
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il Login Data Management

Edit Identity Enter Cogin Data .

¥Welcome to Car Rental
Login Mame

Service Mame
|EarRentaI

|juhnn1_.rq

Password
|********

Welcome
johnnyg!

Login Mame
|juhnn1_.rq

Full Mame

Password ]
|******** |Juhn . Public

Credit Card Mo.

Full N
el (1234567890

|Juhn Q. Public

Credit Card No.
1234567890

back to service lisk

Insert Reset Cancel Resg ance
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il Login Data Management

Available Services

| » Car Rental
| » Ebay

E » Amazon
|@ » Yahoo

» Livejournal

MManage 5™ 1IDs
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il Login Data Management

Available Services

| » Car Rental
| » Ebay

E » Amazon
|@ » Yahoo

» Livejournal

Manage SIM IDs Edit Delete  Back
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il Login Data Management

Available Services Edit Tdentity

Service Mame

€3 » Car Rental
a |EarRentaI

| » Ebay

E » Amazon
||E » Yahoo

» Livejournal

Login Name

|juhnn'fq

Password
|********

Full Mame
|Juhn . Public

Credit Card No.
[1234567890

Save Reset Cance

Manage SIM IDs Edit Delete  Back
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il Login Data Management

Please select a service ID: . Edit Identity Please select a service 1ID:

Create new entry.. Service Name Create new enkry..

|EarRentaI

Login Mame

|juhnn1_.rq

Password
| kb

Full Mame
|Jnhn . Public

Credit Card Mo.
[1234567890

Edit Delete  Back Save Reset Cancel Create Back
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Bl Strong User/Client Authentication |)

In ICT, often only the server side is strongly authenticated (e.g.
using RSA)

However there exist already some examples showing the need
for a strong user/client authentication
Home Banking uses additional devices to implement RSA at client side
Skype uses strong client authentication in addition to user authentication

Use cases in ICT
eCommerce: reputation and proof of purchase
eFinance: home banking
eGovernment: allowing to sign declarations by citizens

eHealth: allowing patients to proof their identity before accessing Hospital
services

Social networking and p2p: recommendations from friends and local people
(e.g. agood restaurant, a nice hotel, a place to visit)
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il Mobile Electronic Memos (MEMS) 'i)

Mobile Electronic Memos (MEMSs) are electronic notes
consisting of a data structure associated with a specific
class of information

location, person, service, shops, events...

MEMSs are used to capture context information from the

environment or from services. They can be
stored for future use
shared them with other users
given as input to services and applications

MEMs may implement non-repudiation capability. They

may be signed by users directly from their mobile phones
using a secret key contained in their USIM
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mi|
Trusted MEMs

User A sends a MEM to user B

...but User B accepts only signed MEM (user’s B preference)

A warning message is displayed to User A

User A is requested to sign the MEM (or cancel the transaction)
User A sign the MEM using the PriK in the SIM

The signed MEM is sent to User B

User B checks whether the signature is authentic using the SMS
PKI

The signature is authentic
.. thus the received MEM is trusted
User B is finally notified about the received MEM
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llll Signing MEMs

restaurant

Daphne

Stavlos
COSmos
Eden “Yegetarian Rest.

Bakaliarakia
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llll Signing MEMs

restaurant

Cpen
Send
Showy on Map

Daphne

Stavios

COsSmos Take me 2

Eden Yegetarian Rest. =et sz current position
Acdd to Fawvourite MEMs

Delete

Bakaliarakia
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llll Signing MEMs

I:F’Illlll

Contacts

restaurant

Cpen
=end

.E'L diovanni

& rvalker

Daphne

=tavlos Showy on Mag

Cosmos Take me 2 J‘_}* StefanoPC

1)

Eden “egetarian Rest. Set as current position S, move debuggers

Ao to Favourite MEM=
Delete

EBakaliarakia ."I'{‘JI,, hMuszic Lovers

%] PRIy [ VI [ S

Synchronize
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llll Signing MEMs

Cpen
Send
Shiosy on Map rwvalker

rewalker accepts only signed MEM.
FPleaze inzert vour PIN code to sign
vour MEM, ar cancel

PI“ B+

Qi anni

Take me 2 o StefanoPC
Zet az current position ﬁ-.{i move debuggers

Add to Favourite MEMs -ﬁ"f.. Music Lavers
Celete »

%] [ PP IR [y T J R

Synchronize
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llll Signing MEMs

Contacts

h"'_}* giovanni rwwalker accepts only signed MER.

a Fleaze inzert your PIM code to sign

o Pwealker : your MEM, or cancel

E,, StefanoPC PIH [***4

=ending...
MEM Daphine
1o rwealker

ﬁ"f. move debuggers

i .
-"?{"'.. Music Lovers

{5 Y S T T PUDEY W,

Synchronize
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llll Signing MEMs

rwalker accepts only signed MEM.
Fleaze inzert vour PIN code to sign
vour MEM, ar cancel

Y

PI“ B+

zending...
MEM Daphine
to rwealker

A new restaurant MEM has been
eceived from giovanni

user B
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llll Signing MEMs

restaurant

Caphne

...;a_mgned by Giowanni

'r ¥ 4 Lysikratous Street, Plaka

' @ Athens

A new restaurant MEM has been ﬂ Cresce
eceived from giovannil

zending...
MEM Daphne
to rwealker

T +30 210 322 7971
(£ 12:00-24:00

et lp— L L

Back

user B
<€ >
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il Service and Trust Management on Card

On-card signature service:
«digital sign with your identity s
sproof the signature of other entities

© The list below shows your

cmp Keyring Application /

1 i
¢ personal scoring for SM5- b ¥ i
| Services -ﬂ-
Kewing E|~=:':¢ Int. Airport Athens
T Soaore: +2
[+ <=3 British Airways
User Key [ Usar Kay D Sit
___________ 1. Public Key: Key -3 ebay
Private Key: Key
Service 1 |7
=] S - Edit ok
1
I L —
I an
Sarvica 2 : Service Entry :
L Ll ] I
£ : IB: Service |dentity
Lol Public Key: Key . . .
= . VALUE: Trust Score Editor Application
- SIG: Signatures of other entities
Sevica N °§ = ACP: Access Rights for Profile Data

First implementations of
OpenPGPCard on Java Card™
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Bl SIM based service verification

Trust verification Service

S Available Services

[
i fwallable SKS-Services at your
[ozation

: The list below shows your
i personal scoring for SM5-

| Seruices ‘----l---:é |
L Sore: +2 [] Rent a car

.::3 British firmays
- =3 Sin
ﬂ Ehay

[ ] 2nline shapping

[ Mabile Garning

select the service,

Edit ok ok Cancel

- e -
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Ml Trials at the University of Roma

Three SIM Applications for Trials: |
User Data Management: Secure Storage on SIM ¥
Digital Signature Service: Building Signhature with SIM |dent|ty
Software Deployment Service: IMEI Tracking by SIM

.r? ﬂrya. ,.fr

Factory Production of 100 Test SIM Cards
Including Telecom Italia Subscription Data

Gateway Software for
Windows Mobile Phones

Ongoing work !

ETSI Workshop on Personalization and User Profile Standardization - 28-29.01.2009 — Sophia Antipolis

" g\ Sagem Orga

ol SAFRAN Group



Bl Conclusion

Introduction

SIM Integration in Simple Mobile Services

SIM Enabled Basic Services

Application Examples
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Bl Conclusion

Thank you for
your attention!
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