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Intellectual Property Rights

IPRs essential or potentially essential to thegartedocument may have been declared to ETSI. Theniation
pertaining to these essential IPRs, if any, isiplibhvailable forETSI members and non-membersand can be found
in ETSI SR 000 314: "Intellectual Property RighRBRs); Essential, or potentially Essential, IPR&fiedl to ETSI in
respect of ETSI standards”, which is available ftamETSI Secretariat. Latest updates are avaitabthe ETSI Web
Server_http://webapp.etsi.org/IPR/home.asp

Pursuant to the ETSI IPR Policy, no investigationjuding IPR searches, has been carried out by.BENGguarantee
can be given as to the existence of other IPRsafietenced in ETSI SR 000 314 (or the updates @ETSI Web
server) which are, or may be, or may become, datémthe present document.

Abstract

This document is the external report of the 20&Bte Plugtests Event on XAdES (ETSI TS 101 908) AAdES
Baseline Profile (ETSI TS 103 171), organized bySETentre of Testing and Interoperability (CTI) dasted using
the ETSI portal supporting remote interoperabifitygtests.

For Non Disclosure Agreement reason, the repors doe list the results of each testcases. It ambysthe overall and
anonymous statistics, without link to the compaaynes.

Status of this Document

This document is provided by ETSI Center of Testing Interoperability (CTI). For further details Blugtests
services, please sebttp://www.etsi.org/Website/OurServices/Plugtesisil.aspx
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1 Introduction

The present document aims at reporting the 20120ReRIugtests© Event on XAdES Signatures, includiey
XAdES Baseline Profile.

In anwer to the European Commission Mandate 46Blectronic Signatures Standardization, ETSI hamtad
several Specialist Task Forces projects (STF).9He428 addressed the needs of Testing activiegebformed
rapidly leading to a quick and easy improvementheffunctionality of the existing e-Signature starlization
deliverables, bringing them up to date with curianaictices. One of the purposes of the STF428 avds\elop a
conformance testing tool for the XAdES baselingfitg developed in order to enable EU Member Statgdementers

to perform conformance testing of the aforementibpefile.

The tool has been integrated into the Electronjm&iure Plugtests portal. It gave the opportumitihe Plugtests
participants to conduct conformance tests to quiakkess the alignment of the signatures genebgtdtkir tools to
the XAdES Baseline profile, significantly reducitige time and the cost of putting these tools inntiaeket.

The document also provides details on the spetificadesign and implementation of the portal suppg Remote
Plugtests© Events on XAdES specification, inclgdém overview of the contents of the portal as welthe on-line
PKIl-related services provided to the participarithe XAdES Remote Plugtests.

The present report provides details on:

e Specification, design and implementation of thestdases descrtiption, including cross-verificatigpgrade
and arbitration testcases and negative testcasXARES signatures

« The Remote Plugtests© Event on XAdES organized B$IE&nd held from Wednesday"¥arch to Friday
13" April 2012 (The event was initially planned urg8" March but it has been extended t& ¥ril due to
high number of participants.

The present document is organized as indicatedwbelo

Section 2 provides details on how the materiahefgortal is organized and the kind of servicgsavides to the
participants of the Plugtests© Events.

Section 3 lists the participants to the 2012 XAdESnote Plugtests© Event.
Section 4 provides an overview of the most intémgstesults and conclusions of the Plugtests.

Section 5 provides details on a number of issuasaa to the XAdES and Baseline profile specificas as identified
by the participants. These issues have been raighe ETSI TC ESI requesting to take them intostderation for
future XAdES standardization activities.

Section 6 shows the interoperability matrixes far test-cases that were defined for the Plugteststeand for XAdES
specifications.

ETSI 7
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2 Organization and contents of the portal

The portal has two different parts, namely one joytmrt, that anybody may visit, and a private padessible only for
the participants subscribed to the Plugtests event.

2.1 Public part of the portal

PLUGTESTS © | Electronic Signature Plugtests Portal

INTEROP EVENTS [l

Plugtests Portal ETSI Centre for Testing and Interoperability (CTI) is organizing a new Remote Plugtests Interop events for XAdES
Signatures from 14th March to 28th March 2012.

For Electrnnic slgnature Thi= Remote event aims at conducting interoperability test cases on XAdES signatures (TS 101 903) and the XAdES
Baseline Profile (TS 103 171). The XAdJES 2012 Plugtests event aims to conduct interoperability test cases on XAJES
signatures (TS 101 203), including the ¥AdES Baseline Profile (TS 103 171). This testing will prowvide full test coverage of

tlomes the both specifications including testing signatures evolution, simulating real life situations.
Mailing List
Registration This Plugtests event will enable participants to conduct 4 types of tests (Interoperability and Conformance):
ETSI Plugtests events Web site

* Generation and cross-verification (Positive) tests
Past Events iR 7

* Only-verification (Negative) tests
Plugtests Team * Signature Upgrade tests
Login to XAdES Plugtests Area + Conformance testing on XAdES Baseline Profile signatures

The purpose of these events is:

* To enable participants to assess the level of interoperability of XAdES.

# To identify additional issues that should be taken into account in future XAJES standardisation activities.

* To improve the quality of XAdJES specifications.

* To ease the introduction of XAdES signatures, by providing the means to =olve interoperability problems before
widespread deployment..

» Remote XAdES Plugtests 14 March - 28 March 2012

Click hereFor registration

E m\(((%))\ World Class Standards www.etsi.org | m_p.,,t::z

As mentioned above, this part remains as it waprfevious events. It includes the following congent

 The XAdES Plugtests page, providing some more Idataithe event itself, namely targetted specificat
targetted audience, some general info on how tdwctrsuch event, etc.

* The Mailing List page, providing some detailsmrblic mailing list support provided by the portal focil#ating
exchange of information.

* The Registration page, providing details on theyfIsts registration process.

» The Presentation of the Plugtests team.

» The Presentation of some past events (XAdES, CABRSES)

 Thelogin to Plugtests Areapage,access to tipeotected areaof the portal.

ETSI 8
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2.2 Private part of the portal
This part is visible only for the participants betPlugtests event. It is structured in three radas:

Common area This area contains a number of pages that pragaderic information to the participants,
which is relevant to participants of XAdES inteeogbility tests.

XAdES specific area This area contains a number of pages that sugiihteroperability tests on PAdES.
XAdES Baseline Conformance CheckerThis area provides a tool for verifying the confagnof signatures
to ETSI TS 103 171

Sub-clauses below provide details of the contehtsese pages

—

PLUGTESTS « |

INTEROP EVENTS [

| Electronic Signature Plugtests Portal

Plugtests Portal
For Electronic Signature

Welcome
change password

Conducting Plugtest

13/4,/2012

Common XAdES Contents

Conducting Plugtests
Interactions with portal
Downloading material
Generation & cross-verif.
Upgrade & arbitration
Only verification
Baseline Profile Conformity

Cryptographic Material

Online PKI services details

1. Introduction

2. Types of tests
3. Versions of XAdES tested

4. Before starting the plugtest

5. Conducting generation and cross-verification tests

6. Conducting upgrade and arbitration tests

Online PKI Services access

Online TSP Services access

Online TSP Services for XAdES 142
Attribute Certificate Issuance
Attribute Certificate Request
Participants’ List

Meeting Support

Presentations

Chat

Public pages

XAdES 2012

7. Conducting only-verification tests
8. Conducting XAdES Baseline Profile conformity tests

1. Introduction

This page provides generic information on the plugtest, namely: the types of interoperability tests that the participants
will be able to conduct, and a high-level description of how they may conduct tests using the XAdES plugtest portal.

2. Types of tests
Test Cases Definition Language
Test Cases

Verification Reports

This plugtest allows to conduct three types of tests:

* Generation and cross-verification (a.k.a. Positive) tests.

Stats per Form
Upload

Download

Test Data Directory

XAdES Conformance

XAdES Baseline Conformance
Checker
XAdES Baseline Statistics

-

Each participant is invited to generate a certain set of valid XAdES signatures with certain characteristics (generation). The rest of
participants are invited afterwards to verify these signatures (cross-verification). The plugtest portal automatically generates an
updated set of interoperability matrixes that all the participants may access.

Only-verification (a.k.a. Negative) tests.

ETSI has generated a number of invalid XAdES signatures (the so-called "negative testcases”) by different reasons. Each
participant may, at her own discretion, try to verify these signatures, checking in this way that the corresponding tool actually
detects that the signature is not valid.

Signatures Upgrade and Arbitration (a_k.a. Positive) tests.

In this type of tests a simple form of XAdES (XAJES-BES for instance) will be generated by one participant A (acting as signer). A
different participant B (acting as verifier/archival system) will verify the aforementioned signature and will upgrade it to a more evolved
form (to XAdES-X). Finally, the participant A (acting now as if she was an arbitrator) will take the upgraded signature and will verify it
as an arbitrator would do.

2.2.1 Contents of Common area of Private part

2.2.1.1 Conducting plugtests information pages

The Conducting Plugtests page is the first of atsix pages providing detailed explanations ow km conduct
interoperability and conformance tests on XAdESrdythis event.

This first page details the 4 types of tests predidt this Plugtests event:

ETSI
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¢ Generation and cross-verification (a.k.a. Posittesjs.

Each participant is invited to generate a certatro$valid XAdES signatures with certain charaisters
(generation). The rest of participants are invaétdrwards to verify these signatures (cross-\eifon). The
Plugtests portal automatically generates an updsgedf interoperability matrixes that all the paEpants may
access.

¢ Only-verification (a.k.a. Negative) tests.

ETSI has generated a number of invalid XAdES signest (the so-called "negative testcases") by differeasons.
Each participant may, at her own discretion, tryadfy these signatures, checking in this way that
corresponding tool actually detects that the signais not valid.

¢ Signatures Upgrade and Arbitration tests.

In this type of tests a simple form of XAdES (XAdBES for instance) will be generated by one paréint A
(acting as signer). A different participant B (agtias verifier/archival system) will verify the afmentioned
signature and will upgrade it to a more evolvedrf@to XAJES-X). Finally, the participant A (actimgpw as if she
was an arbitrator) will take the upgraded signaauné will verify it as an arbitrator would do.

¢ XAdES Baseline Profile Conformance Checking.
The portal incorporates a XAdES Baseline Profilefoomity-testing tool, which tests conformity ofysiatures
against the requirements defined in ETSI TS 103 171

This section also provides details on the vers@nXAdES tested:

» XAdES mother specification as per ETSI TS 101 903\2.
o Generation and cross-verification.

o0 Only-verification.
o Signatures Upgrade and Arbitration.

e XAdES mother specification as per ETSI TS 101 903 and v1.4.2.
o Generation and cross-verification.

o0 Only-verification.

e XAdES Baseline Profile as per ETSI TS 103 171.
0 Generation and cross-verification.
o0 Only-verification.
o Conformity tests.

It also provides high level description of the stépat participants must perform for conductingttivee different types
of interoperability tests aforementioned and th@fGomance checker tool.

The rest of pages of the set provide details on:

* How to download material from the portal for stagticonducting the PlugtestSdwnloading material pagg.
This material is usually a zip file enclosing a Mgidfined folder structure containing both signasuand
verification reports on signatures.

 How to generate XAdES signatures and to upload tioetine corresponding section of the portal so tiet
rest of participants at the interoperability testsy download and verify thenGénerating Signatures page

« How to verify other participants' signatures, reor verification results and uploading of theggorts to the
portal so that the portal keeps track of the curséatus of the Plugtest¥€rifying Signatures pags.

ETSI 10
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2.2.1.2 Cryptographic material pages

The Cryptographic Material page is the first on@ ekt of three pages providing details on thetographic material
that the participants have to deal with while cartohg the Plugtests and also on the trust framesvepecified for this
Plugtests event.

This cryptographic material consists in:

>

>

P12 files containing private keys and their coroggfing certificates for generating and verifyingtte
cases signatures.

Certificate files containing the CA certificates tapa trust anchor represented by the root CA
(Root_CA_OK). These certificates will be publishedhe LDAP server (details for accessing to the
LDAP server may be found in the Online PKI servidetails page) and in the HTTP server deployed in
the plugtest portal.

CRLs issued by the CAs operating in the plugtestttirameworks. These CRLs will be re-issued sévera
times during the plugtest with a certain periogic#o that all of them are up to date. The CRL$vél
published in the LDAP server and in the HTTP sedeaployed in the plugtest portal.

The certificate for the Time-stamping server issigdRoot CA_OK. As above, this material will be
published in the the LDAP server and in the HT TR&edeployed in the plugtest portal.

The portal deployed two trust frameworks for tHisgpests, each one having a different Root CA.

Within each trust framework different scenarios @eéned. ETSI will define groups of test cases {ffistance a group
defining different test cases for XAJES-A signag)rior each scenario.

Participants will use the cryptographic materiahioertain scenario (as per ETSI indications) tregating (and/or
verifying) the signatures corresponding to thisugrdn consequence each scenario will incorporaiet af
cryptographic items that the participants will uggle working with one of the aforementioned growpsest cases.

The two frameworks have been defined as detailemhbe

e Trust framework. Root CA OK as Root CA. This framework is used for conducting tests on B3d
signatures usingusing time-stamp tokens issuedhlyyame TSA. For this trust framework, two diffeten
scenarios have been defined:

>

Scenario SCOK.Participants will use its cryptographic materia both generating and verifying the
signatures corresponding to the generation andar@sfication test cases. In this scenario all the
certificates managed during the generation andie&tion of the signature, including the end-eatti
certificates issued by the CA deployed in the pdaatahe participants, are valid.

Scenario SC1Participants will use its cryptographic materialyofor verifying signatures pre-generated
by ETSI corresponding to the only-verification tesases. In this scenario, ETSI will include a pre-
generated signing certificate, which by the time plugtest will start will be revoked, and alsora-p
generated signing certificate, which by the time plugtest will start will be expired. The CA issgiboth
certificates (Level_B_CA_OK) will issue the CRL<Inding references to the revoked certificate. This
CA will also generate OCSP responses reportingnerstatus of these certificates whenever it isestpa
by the participants. ETSI will generate one XAdEghature using the revoked certificate and anobimer
using the expired certificate. This scenario ismated to check implementations behaviour whenyiagf
not valid signatures, which will be provided by &&SI portal

e Second trust framework. Root CA_ 20K as Root CAThis framework will be used for conducting thstte
on new features introduced by XAdES v1.4.1, nametigt unsigned properties. Only one scenario has bee
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defined for this framework, consisting in one RG@ (Root_CA_20K) which issues certificate for a TSA
(TSA2), which issues the time-stamp tokens forsilgaatures generated. This scenario does not @ewdd
user certificates and participants will use sigriegificates in the the first trust framework, efiresults in
certificates and validation material coming frorffetient trust frameworks appearing within the sakd&S
signature.

Each CA also provide®@CSPresponses reporting the status of the certifidagsed by that CA. In addition to that,
each CA issue@RLs reporting the revoked certificates.

The portal also includesEmestamping Authority able to generate time-stamp tokens on requestebgdrticipants.

2.2.1.3 Online PKIl-related services page
The Plugtests portal incorporates a number of erffil-related services.

TheOnline PKI services details pagalescribe all of them and provides details on Hosvdarticipants may access
them.

The on-line PKI-related services deployed aredigtelow:

» CA-related services This service provides issuance of certificatesiggation of CRLs; publication of CRLs.
Participants should use this service for gettirgrtborresponding certificates for generating XAAESIES
signatures.

e Time-stamp Authority server. This server generates RFC 3161 time-stamp tokeper request of the
participants in the plugtest.

» OCSP responderswhich are able to generate OCSP responses to @&eftBsts submitted by the participants on

the status of a certain certificate generated bByEHRSI portal infrastructure. During this Plugtekese OCSP
responders will actually be the CAs issuing cerdifes (Direct Trust Model).

» LDAP server. This server acts as central repository for CA@8d certificates, and CRLs.

e Http server. This server acts as alternative central reposftmrfCA and TSA certificates, and CRLs.

This page also contains a link to a Java classémehting basic login/password authentication mesharequired for
accessing these services, so that participantadiat develop such a mechanisms in their tools.

2.2.1.4 Online PKI services access page

The Online PKI Services access page allows to adcemost of the on-line PKI-related services pied by the
portal, namely: access to the CA software for reting generation of a key-pair an the correspondimdrentity
certificate for generating signatures, connectietails for accessing the LDAP server where CRLs@Adtertificates
are stored, etc.

2.2.1.5 Online TSA services access page

The Online TSP Services access page allows to swedlse TSA server deployed in the server for esting
generation of time-stamp tokens.

2.2.1.6 Attribute certificate issuance page

In the XAdES CertifiedRoles test (X-BES-5), pardaps may need X509 V2 attribute certificate ([RE8H]) for their
signing public key certificate. The private key aatificate of the attribute authority which issugur attribute
certificate can be found in the CryptographicMateri

Thus the particpants can issue their own attribatéficate for themselve by some security toolkidswever the
Plugtests service can also issue the attributdicaté if particpants need. The portal has integta tool allowing
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participants to upload their X509 certificates aetherate the corresponding attribute certificat&t$ripute Certificate
Request’ section on the left menubar)

2.2.1.7 Participants’ List page

This page lists the details of all the companieas$ gegople that participated in the Plugtests™ asasgetheir emails and
login name.

2.2.1.8 Meeting Support page

The Meeting Support page contains all the inforamatelated to the meetings that took place dufiegRtlugtests
event. It includes:

< Introduction presentation. This presentation waderavailable before the start of the plugtests,igpbvides the
most relevant information on the event, includitrgcture of the portal, relevant URLSs, rules toftléowed during
the participation, etc

* Calendar for the meetings (Gotowebinar confereatis)c

« URL for accessing a chat server accessible thraugkeb browser were the calls were minuted andgaatits
could write their comments, questions and statesnent

e The agenda for each meeting.

e Links to the minutes of each meeting.

2.2.1.9 Maliling list

A Electronic mail list with archival capabilitieahose use was restricted to the participants ifPthgtests©, was set
up for supporting exchange of messages among tfhkimwas the main medium for putting questionhoPRlugtest
support team and initiatetechnical discussion betwparticpants

After each upload of signatures or verifcations eaail is sent to all particpants via this maillisg to inform them.
So the particpants are notified each time thatrapamy has performed an upload with the relatedectint

2.2.1.10Chat page

The Chat page provides access to a web-basedhehagarticipants use during the conference catlstiaring notes. It
is also used for taking notes of the meetings. &medes are the core component of the meetingstesinu

2.2.1.11 Known issues pages

This page lists all the known issues of the pavtiting their resolution by the Plugtests suppeam.
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2.2.2 Contents of XAdES Interop Specific areas of Private part

The portal contains, within the private part of ffeatal, a specific area for XAdES specificatioattls tested in this
Plugtests®©.

2.2.2.1 Test Cases Definition Language

These pages describe the structure of a XAdES&sst definition. It is intended to be a simple sindight forward
way to define all necessary inputs for the creatiba XAdES signature.

2.2.2.2 Test Cases pages
These are pages containing documents with the @ienppecification of the test cases for XAdES djpation.

The documents are written in XML and incorporatd_XStylesheets and javascript technologies. Thedenblogies
allow:

» To browse the aforementioned test definition doausand build pieces of text and tables correspuntti
each test case within this document.

e To browse reports of verification (simple XML docants) of each single XAdES signature verified bghea
participant, process them and keep up to dateteeoperability matrixes, which show what signasuné
each participant have been verified by what otletigipants and the results of such verifications.

The XAdES test case document actually incorporthiesvhole set of interoperability matrixes resgtirom the
uploading of the participants of their verificaticgport. It is worth to mention that XSLT and jasagt technologies
allow that each time a participant uploads a ssigifatures and/or verification reports, the inpemability matrixes
shown within the XAdES test case document, are taggao that participants always see the up toid&demation on
interoperability tests carried so far.

2.2.2.3 Individual verification reports

The XAdES area contains a page where each participay find its own interoperability matrixes, ireatrixes that
report the verification results obtained by the téghe participants after trying to verify eadhhis/her signatures.

These matrixes include links to the signature fied to the verification report files, as well adication of the
verification result.

Each participant access from the main page of ¢tialto her own verification reports page, andrfrihere, each
participant may directly access to the verificatieports pages of the rest of the participants.

2.2.2.4 Statistics per signature form

The Statistics page contains 3 tables that summé#r&z number of XAdES signatures generated arifbdet each
instant of the Plugtests®©.

The tables show per company how many signaturasceftain XAdES form have been generated or vdrifiend also
and the number of verified negative testcase tiges..

2.2.2.5 Upload pages
The XAdES area contains a page that participamgarsuploading their signatures and / or verifimatreports.

The Upload pages provide mechanisms for uploadavg signatures, new verification reports or both.
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Once uploaded, the portal re-builds a new downluagackage in the XAdES area and makes it avaifablall the
participants at the Download page. Within this @ayk participants will find all the signatures amdiification reports
generated up to that instant in the Plugtests.Way to archive all the different uploads and keeomplete history of
the Interop testing of the event.

As it has been already mentioned, the upload @ichamye has the immediate effect of updating theesponding
interoperability matrixes and the individual vez#tion reports within the suitable specific area.

2.2.2.6 Download pages

The XAdES area contains a page that participamtgarsdownloading the corresponding initial packéus includes
cryptographic material, test-definition files, amdolder structure suitable for uploading signagwaad verification
reports).

These pages are also used for downloading the whalerial generated by the participants at a cemaitant of the
plugtest, including all the XAdES signatures andfigation reports generated so far.

2.2.2.7 Test data directory pages

The page is used by the participants for browdiegfolders structure where the portal stores thelX#& signatures and
the verification files generated by all the papants.

This allows a detailed inspection of the files waled in a certain instant to the portal.
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2.2.3 XAdES Baseline Profile checker

The portal contains, within the private part of fflwatal, an online tool for testing conformity oAMES signatures
against the requirements defined in new standai®l BB 103 171 (XAdES Baseline Profile). This pmfilorresponds
to the minimum basic requirements in the contexhef'Directive 2006/123/EC of the European Paréat and of the
Council of 12 December 2006 on services in therireiemarket”.

2.2.3.1 Online tool

These section gives access to the tool and dedwilvdo upload XAdES Signatures to to server.

—

PLUGTESTS & "8 yAdES Baseline Profile Checker
INTEROP EVENTS HE 2

=X

Plugtests Portal . Welcome
o XAdES Baseline Profile Conformance change password
For Electronic Signature
10/7/2012
XAdES Conformance You can use this page to upload your files. The recommendations and rules regarding uploading are the followings:
XAdES Baseline Conformance * You must upload a .xml file
Checker * The XAdES signature files format that you may upload here are:

XAdES Baseline Statistics R
+ signaturename.xmil

Uploading files

Choose file to upload: | Browse_

Known Issue. File name must not contain spaces. Thank You.

The XAdES was uploaded successfully to the server.

Click here to see the XAdES Baseline Profile Conformance Report index.html

T wetsi.org | www.plugtests.org
E \ e, e
m World Class Standards Copyright
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The tool performs numerous checkings against theirements defined in new standard ETSI TS 103akitlprovides
several reports as follows:

- XML Raw Output

- Errors and Warnings

- Afull conformance report

- Signature Content Details, providing details of élements an PKI data present in the signature
- Trace Details, showing the contributions to the 8ég® Imprint computation for time-stamps.

All Reports

XML Raw Qutput
Errors and Warnings

Full Report
Content Details

Trace on Message Imprints

2.2.3.2

‘ Full Report
| Tested Element and Test
Result | TI/vI -~
I Test Result Details
1 = [Location-{CodeTest}KeyInfo-{Instancesiumber}
Success [The number of instances MUST be as specified. Instances spacified: 1. Instances found: 1
2. .'Tc'bl |Location-{CodsTest}:Keylnfo-{CheckIfSignarCertlslnKeyInfo}
Suecess | [The Signer Cartificate MUST be present vathin the dsiKeylnfo element.
s o [Location-{CodeTest}:KeyInfo/X509Data[1]/X509Certificata[1]-{MustBeBas=64}
Success. " |MUST be = valid base 64 ancodad value.
4, " [Locstion-{CodeTest} :KeyInfo/X505Data[ 1]/X505Cartificate[ 1]-{ ChackEnca psulatesXS09Certificate}
Teel
Success ' [MUST encapsulate = X509 Certificate.
o e |Location-{CodsTest}: QualifyingPropertias-{Instanceshumber}
Sucress. " [The number of instances MUST be as specified. Instances specified: 1. Instances found: 1

[Locstion-{CodeTest}:QualifyingProperties-{ChackDstailsOnChildren}

_|children order and number DO MATCH specification.
Tool

Specification: xadesv132:SignedProperties, xadesv132:UnsignedProperties?

Elements found: xadesv132:SignedPraperties

[Lacation-{CadaTest}:QualifyingProperties/@Targat-{InstancesNumber}

[The number of instances MUST be as specified. Instances specified: 1. Instances found: 1

[Lacation-{CadeTest} iqualifyingProperties/@1d-{InstancesNumber}

[The number of instances MUST be as specified. Instances specified: 0..1. Instances found: 0

[Location-{CodeTest}:SignadProparties-{InstancesNumbar}

[The number of instances MUST be as specified. Instances specified: 1. Instances found: 1

[Lacation-{CadeTest}iSignedProperties/ @1d-{InstancesNumber}

[The number of instances MUST be as specified. Instances specified: 0..1. Instances found: 1

[Location-{CodeTest}iSignedProperties-{ChackDetailsOnChildren}

Children order and number DO NOT MATCH specdification.
Specification: xadesv132:SignedSignatureProperties, xadesv132:SignedDataObjectProperties
Elements found: xadesv132:SignedSignatureProperties

Elemant xadesv132:SignedDataObjectProperties has not been found where it should be.

[Location-{CadaTast}:SignadSignaturaProparties-{InstancesNumbar}

[The number of instances MUST be as specified. Instances specified: 1. Instances found: 1

Locstion-{CodeTest}:SignedSignatureProperties-{CheckDetailsOnChildren}

Children order and number DO NOT MATCH specification.

Specification: xadesv132:SigningTime, xadesv132:SigningCertificate, xadesv132:SignaturePolicyldentifier?, xadesv132:SignatureProductionPlace?,
xadesv132:Signerfole?

Elements found: xadesv132:SigningCartificate

The element xadesv132:SigningTime has not been found where it should be. Element: xadesv132:SigningCertificate should not appear where it is.

Location-{CodeTest}:SignedSignatureProperties-{CheckChildrenOrder}

[Location-{CadaTast}:SignadSignaturaProparties/@1d-{InstancasNumbar}

‘The number of instances MUST be as specified. Instances specified: 0..1. Instances found: 0

BB B [ oc=tion-{CodeTest}:SignedSignatur=Properties/Signing Time-{Instancesiumber}
i

Statistics

This page displays a table of numbers of generatedrts for XAJES Baseline profile per participaticompany.
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3 Participants list

The table below shows the details of all the org@tions and persons that have participated in@i@ XAdES

Remote Plugtests© Event.

There have beed7 different organizationsand 51 people participating in the event.

Company Acronym First Name Surname
Appli.Not / Groupe APP Philippe Pellegrin
ADSN Yann Mathieu
Liaquat Khan
. Israr Ahmed
Ascertia Ltd ASC Yasir Khan
Farooq Rashed
Frangois Leclercq
ATOS ATOS Christophe Brunet
Marco Scognamiglio
. Fabrizio Balsamo
Bit4id BIT Davide Bertelli
Rodrigo Lopez
Hartje Bruns
Bremen Online Services BOS Alexander Funk
Thomas Chojeki
Pierre-Jean Aubourg
Bull SAS BULL Dominique Pierson
Vincent Kahoul
Cryptolog International CRY Moez Benmbarka
Alberto Alonso
DAC-UPC upc Juan Carlos Cruellas
Dictao SA DIC Mehdi Ben Abdallah
European Commissior EC David Naramski
P Anneli Andresson-Bourgey
ETS| ETS| Karen Hughes
Laurent Velez
Emerson Tozette
. Renato Fonseca
E-VAL Tecnologia EVAL Adison e
Carolina Davanzzo
FedICT FED Frank Cornelis
Birgit Haas
IAIK IAIK Konrad Lanz
Indenova IND Sergio Serrano
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LangEdge LAN Naoto Miyachi
Microsec Ltd MIC Balazs Czekmany
Ministry of Industry, MIET Rafael Perez-Galindo
Energy and Tourism
Antanas Mitasiunas
MitSoft MIT Adomas Birstunas
Orestas Miskivas
Ministry of Public
Administration of MJU Maks Romih
Slovenia
mTrust sro MTR Pavol Harhovsky
Polysys POL Agnes Juhasz
SafeLaye_r Se_zcure SAF Susanna Alvarez
Communications
SAGE AYTOS SAGE Ramiro Ollva'Nth'als
Alfonso Coheran Pérez
Martin Aparicio
Trustweaver TRU -
Daniel Granath
Ahmet Yetgin
Tubitak Uekae TUB ° - ° gl
Murat Yasin Kubilay
Unizeto Technologies| g Robert Hospodarysko
SmartSign
Unizeto Technologies UNIW Robert Hospodarysko
WebNotarius
Javier Echeverria
Viafirma S.L. VIA Diego Fajardo
Felix Garcia Borrego
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4 Plugtests conclusions

4.1 Remote vs. Face to Face

ETSI CTI reinforces its opinion on the usefulneBRemote Plugtests© as a way of reducing costattgipants.

27companies registered from Europe, Brazil andrlapiaat would have been difficult to organise iface to face
event

4.2 Communication supporting technologies

The utilization of Web conference (GotoWebinar) haen very appreciated by participants . It hesvald the
participants to get very interactive conferencgssharing the same document or application. AtthEEome meeting,
the team explained how to conduct the testing bkimgea real case demo.

The chat of the portal has also been very impoftarthe participants to write their questions equest and also it has
been used as meeting minutes.

4.3 Event duration

Initially, 2 weeks of testing have been plannedtfis event. Starting from 4March to 28 March 2012.

In order to let participants read all the documeaites and prepare the testing, ETSI has openepdfial 2 days before
the official beginning of the interoperability exen

Moreover, for this event, 27 companies were reggst, testing 28 products. As each company hasrifythe
signature of the other ones, the time needed isese@ith the amount of companies. 2 weeks weraitkdfi too short.

For this reasons, the Plugtests team has decidexteénd the duration of the event until thd pril 2012.

5 XAdES related Issues

The present section lists some of the issues raiggdg the conduction of the XAdES Plugtests ™ e 2012.

Additionally to the contents of the present claasdpcument “TimeStampRevocationDatalnclusion’negated by
Adomas Birstunas, is added in Annex A) to the @méseport including specific questions on inclydievocation
status data in XAdES signatures.
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5.1 XAdES Baseline Profile, Commission Decision and
versioning

A comment was raising mentioning that there co@dvio approaches for dealing with the XAdES Basehnofile,
namely:

1. Those ones following the Commission Decision text having as only reference ETSI TS 101 903 v.1.4.1
2. Those ones reading the ETSI TS 103 171, where pliciéxeference is made to ETSI TS 101 903 v1.4.2.

It must be commented that when the Commission @etisas approved, the latest official publishedsiar of ETSI
TS 101 903 was v1.4.1. However that version corthsome early and well identified detected errioas Yersion
v1.4.2 fixed. In fact, as early as the first XAdEBE&roperability event conducted after the pubiarabf v1.4.1, a kind
of consensus on the resolution of these errorsashieved among participants, and this consensusftexsvards
implemented in v1.4.2.

The major conclusion is that implementations shdaolldw ETSI TS 103 171 and by doing this, use ETSI101 903
v1.4.2; in addition to that, a future amended wersif the Commission Decission should make a rateréo the ETSI
TS 103 171.

5.2 Inclusion of trust anchor, when it is a selfsigned certificate,
in the set of certificates present in the signature

A comment was raised questioning the inclusiorhefttust anchor in the form of a selfsigned ceudiié in the test
cases.

This inclusion has been an issue visited a numbeémes before the production of the Baseline ResfiThe final
decision, implemented in the set of Baseline Resfdfter a consultance to the experts group osdhaces directive,
was to require its inclusion.

5.3 Computation of messagelmprint for Archive Time-stamps

An important amount of messages were exchanged gpanicipants discussing technical details on kmeompute
the messagelmprint for the different versions aflAve Time-stamps. Reproducing all the technicgditiein this
report would be cumbersome.

What is relevant though, for the purposes of tles@nt report is to report that these discussiodsvwa major
outcomes:

1. They led to review the first version of the XAdE&<RIine Profile Conformance Tool, available by the
participants at the portal, and fix a bug in tmapiementation.

2. Once this bug was fixed, the doubts on how to camghe aforementioned messagelmprint field, were
quickly solved because the tool itself generatea@e showing the different components that couteitio
compute the input to the digest process whosetrissthie messagelmprint subject of discussionat, fafter
that fixing, the discussions took as referencekhrid of traces and implementers had a referermdtrthat
clarified most of their doubts.

5.4 Inclusion of revocation data in signatures

Mr. Adomas Birstunas kindly generated and disteblub the rest of participants a document on thi tidentified in
the headline of the present clause. This docunsgmitiin Annex A) as mentioned before. This documélhalso be
handed to the ETSI ESI TC.
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5.5 Need to improve wording of ETSI TS 101 903 regarding
usage of ds:Canonicalization in certain time-stamp
containers properties

A number of comments were raised related to wreaEfhSI TS 101 903 identifies as ds:Canonicalizagtiement
within time-stamp container properties.

1. A comment was raised on clause “8.2.1 Not distetutase” (of xadesv141:ArchiveTimeStamp). More
specifically on the following requirement:

“(...)If ds:Canonicalization is present, the algonitindicated by this element is used”.

The actual name of the element is ds:Canonicatim®tethod. This is an editorial error that hasédiked in
the new version of the specification.

The second comment is that according to the pessmnrose the comment it should be clarified whether
element mentioned was referring to the ds:Candami@dnMethod child of ds:Signedinfo or the element
present in the xadesv141:ArchiveTimeStamp.

2. A second comment related to this topic also idexttithe need to improve the wording and to fix #reor in
the name of the element for clause “7.3 The SigedimeStamp element”.

3. Finally, it was also commented that in the casthefcomputation of the contribution to the messageint by
a ds:Reference element within ds:Signedinfo, itlddne useful some wording providing additional detan
how and when the computation of the canonicalipatias to be performed in the chain of steps leaiing
compute this contribution.

Indeed this should be and shall be clarified inrthgt version. A new wording is required.

5.6 Issues on XPath transformation followed by a
canonicalization process

One of the test cases included in the test suifeested to generate a XAdES-EPES signature usiegtamal fake
XML signature policy document. It is the case, i test case definition required to apply a XRathsformation to
that XML file, and then canonicalize the resultdrefcomputing the digest value to be insertedénXAJES-EPES
signature as digest value of the signature polagudent.

Participants found two different results of theqass of computing the sequence XPath/canonicalizédi that XML
file. Some of the participants were using their damls and other were using open source tools.evath participants
purportedly using the same open source tool forpgimg this sequence (apache XMLSig implementataiiained
different results!.

After a good number of exchanges and deep indagatibthe causes it was concluded that differergions of the
implementation of apache XMLSig open source tomdpced different results. This was due to a chamgjee source
code.

After additional discussion, the group felt unaiteclearly opt for one result as the good one,ian@s decided that a
consultation would be raised to the XML Security Ming Group in W3C and even a note would be setti¢o
implementers of apache XMLSig tool. It must be remmd though, that, strictly speaking, this is nepacific XAJES
issue, but more a XMLSig or, even better, XPathf@dgalization issue.
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5.7 Usage of the ds:Manifest in XAdES Baseline Profile test
cases

Some of the participants asked about the usags:bfaifest in the XAdES Baseline Profile.

At present XAdES Baseline Profile allows to useneidjds:Manifest. nevertheless, it must be remaitkatdET S| ESI
got comments firmly opposing to the usage of dsifiéshin this way. The rationale for that being,camg other things,
the fact that XMLSIG itself is agnostic as how tatlwith this in the sense that if the check ofdedReference fails
how the validating application has to react, as ihieft to the specific implementations; and thiseen as a problem
for interoperability. On the other hand ETSI ESattefrom other countries taht were using ds:Mahifesthe end, the
compromise reached was to leave the specificasahveas and then, during some time, get commends a
requirements on this specific issue, at relevara {experts group that generated a commissionslenistrongly
related with what is now XAdES Bp Level-B is onetloé most relevant) so that ESI could assess inghe future if
the spec could be left as is or an additional ict&in in the sense of banning the ds:Manifest Wddtter satisfy
requirements by relevant stakeholders.

There is an ad-hoc ESI team that is precisely dgalith this and other issues, and that will previput to the next
ESI meeting in October 2012 for adopting a finatisien.
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6 XAdES Plugtests© Interoperability matrixes

6.1 Summaries for Positive Test Cases

XAdES-BES
Number Not Non
Signature Generated of Tot.a_l Success Failure Applicable Incomplete Conformant
Signatures i Verific
Verifiers | ations % % % % %
X-BES-1 21 23 399 347 86,97 0 0,00 4 1,00 0 0,00
X-BES-2 22 23 351 323 92,02 0 0,00 4 1,14 0 0,00
X-BES-3 20 22 363 332 91,46 0 0,00 3 0,83 1 1,09
X-BES-4 15 18 198 181 91,41 0 0,00 4 2,02 0 0,00
X-BES-5 10 18 116 106 91,38 1 0,86 2 1,72 0 0,00
X-BES-6 16 20 251 236 94,02 0 0,00 2 0,80 0 0,00
X-BES-7 14 19 191 181 94,76 0 0,00 2 1,05 0 0,00
X-BES-8 12 18 184 177 96,20 0 0,00 1 0,54 0 0,00
X-BES-9 10 14 119 119 100,00 0 0,00 0 0,00 0 0,00
X-BES-10 9 13 114 114 100,00 0 0,00 0 0,00 0 0,00
X-BES-11 11 15 135 109 80,74 0 0,00 10 7,41 0 0,00
X-BES-15 7 12 66 55 83,33 0 0,00 1 1,52 0 0,00
Total
/Average 167 215 2487 2280 91,86 173 6,57 1 0,07 33 1,50 1 0,09
XAdES-EPES
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
X-EPES-1 14 13 102 62 60,78 1 0,98 10 9,80
X-EPES-2 4 6 22 12 54,55 0 0,00 0 0,00
Total /Average 18 19 124 ‘ 74 | 57,66 ‘ 39 ‘ 36,94 ‘ 1 ‘ 0,49 10 ‘ 4,90 |
XAdES-T
Number Not
Signature Generated of Total Success Failure Applicable Incomplete
Verification
Signatures Verifiers s % % % %
X-T-1 19 20 318 295 92,77 0 0,00 0 0,00
Total /Average 19 20 318 | 295 ‘ 92,77 ‘ 23 ‘ 7,23 ‘ 0 | 0,00 ‘ 0 ‘ 0,00 |

ETSI

24



XAdES 2012 Remote Plugtests Report

XAdES-C
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
X-C-1 11 13 134 128 95,52 0 0,00 0 0,00
X-C-2 12 12 131 120 91,60 0 0,00 0 0,00
X-C-3 2 7 14 14 100,00 0 0,00 0 0,00
Total /Average 25 32 279 ‘ 262 ‘ 95,71 ‘ 17 | 4,29 | 0 ‘ 0,00 0 ‘ 0,00 |
XAdES-X
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
X-1 12 12 134 113 84,33 0 0,00 1 0,75
X-2 10 10 95 92 96,84 0 0,00 0 0,00
X-3 12 11 118 95 80,51 0 0,00 6 5,08
X-4 10 10 103 83 80,58 0 0,00 6 5,83
Total /Average 44 43 450 383 ‘ 85,57 ‘ 54 | 11,52 ‘ 0 | 0,00 | 13 ‘ 2,91 |
XAdES-XL
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
X-XL-1 14 13 165 140 84,85 0 0,00 1 0,61
X-XL-2 13 13 146 130 89,04 0 0,00 0 0,00
X-XL-3 14 14 169 141 83,43 0 0,00 6 3,55
X-XL-4 12 13 136 120 88,24 0 0,00 0 0,00
Total /Average 53 53 616 531 ‘ 86,39 ‘ 78 | 12,57 ‘ 0 | 0,00 | 7 ‘ 1,04 |
XAdES-A
Signature Generated | Number of Total Success Failure Not Applicable Incomplete
Signatures Verifiers Verifications % % % %
X-A-1 12 12 132 114 86,36 0 0,00 3 2,27
X-A-2 10 12 108 98 90,74 0 0,00 4 3,70
X-A-3 12 13 131 108 82,44 0 0,00 6 4,58
X-A-4 10 12 108 90 83,33 0 0,00 5 4,63
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X-A-5 10 12 106 92 86,79 0 0,00 5 4,72
X-A-6 9 11 95 82 86,32 0 0,00 4 4,21
X-A-7 12 12 121 110 90,91 0 0,00 2 1,65
X-A-8 11 11 107 93 86,92 5 4,67 1 0,93
X-A-9 9 10 79 69 87,34 0 0,00 3 3,80
Total /Average 95 105 987 | 856 |86,80‘ 93 ‘ 9,30 ‘ 5 | 0,52 | 33 | 3,39 |
XAdES-BES 141
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
141-BES-1 4 8 23 23 100,00 0 0,00 0 0,00
141 BES-2 4 8 28 28 100,00 0 0,00 0 0,00
Total /Average 8 16 51 ‘ 51 | 100,00 | 0 | 0,00 | 0 ‘ 0,00 | 0 | 0,00 |
XAdES-T 141
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
141-T 8 10 72 66 91,67 0 0,00 0 0,00
Total /Average 8 10 72 | 66 | 91,67 ‘ 6 ‘ 8,33 | 0 | 0 | 0 | 0 |
XAdES-X 141
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
141-X-2 5 8 34 33 97,06 0 0,00 0 0,00
141 X-3 6 8 42 36 85,71 0 0,00 5 11,90
Total /Average 11 16 76 ‘ 69 ‘ 91,39 ‘ 2 ‘ 2,66 ‘ 0 ‘ 0,00 | 5 | 5,95 |
XAdES-A 141
Not
Signature Generated Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
141 A-2 7 10 59 50 84,75 0 0,00 0 0,00
141 A-3 8 10 67 53 79,10 0 0,00 7 10,45
141 A5 8 9 57 46 80,70 0 0,00 6 10,53
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141 A-7 6 8 44 43 97,73 0 0,00 0 0,00
141 A-9 4 8 31 30 96,77 0 0,00 0 0,00
Total /Average 33 45 258 | 222 | 87,81 ‘23‘ 7,99 | 0 | 0,00 ‘ 13 | 4,19 ‘
XBp-B
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete | Non Conformant
Signatures Verifiers Verifications
% % % % %
XBp-B-1 9 7 57 55 96,49 0 0,00 1 1,75 0,00
XBp-B-2 7 6 33 25 75,76 0 0,00 1 3,03 1 1,32
XBp-B-3 2 4 8 6 75,00 0 0,00 1 | 12,50 0,00
Total /Average 18 17 98 | 86 ‘ 82,42 ‘ 9 | 11,82 ‘ 0 ‘ 0,00 | 3 | 5,76 | 1 | 0,44
XBp-T
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
XBp-T-1 9 7 57 55 96,49 0 0,00 1 1,75
XBp-T-2 4 6 21 21 100,00 0 0,00 0 0,00
Total /Average 13 13 78 ‘ 76 ‘ 98,25 | 1 | 0,88 | 0 ‘ 0,00 ‘ 1 | 0,88 |
XBp-LT
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
XBp-LT-1 7 6 36 36 100,00 0 0,00 0 0,00
XBp-LT-2 6 6 31 30 96,77 0 0,00 0 0,00
XBp-LT-3 1 3 3 3 100,00 0,00 0,00
XBp-LT-4 1 3 3 3 100,00 0,00 0,00
Total /Average 15 18 73 ‘ 72 | 99,19 | 1 ‘ 0,81 ‘ 0 ‘ 0,00 | 0 ‘ 0,00 |
XBp-LTA
Not
Signature Generated | Number of Total Success Failure Applicable Incomplete
Signatures Verifiers Verifications % % % %
XBp-LTA-1 7 6 35 30 85,71 0 0,00 2 571
XBp-LTA-2 5 5 22 17 77,27 0 0,00 2 9,09
XBp-LTA-3 0 0 0 0 0 0
XBp-LTA-4 6 6 28 23 82,14 0 0,00 1 3,57
XBp-LTA-5 4 5 17 12 70,59 0 0,00 1 5,88
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XBp-LTA-6 1 3 2 66,67 0 0,00 1 33,33
XBp-LTA-7 0 0 0 0 0
| Total /Average | 23 ‘ 25 | ‘ 84 | 76,48 | 14 ‘ 12,00 ‘ 0 | 0,00 ‘ 7 | 11,52
6.2 Summaries for Negative Test Cases
XAdES-BES N
Signature Total Total Success Failure Not Applicable Incomplete
: Verificati
Negative Test Cases Generated e
% % % %
0,0
X-BESN-1 1 5 0 0,00 0,00
0,0
X-BESN-2 1 4 0 0,00 0,00
0,0
X-BESN-3 1 4 0 0,00 0,00
0,0
X-BESN-4 1 8 0 0,00 0,00
0,0
Total /Average X-BES 4 21 0 0 21 100,00 0 0,00 0 0,00
XAdES-EPES N
Signature Total Total Success Failure Not Applicable Incomplete
Negative Test Cases Generated | Verifications % % % %
X-EPESN-1 1 2 0,00 1 50,00 0,00
Total /Average EPESN 1 2 ‘ 0 ‘ 0,00 ‘ 1 | 50,00 | 1 | 50,00 | 0 ‘ 0,00
XAdES-TN
Signature Total Total Success Failure Not Applicable Incomplete
Negative Test Cases Generated | Verifications
% % % %
TN-3 1 4 0 0,00 0 0,00 0 0,00
TN-1 SC1 1 6 0 0,00 0 0,00 0 0,00
TN-2 SC1 1 6 0 0,00 0 0,00 0 0,00
Total /Average X-TN 3 16 0 ‘ 0,00 ‘ 16 ‘ 100,00 ‘ 0 ‘ 0,00 ‘ 0 | 0,00
XAdES-CN
Signature Total Total Success Failure Not Applicable Incomplete
Negative Test Cases Generated | Verifications
% % % %
X-CN-1 1 2 0,00 0 0,00 0,00
Total /Average X-CN 1 2 0 | 0,00 | 2 | 100,00 | 0 | 0,00 ‘ 0 ‘ 0,00
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XAdES-X N
N (fgig;;\%u'rri st Gel-gtrilted Veri;li-cc:):ta?ons Success Failure Not Applicable Incomplete
Cases % % % %
XN-1 1 2 0,00 0 0,00 0 0,00
XN-2 1 3 0,00 0 0,00 0 0,00
XN-3 1 2 0,00 0 0,00 0 0,00
XN-4 1 3 0,00 0 0,00 0 0,00
Total /Average X-T 4 10 | 0 | 0,00 | 10 | 100,00 | 0 ‘ 0,00 | 0 | 0,00 |
XAdES-XL N
Signature Negative Total Total Success Failure Not Applicable Incomplete
Test Cases Generated | Verifications
% % %
XL-1 1 3 1 33,33 0 0,00 0 0,00
XL-2 1 3 1 33,33 0 0,00 0 0,00
XL-3 1 2 0,00 0 0,00 0 0,00
XL-4 1 3 1 33,33 0 0,00 0,00
XL-5 1 3 1 33,33 0 0,00 0,00
XL-6 1 3 1 33,33 0 0,00 0,00
XL-7 1 3 0,00 0 0,00 0,00
XL-8 1 & 0,00 0 0,00 1 33,33
Total /Average XLN 8 23 | 5 | 20,83 ‘ 17 ‘ 75,00 ‘ 0 ‘ 0,00 ‘ 1 ‘ 4,17 |
XAdES-A N
Signature Total Total Success Failure Not Applicable Incomplete
Negative Test
Cases Generated | Verifications | Absolute Absolute Absolute Absolute
AN-1 1 3 0,00 0 0,00 0,00
AN-2 1 & 0,00 0 0,00 0,00
AN-3 1 3 0,00 0 0,00 0,00
AN-4 1 2 0,00 0 0,00 0,00
AN-5 1 2 0,00 0 0,00 0,00
Total /Average X-AN 5 13 | 0 ‘ 0,00 ‘ 13 ‘ 100,00 ‘ 0 | 0,00 | 0 | 0,00 |
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XBp-BN
Signature Negative Total Total Success Failure Not Applicable Incomplete
Test Cases Generated | Verifications
XBp-BN-1 1 1 0 0,00 0 0,00 0,00
XBp-BN-2 1 1 0 0,00 0 0,00 0,00
XBp-BN-3 1 0 0 0
Total /Average XBp-BN 3 2 | 0 | 0,00 | 2 ‘ 100,00 ‘ 0 ‘ 0,00 ‘ 0 | 0,00 |

6.3 Positive test cases for generation and verification for XAdES
6.3.1 Test cases for XAdES-BES form.

The following table shows the properties of K& ES- BES form and wich test cases test them.

XAJES-BES.SCOK

$r°pe”y—’ SPRIDOF|CTI||SR || IDOTS ADOTS 141TSVO
estCasg

xBEsLxml| * | I [ J[ [ | L] |
xBEs-2xmll [ T [ ][ [ | L] |
[xBES-3xml|* JF I [ I [ L] |
[xBESaxmll |- JF ][ [ Jer] L] |
[xBEsBxmil [ JF ][ [ Jer][ L] |
xBEsexmi|* F JF JF [ ][ [ | L] |
(xBEszoml]l [ JF JF [ [ [ L] |
[xBEs-8xml|* JF I JF | [ L] |
(xBEsoxmll [ JF ][ [ [ Jr ] L] |
x-BES-10xml* JF I [ L I || |
xBES-1Lxmi |+ JF [ ][ [ [ | [ |
xBES-15xmi | - JF f [ § L] |

X-BES-1.xml contains the following Properties:

e SigningCertificate
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This test case tests an external SigningCertifiiagethe URI Attribute is referring to a certiite file outside the
signature and the Certificate in the ds:Keylnfolldb@ ignored).

X-BES-2.xml contains the following Properties:

e SigningCertificate
* SigningTime

This test case tests an external SigningCertifiaatehas the SigningTime property that lies withia validity of the
certificate.

X-BES-3.xml contains the following Properties:

» SigningCertificate
» SigningTime
e SignatureProductionPlace

This test case tests an external SigningCertificatauri is given for the SigningCertificate anym@oThe SigningTime
should be checked against the validity period efdeértificates. A SignatureProductionPlace propisrpyrovided.

X-BES-4.xml contains the following Properties:

e SigningCertificate

* SigningTime

» SignatureProductionPlace
* SignerRole

This test case tests an external SigningCertifiaatehas the SigningTime and SignatureProducticeRieoperty.
Now also the SignerRole with a ClaimedRole is added

X-BES-5.xml contains the following Properties:

e SigningCertificate

e SigningTime

e SignatureProductionPlace
* SignerRole

This test case tests an external SigningCertifiaatehas the SigningTime and SignatureProducticeRieoperty.
Now also the SignerRole with a CertifiedRole is edld

X-BES-6.xml contains the following Properties:

» SigningCertificate

* SigningTime

» SignatureProductionPlace
« DataObjectFormat

This is a test for DataObjectFormat. The DataOBjeghat should point to a ds:Reference whose URbate points
to a simple text file outside of the document conitey the signature. MimeType and Encoding do reatehto be
checked in this case.

X-BES-7.xml contains the following Properties:

e SigningCertificate
* SigningTime
» SignatureProductionPlace
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» DataObjectFormat
» DataObjectFormat

This is a test for DataObjectFormat, the referestemild point to a ds:Object that contains the MigpETand Encoding
in a non contradicting way. To use #Reference-Wi§just a suggestion.

X-BES-8.xml contains the following Properties:

e SigningCertificate

e SigningTime

e SignatureProductionPlace

» CommitmentTypelndication

X-BES-9.xml contains the following Properties:

e SigningCertificate

e SigningTime

e SignatureProductionPlace

e IndividualDataObjectsTimeStamp

This is to test the IndividualDataObjectsTimeStamp.
X-BES-10.xml contains the following Properties:

» SigningCertificate

* SigningTime

» SignatureProductionPlace
» AllDataObjectsTimeStamp

This is to test the AllDataObjectsTimeStamp.
X-BES-11.xn1 contains the following Properties:

e SigningCertificate

e SigningTime

e SignatureProductionPlace
» CounterSignature

This is to test the CounterSignature, for simpliditis signed by the same party.
X-BES-15.xml contains the following Properties:

» SigningCertificate

* SigningTime

» SignatureProductionPlace

« DataObjectFormat

e CommitmentTypelndication

« AllDataObjectsTimeStamp

e IndividualDataObjectsTimeStamp

This is to test all BES Properties, except Countgr&ure.
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6.3.2 Test cases for the XAdES-EPES form.

The following table shows the properties of KEIES- EPES form and wich test cases test them.

XAdES-EPES.SCOK

Property—
TestCasg

X-EPES-Lxmi[* ||
X-EPES-2.xml[* | F

SPRDOR|CTI||SR

DOTSADOTS 141TSVD

] ]

t

f ERCR]|

[ [ ]

X-EPES-1.xml contains the following Properties:

» SigningCertificate
* SigningTime

» SignaturePolicyldentifier

X-EPES-2.xml contains the following Properties:

e SigningCertificate
e SigningTime

» SignaturePolicyldentifier
e SignatureProductionPlace

* SignerRole

» DataObjectFormat
» DataObjectFormat
» DataObjectFormat
» DataObjectFormat

» CommitmentTypelndication

e CommitmentTypelndication
e CommitmentTypelndication
e CommitmentTypelndication

6.3.3 Test cases for XAdES-T form.

The test cases in this section deal withXAdES- T form.

The following table shows the properties of K ES- T form and wich test cases test them.

XAJES-T.SCOK

Property—
TestCasg

SPF

DOF

CTI IDOTS

ADOTS

141TSVD STS

[X-T-2xmi|* ¢ ||

[

[

I

X-T-1.xml contains the following Properties:
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* SigningTime
» SigningCertificate

e SignatureTimeStamp

This test case adds a SignatureTimeStamp.

6.3.4 Test cases for XAdES-C form.

The test cases in this section deal withXAdES- C form.

XAdES 2012 Remote Plugtests Report

The following table shows the properties of K ES- C form and wich test cases test them.

XAdES-C.SCOK

Property—
TestCasg SPH

[X-C-Lxmi | |

xCzum |F|

X-C-3xmi][* |f |

DOF(CTI||SR || IDOTS ADOTS 141TSV|SP(STS/CCR|CRR|ACR|ARR
[ ] L Je 0]
[ ] L= Jo 0 ]
L Jerrl ] [ L= o = I ]

X-C-1.xml contains the following Properties:

» SigningTime
» SigningCertificate

* SignatureTimeStamp
» CompleteCertificateRefs
» CompleteRevocationRefs

This test case has a SignatureTimeStamp and bestsé of CompleteCertificateRefs and the corredipgrCRLSs in

CompleteRevocationRefs.

X-C-2.xml contains the following Properties:

e SigningTime
e SigningCertificate

» SignatureTimeStamp
» CompleteCertificateRefs
» CompleteRevocationRefs

This test case has a SignatureTimeStamp and hestsé of CompleteCertificateRefs and the corredipgrfOCSP in

CompleteRevocationRefs.

X-C-3.xml contains the following Properties:

e SigningTime
e SigningCertificate
* SignerRole

e SignatureTimeStamp

e CompleteCertificateRefs
» CompleteRevocationRefs
» AttributeCertificateRefs

This test case tests the use of AttributeCertiéiRats.
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The test cases in this section deal withXAdES- X form.
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The following table shows the properties of K ES- X form and wich test cases test them.

XAdES-X.SCOK

Property s s |lsp oo |lcT s [iboT
resicase |T S [P [F [ R[S

ADOT
S

Cc
S

141TSV
D

SP

ST

CcC SART ||ROT

xxLaxmil JF [
xx2xmil [ [ ]
xx3xmil JF [
xX4xml|[< ][l

[ | [ I I
[ I L= Je 0 1= ]
[ | LI = Jo I 0 = ]
[ I [ S I

X-X-1.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp

X-X-2.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
RefsOnlyTimeStamp

X-X-3.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp

X-X-4.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
RefsOnlyTimeStamp
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6.3.6 Test cases for XAdES-XL form.

The test cases in this section deal withXAd ES- XL form.
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The following table shows the properties of K&IES- XL form and wich test cases test them.

XAdES-XL.SCOK

Property

—

TestCase

SP CT

P

IDO
TS

ADO
TS

S C [|141TS
R S ||vD I

X-XL-

1.xml

il =IO
oo |

X-XL-

2.xml

il
il

X-XL-

3.xml

il
il

X-XL-

4.xml

il

SH

ST

s
]
—
|
. |

0
0

| *

‘ *

| *

‘ *

CR||AC ||AR |[SAR||RO C_R_AA AR
R |R |[R [[TS |TS ||V |V |CV [V
c - J-1e
c o [+ [e]
0 - -0
0 + [+ [l

X-XL-1.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

X-XL-2.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
RefsOnlyTimeStamp
CertificateValues
RevocationValues

X-XL-3.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

X-XL-4.xml contains the following Properties:
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* SigningTime
» SigningCertificate

e SignatureTimeStamp
e CompleteCertificateRefs

e CompleteRevocationRefs
e RefsOnlyTimeStamp

» CertificateValues
 RevocationValues

6.3.7 Test cases for XAdES-A form.

The test cases in this section deal withXAdES- A form.

The following table shows the properties of K ES- A form and wich test cases test them.

XAdES 2012 Remote Plugtests

Report

Property

N
TestCase

|

Oowm
|'U
LT

d

x
>

-
%
2

X
>
il
*

N
x
=1

awm

XAdES-A.SCOK

IDO
TS

ADO
TS

VD

141TS|S

Pl

ST

CcC
R

‘ *

| *

‘ *

| *

‘ *

[efojejlofefeo] ®3

AC
R

AR

| ®

SAR
TS

RO
TS

<0

<X

*

ollollollofojlofofolo]

X-A-1.xml contains the following Properties:

e SigningTime
e SigningCertificate

e SignatureTimeStamp
» CompleteCertificateRefs
» CompleteRevocationRefs

* SigAndRefsTimeStamp

» CertificateValues
* RevocationValues
* ArchiveTimeStamp
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X-A-2.xml contains the following Properties:

» SigningTime

» SigningCertificate

* SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
e RefsOnlyTimeStamp

* CertificateValues

* RevocationValues

e ArchiveTimeStamp

X-A-3.xml contains the following Properties:

* SigningTime

» SigningCertificate

e SignatureTimeStamp

e CompleteCertificateRefs
e CompleteRevocationRefs
* SigAndRefsTimeStamp

» CertificateValues

* RevocationValues

* ArchiveTimeStamp

X-A-4.xml contains the following Properties:

e SigningTime

e SigningCertificate

e SignatureTimeStamp

e CompleteCertificateRefs
» CompleteRevocationRefs
* RefsOnlyTimeStamp

» CertificateValues

* RevocationValues

* ArchiveTimeStamp

X-A-5.xml contains the following Properties:

e SigningTime

» SigningCertificate

» SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
* SigAndRefsTimeStamp

* CertificateValues

* RevocationValues

e ArchiveTimeStamp

e ArchiveTimeStamp

X-A-6.xml contains the following Properties:

* SigningTime

» SigningCertificate

e SignatureTimeStamp

e CompleteCertificateRefs
e CompleteRevocationRefs
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* RefsOnlyTimeStamp
» CertificateValues

» RevocationValues

e ArchiveTimeStamp

e ArchiveTimeStamp

X-A-7.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp
* CertificateValues

* RevocationValues

e ArchiveTimeStamp

X-A-8.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp
» CertificateValues

» RevocationValues

e ArchiveTimeStamp

e ArchiveTimeStamp

X-A-9.xml contains the following Properties:
» SigningTime
» SigningCertificate
e SignatureTimeStamp
e CertificateValues

» RevocationValues
e ArchiveTimeStamp

6.4 Positive test cases for generation and verification for XAdES
v1i.4.1

The following section contains XAdES v1.4.1 verspmsitive test cases grouped by XAdES Form.

6.4.1 Test cases for XAdES-BES form.
The test cases in this section deal withXAd ES- BES form.

The following table shows the properties of K& ES- BES form and wich test cases test them.

| XAdES-BES.SCOK |

Property— sT|salsPRDOR|CTI|SR|IDOTS|ADOTS|CS|141TSVD
TestCasg

xaa1-BES-1xmi* F JF 0T I Lk |
XaasBEs2xml F T T IR |
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X141-BES-1.xmlcontains the following Properties:

» SigningCertificate

* SigningTime

» SignatureProductionPlace

* IndividualDataObjectsTimeStamp

» xadesv141TimeStampValidationData

This is to test the IndividualDataObjectsTimeStaand TimeStampValidationData for this timestamp.
TimeStampValidationData uses CRL values.

X141-BES-2.xnh contains the following Properties:
e SigningCertificate
e SigningTime
» SignatureProductionPlace
» AllDataObjectsTimeStamp

» xadesv141TimeStampValidationData

This is to test the AllDataObjectsTimeStamp and @3tampValidationData for this timestamp.
TimeStampValidationData uses OCSP responses.

6.4.2 Test cases for XAdES-T form.

The test cases in this section deal withXAdES- T form.

The following table shows the properties of KIES- T form and wich test cases test them.

| XAdES-T.SCOK |

Property—~ |lo1lsqlspRDOAICTIISRIDOTS|ADOTS|CS|141TsvOlSPIlS TS
TestCase

pagr x5 L 0 L LT 0 [

X141-T-1.xm contains the following Properties:
e SigningTime
» SigningCertificate
* SignatureTimeStamp
» xadesv141TimeStampValidationData

This test case adds a SignatureTimeStamp and Tamg$talidationData for this timestamp.
TimeStampValidationData uses CRL values.

6.4.3 Test cases for XAdES-X form.

The test cases in this section deal withXAdES- X form.

The following table shows the properties of K ES- X form and wich test cases test them.
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XAdES-X.SCOK

Property—
TestCase

X141-X-
2.xml

X141-X-
3.xml

il
* *
L "o

Do |[cT][s |ipoT |[aDoT |[c |[141Tsv|[sP|[sT |[cc |[cr |[aC |[AR |[[SART|ROT
F Il [R]s S s |p s IR R R IR [s S

* * * C *

* * * O *

X141-X-2.xml contains the following Properties:

* SigningTime
» SigningCertificate
* SignatureTimeStamp

e xadesvl141TimeStampValidationData

e CompleteCertificateRefs
e CompleteRevocationRefs
e RefsOnlyTimeStamp

e xadesvl141TimeStampValidationData

This test case tests Complete CertificteRefs andfleteRevocationRefs based on CRLs. Also RefsOnigBtamp
and TimeStampValidationData for this timestamp. @8tampValidationData uses CRL values.

X141-X-3.xml contains the following Properties:

* SigningTime
» SigningCertificate
e SignatureTimeStamp

e xadesvl141TimeStampValidationData

e CompleteCertificateRefs
e CompleteRevocationRefs

* SigAndRefsTimeStamp
e xadesvl141TimeStampValidationData

This test case tests Complete CertificteRefs andpleteRevocationRefs based on OCSP responses. Also
RefsOnlyTimeStamp and TimeStampValidationData lie timestamp. TimeStampValidationData uses CRuesl

6.4.4 Test cases for XAdES-A form.

The test cases in this section deal withXAd ES- A form.

The following table shows the properties of KIES- A form and wich test cases test them.

XAdES-A.SCOK

Property— |S|[s|[sRD |[c |[s]iDol][aD ][c|141T]s |[sT|cd[cR[AC]AR]sA RO?RV AA |[AR]A |
TestCasq ||T ||C||P |loF||TI |R]|TS |loTs|s svD |PPi|s R ||R |R ||R [RTS|TS ||V | cv v |Ts
M * * * * * C * * CCCC 1
2xml | L L L] ] L] L
M * * * * * O * * OOOO 1
3xml | L H e L
M * * * * * O * * OOOO(‘ 2
Sxml ||| L L L] u | L] [ ]
M * * * * * CCC 1
Zxml L L ] L I | | I O LI
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S LI L T LTI o] ]

[E=Y

X141-A-2.xml contains the following Properties:

e SigningTime

» SigningCertificate

* SignatureTimeStamp

» xadesv141TimeStampValidationData
» CertificateValues

* RevocationValues

e CompleteCertificateRefs

e CompleteRevocationRefs

e RefsOnlyTimeStamp

e xadesvl141TimeStampValidationData
» CertificateValues

* RevocationValues

» CertificateValues

* RevocationValues

» xadesv141TimeStampValidationData
» CertificateValues

» RevocationValues

This test case checks the usage of <xadesv141v&TimeStamp> and <xadesv141:TimeStampValidationbata

elements when CRLs are used as validation data.
X141-A-3.xml contains the following Properties:

e SigningTime

e SigningCertificate

* SignatureTimeStamp

» xadesv141TimeStampValidationData
» CertificateValues

* RevocationValues

» CompleteCertificateRefs

e CompleteRevocationRefs

* SigAndRefsTimeStamp

e xadesvl141TimeStampValidationData
» CertificateValues

» RevocationValues

» CertificateValues

* RevocationValues

» xadesv141TimeStampValidationData
» CertificateValues

* RevocationValues

This test case tests xadesv141ArchiveTimeStamptivin corresponding TimeStampValidationData on

SigAndRefsTimeStamp. TimeStampValidationData us&BP@sponses.

X141-A-5.xml contains the following Properties:

e SigningTime

e SigningCertificate

e SignatureTimeStamp

» xadesv141TimeStampValidationData
» CertificateValues
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» RevocationValues

» CompleteCertificateRefs

e CompleteRevocationRefs

* SigAndRefsTimeStamp

e xadesvl141TimeStampValidationData
e CertificateValues

* RevocationValues

» CertificateValues

» RevocationValues

» xadesv141TimeStampValidationData
» CertificateValues

» RevocationValues

» xadesv141TimeStampValidationData
e CertificateValues

* RevocationValues

This test case tests two xadesv141ArchiveTimeStaittiptheir corresponding xadesv141TimeStampValaidData.
TimeStampValidationData use OCSP responses.

X141-A-7.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp

» xadesv141TimeStampValidationData
» CertificateValues

» RevocationValues

» CertificateValues

» RevocationValues

e xadesvl141TimeStampValidationData
» CertificateValues

* RevocationValues

This test case tests xadesv141ArchiveTimeStampthin corresponding TimeStampValidationData withou
references. TimeStampValidationData use CRL values.

X141-A-9.xml contains the following Properties:

* SigningTime

» SigningCertificate

e SignatureTimeStamp

e xadesvl141TimeStampValidationData
e CertificateValues

* RevocationValues

e CertificateValues

* RevocationValues

» xadesv141TimeStampValidationData
» CertificateValues

* RevocationValues

This test case tests xadesv141ArchiveTimeStamptivin corresponding TimeStampValidationData ingmature
without any reference. TimeStampValidationData Q&SP responses.
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6.5 Positive test cases for generation and cross-verification of
XAdES Baseline Profile

The present section provides details of the geioerand cross-verification XAdES Baseline Profitesjtive test cases.

The test cases are defined accordingly to thedonformance levels defined in [XAdESBplamely: B-Level, T-
Level, LT-Level and LTA-Level.

6.5.1 Test cases for XAdES Baseline Profile Conformance Level B

The present section provides details of the pasitest cases for testing the simplest forms of
XAdES Baseline Profile: those that are conformarB4Level. XAdES signatures conformant to this lewe XAdES-
BES and XAdES-EPES suitably profiled.

The following table shows the properties within ¥#dES signatures and wich test cases test them.

| XAdES-BpB.SCOK

Property— |igq|sqDoR|SPRSR || ADOTSIDOTS|CS|SP
TestCasg

xBpB-txmi J JF [ ][ | ]
xBpB2xmif f JF [ ][ | [
[XBp-B-3umi |+ Jr | JCR] [

XBp-B-1.xml contains the following Properties:

» SigningCertificate
* SigningTime
» DataObjectFormat

This is the simplest XAdES Baseline Profile confarmoe level B test case. The signature ONLY CONTAINS
mandatory XAdES properties, namely: xades:Signinglixades:SigningCertifiateThe and xades:DataChpentat.
The signature only signs the XAdES signed propedied ONE document: a text file. The xades:Dataibgmat
should point to a ds:Reference whose URI attrilpoiats to the signed simple text file.

XBp-B-2.xml contains the following Properties:

e SigningCertificate
e SigningTime

« DataObjectFormat
» DataObjectFormat

This is the simplest XAdES Baseline Profile confarmoe level B test case, with TWO signed data obj@gart from
the signed XAdES properties. This brings the presarf two xades:DataObjectFormat elements

XBp-B-3.xml contains the following Properties:
» SigningCertificate
* SigningTime

« DataObjectFormat
e SignerRole
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Signature for testing XAdES Baseline Profile confance level B with ONE signed data object aparnftbe signed
XAdES properties, the corresponding xades:Data@bjemat, and one attribute certificate.

6.5.2 Test cases for XAdES Baseline Profile Conformance Level T

The present section provides details of the pastést cases for testing the simplest forms of Xad#aseline Profile:
those that are conformant to T-Level. XAdES sigregiconformant to this level are XAdES-T signatureitt on
XAdES signatures conformant to B-Level.

The following table shows the properties within ¥#&dES signatures and wich test cases test them.

| XAdES-BpT.SCOK |

Property llsm|sg|poR|sPRSR|ADOTS|IDOTS|CS|SPI|STS
TestCasq

xeo-T-axeni JF b JL I JL L L J* |
xepT2uxmil Jr b L [ L L[ J* |

XBp-T-1.xml contains the following Properties:

e SigningCertificate

e SigningTime

« DataObjectFormat

* SignatureTimeStamp

A signature for testing the simpletst case of XAdESeline Profile conformance level T. ONE signathdbject and
ONE xades:SignatureTimeStamp container.

XBp-T-2.xml contains the following Properties:

» SigningCertificate

* SigningTime

« DataObjectFormat

e SignatureTimeStamp
e SignatureTimeStamp

A XAdES Baseline Profile signature for testing canmiance level T. ONE signed data object and TWO
xades:SignatureTimeStamp containers.

6.5.3 Test cases for XAdES Baseline Profile Conformance Level LT

The present section provides details of the pastist cases for testing the simplest forms of Xadaseline Profile:
those that are conformant to LT-Level. XAdES signas conformant to this level build on XAdES sigmat
conformant to T-Level by adding XAdES propertiesitaining certificate values and/or validation matevalues.

The following table shows the properties within ¥#&dES signatures and wich test cases test them.

| XAdES-BpLT.SCOK |

%Zﬁ’gg; DOF{|SPRISR || ADOTS IDOTS ST AACV ARV||141TSVD

xBo-LTaoent [ JF T 00 0 T I et 0 |
xeo-tT2xei [ JF JF [ I 0 [ LI o I | |
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XBp-LT-3xmi] |- Jr || |CfR] [N G G |
xBplT-4xmi] JF JF || JeRR] [ T G |

XBp-LT-1.xml contains the following Properties:

» SigningCertificate

e SigningTime

« DataObjectFormat

e SignatureTimeStamp
» CertificateValues

» RevocationValues

A signature for testing the simpletst case of XAdESeline Profile conformance level LT. ONE sigulada object,
ONE xades:SignatureTimeStamp container, one xadeffiCateValues and one xades:RevocationValuesatiibute
certificates are present. The revocation mategatare CRLs.

XBp-LT-2.xml contains the following Properties:

» SigningCertificate

e SigningTime

« DataObjectFormat

e SignatureTimeStamp
» CertificateValues

» RevocationValues

A signature for testing the simpletst case of XAdESeline Profile conformance level LT. ONE sigulada object,
ONE xades:SignatureTimeStamp container, one xadesfiCateValues and one xades:RevocationValuesatiibute
certificates are present. The revocation mategatiuare OCSP responses.

XBp-LT-3.xml contains the following Properties:

» SigningCertificate

* SigningTime

« DataObjectFormat

* SignerRole

e SignatureTimeStamp

» CertificateValues

» AttrAuthoritiesCertValues
* RevocationValues

A signature for testing XAdES Baseline Profile canmiance level LT. One signed data object, onebatkicertificate,
one xades:SignatureTimeStamp container, one xadesgi€ateValues, one AttrAuthoritiesCertValuesdame
xades:RevocationValues. The revocation material ase CRLs.

XBp-LT-4.xml contains the following Properties:

» SigningCertificate

e SigningTime

« DataObjectFormat

e SignerRole

e SignatureTimeStamp

» CertificateValues

» AttrAuthoritiesCertValues
* RevocationValues
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» AttributeRevocationValues

A signature for testing XAdES Baseline Profile canmfiance level LT. One signed data object, onebatti certificate,
one xades:SignatureTimeStamp container, one xadegi€ateValues, one AttrAuthoritiesCertValuesgeon
xades:RevocationValues, and one xades:Attribute€aianValues. The revocation material used are O@Sponses.

6.5.4 Test cases for XAdES Baseline Profile Conformance Level LTA

The present section provides details of the pastést cases for testing the simplest forms of Xad#aseline Profile:
those that are conformant to LTA-Level. XAdES sigmas conformant to this level build on XAdES sigmas
conformant to LT-Level by adding xades:ArchiveTinea8p or xadesv141:ArchiveTimeStamp (and optionally
xadesv141:TimeStampValidationData).

The following table shows the properties within ¥#&dES signatures and wich test cases test them.

| XAdES-BpLTA.SCOK
Property— S S |[aDOT [IDOT |[C |[sP|[sT
TestCase T RIS S S| |S

XBp-LTA-
1.xml

XBp-LTA-
2.xml

XBp-LTA-
3.xml

XBp-LTA-
4.xml

XBp-LTA-
5.xml

XBp-LTA-
6.xml

XBp-LTA- |,
7.xml

AAC [AR ||141TSV ||AT ||141AT
V V D S ||S

=]

" [0 ]
—
o

*

te *

| ) ‘ ‘ )

S
-

(@)
O

*
N

| ) ‘ ‘ )

il I
I I I
x
*

| ) ‘ ‘ )

1 8[8]°]°]
*
N

XBp-LTA-1.xml contains the following Properties:

e SigningCertificate

e SigningTime

« DataObjectFormat

* SignatureTimeStamp
» CertificateValues

* RevocationValues

* ArchiveTimeStamp

A signature for testing XAdES Baseline Profile canmfiance level LTA. lin this case there is one sibjdata object,
one xades:SignatureTimeStamp container, one xadesi€ateValues, one xades:RevocationValues, ared o0
xades:ArchiveTimeStamp container. No attributeiftestes are present. No xadesv141:ArchiveTimeStangno
xadesv141:TimeStampValidationData elements. Thea&ion material used are CRLs.

XBp-LTA-2.xml contains the following Properties:

e SigningCertificate

e SigningTime

» DataObjectFormat

* SignatureTimeStamp
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» CertificateValues

» RevocationValues
e ArchiveTimeStamp
e ArchiveTimeStamp

A signature for testing XAdES Baseline Profile canmfiance level LTA. In this case the LT-Level sigmatwas time-
stamped with a xades:ArchiveTimeStamp. Afterwatitks resulting LTA-Level signature is time-stampegia with a
xades:ArchiveTimeStamp. The validation materiatesponding to the first xades:ArchiveTimeStammaiided
within time-stamp token itself. The revocation meteused are CRLs.

XBp-LTA-3.xml contains the following Properties:

» SigningCertificate

* SigningTime

» DataObjectFormat

* SignatureTimeStamp

» CertificateValues

» RevocationValues

e ArchiveTimeStamp

e xadesvl141TimeStampValidationData
» CertificateValues

* RevocationValues

A signature for testing XAdES Baseline Profile canmiance level LTA. In this case the LT-Level sigmatwas time-
stamped with a xades:ArchiveTimeStamp. Afterwatitis resulting LTA-Level signature is time-stampegia, but
this time with a xadesv141:ArchiveTimeStamp. Thidetion material corresponding to the xades:ArefivneStamp
is included within a xadesv141:TimeStampValidatietdd The revocation material used are CRLs.

XBp-LTA-4.xml contains the following Properties:

e SigningCertificate

e SigningTime

« DataObjectFormat

e SignatureTimeStamp
» CertificateValues

* RevocationValues

* ArchiveTimeStamp

A signature for testing XAdES Baseline Profile canmiance level LTA. lin this case there is one sibjdata object,
one xades:SignatureTimeStamp container, one xadesi€ateValues, one xades:RevocationValues, ared o
xades:ArchiveTimeStamp container. No attributeitestes are present. No xadesv141:ArchiveTimeStangbno
xadesv141:TimeStampValidationData elements. Theaaion material used are OCSP responses.

XBp-LTA-5.xml contains the following Properties:

e SigningCertificate

e SigningTime

« DataObjectFormat

e SignatureTimeStamp
» CertificateValues

* RevocationValues

* ArchiveTimeStamp

* ArchiveTimeStamp

A signature for testing XAdES Baseline Profile canmfiance level LTA. In this case the LT-Level sigmatwas time-
stamped with a xades:ArchiveTimeStamp. Afterwatiaks,resulting LTA-Level signature is time-stampegia with a
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xades:ArchiveTimeStamp. The validation materiatesponding to the first xades:ArchiveTimeStammddiuded
within time-stamp token itself. The revocation miteused are OCSP responses.

XBp-LTA-6.xml_contains the following Properties:

e SigningCertificate

* SigningTime

» DataObjectFormat

* SignatureTimeStamp

» CertificateValues

* RevocationValues

e ArchiveTimeStamp

e xadesvl141TimeStampValidationData
» CertificateValues

» RevocationValues

A signature for testing XAdES Baseline Profile canmiance level LTA. In this case the LT-Level sigmatwas time-
stamped with a xades:ArchiveTimeStamp. Afterwatiais resulting LTA-Level signature is time-stampegia, but
this time with a xadesv141:ArchiveTimeStamp. Thidation material corresponding to the xades:ArefivneStamp
is included within a xadesv141:TimeStampValidatiatdd The revocation material used are OCSP response

XBp-LTA-7.xml contains the following Properties:

» SigningCertificate

* SigningTime

« DataObjectFormat

e SignatureTimeStamp

» CertificateValues

» RevocationValues

e ArchiveTimeStamp

» xadesv141TimeStampValidationData
» CertificateValues

* RevocationValues

A signature for testing XAdES Baseline Profile canmiance level LTA. In this case the LT-Level sigmatwas time-
stamped with a xades:ArchiveTimeStamp. Afterwatiaks resulting LTA-Level signature is time-stampegia, but
this time with a xadesv141:ArchiveTimeStamp. Thidetion material corresponding to the xades:AreflivneStamp
is included within a xadesv141:TimeStampValidatiatdd The revocation material used are both CRLIXD8P
responses depending on the certificates.

6.6 Negative Test Cases (verification only)

The following section contains negative test cagesped by XAJES Form.

6.6.1 XAdES-BES form, negative test cases.

The test cases in this section deal withXAd ES- BES form. The following tests have at least one aspedtshould
cause Vverification to fail, you will not have torggate them (verification only).

The following table shows the properties of K& ES- BES form and wich test cases test them.

[ XAJES-BESN.SCOK [
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Property~ |ls1lsqlsPRDOR|CTI|SR|IDOTS|ADOTS|CS|141TSVD
TestCasg

xBEsNaxml | | L L ]l |
x-BESN-2xml i J[ [ [ I L ][] I
|

xBESN3xmil JF | - | L [ ] ]
xBESN-4xmil JF | [ [ L [ | [

X-BESN-1.xml contains the following Properties:

e SigningTime
« DataObjectFormat

One xades:DataObjectFormat does not reference@aRgfitrence in the signature
X-BESN-2.xml contains the following Properties:

* SigningTime

» SigningCertificate

» DataObjectFormat

A signature with a ds:Reference element referebgeal xades:DataObjectFormat refers to a ds:Objbober
MimeType is not equal to the one in xades:DataQbaenat

X-BESN-3.xml contains the following Properties:
e SigningTime
e SigningCertificate

« DataObjectFormat

A signature with a ds:Reference element referebgeal xades:DataObjectFormat refers to a ds:Objaoser Encoding
attribute is not equal to the one in xades:Data@bmmat

And results in the following Interop Matrix:
X-BESN-4.xml contains the following Properties:

e SigningCertificate
e SigningTime

A XAdES signature with a SigningCertificate progeanthere digest does not match with the actual digethe

certificate.

6.6.2 XAdES-EPES form, negative test cases.

The following table shows the properties of K& ES- EPES form and wich test cases test them.

| XAdES-EPESN.SCOK |

Property— sT|salsPRDOR|CTI|SR|IDOTS|ADOTS|CS|141TSVD|SP
TestCasg

xEPEsN-xmi Jr J[ L L [ [ ] ] -]
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X-EPESN-1.xml contains the following Properties:
* SigningTime
» SignaturePolicyldentifier

» SigningCertificate

The digest within xades:SignaturePolicyldentifieogerty does not correspond with the digest contpatethe
document referenced by xades:SPURI

6.6.3 XAdES-T form, negative test cases.
The test cases in this section deal withXAdES- T form.

The following table shows the properties of K&IES- T form and wich test cases test them.

| XAdES-TN.SCOK |

Property |is1ilsqlspribor|cTi|sR|IDOTS|ADOTS|CS|141TSVD|SP(STS
TestCasg

xn-goemile JF L L L L] L] L1 ]

X-TN-3.xml contains the following Properties:

» SigningTime
» SigningCertificate
* SignatureTimeStamp

The time-stamp token within xades:SignatureTime $tamwomputed to not time-stamp the canonicalized
ds:SignatureValue element but other object.

| XAdES-TN.SC1 |

Property— |l1'sqlsprpoF|cTI|SR/IDOTS|ADOTS|CS|141TSVD|SPISTS
TestCasg

xan-taxmi [ )L L [ ] L] L]
xn2oemil JL L L L L] L] [ 1= ]

X-TN-1.xml contains the following Properties:

* SigningTime
* SignatureTimeStamp

The time in xades:SignatureTimeStamp is ulteridhtexpiration time of the signing certificate
X-TN-2.xml contains the following Properties:

* SigningTime
* SignatureTimeStamp

The time in xades:SignatureTimeStamp is ulteridhtorevocation time of the signing certificate
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6.6.4 XAdES-C form, negative test cases.
The test cases in this section deal withXAd ES- C form.

The following table shows the properties of K ES- C form and wich test cases test them.

| XAdES-CN.SCOK |

'I?g;?g:ger SPR|DOF||CTI IDOTS|ADOTS 141TSVD|SPI|STS|CCR||CRR||ACR|/ARR

xoNtxml Jr [ [ L] [ [

X-CN-1.xml contains the following Properties:

e SigningCertificate

e SigningTime

e SignatureTimeStamp

e CompleteCertificateRefs
e CompleteRevocationRefs

XAdES signatures with CompleteCertificateRefs silnztt the references do not reference a completgahbt for
signing certificate.

6.6.5 XAdES-X form, negative test cases.
The test cases in this section deal withXAdES- X form.

The following table shows the properties of KIES- X form and wich test cases test them.

| XAdES-XN.SCOK

Property— |S |s |[sP|[Do |[cT]s |IDOT |[aADOT |c |[141TSV |[sP]ST |[cc |[cR ||aC |[AR |[SART |[ROT
TestCasg |T|IC P |IF_[I R s S s |p s IR R R R |[s S
m * Ix * * *
1.xml L ]
m * Ix * * *
2xml || || L] | ]
X-XN- * |k * * *
3.xml ]
m * Ix * * *
4.xml ]

X-XN-1.xml contains the following Properties:

* SigningTime

» SigningCertificate

e SignatureTimeStamp

e CompleteCertificateRefs
e CompleteRevocationRefs
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Time in xades:SignatureTimeStamp is ulterior totthre in xades:RefsOnlyTimeStamp

X-XN-2.xml contains the following Properties:

e SigningTime
e SigningCertificate
e SignatureTimeStamp
e CompleteCertificateRefs

e CompleteRevocationRefs

* SigAndRefsTimeStamp

Time in xades:SignatureTimeStamp is ulterior totthe in xades:SigAndRefsTimeStamp

X-XN-3.xml contains the following Properties:

* SigningTime
» SigningCertificate
e SignatureTimeStamp
e CompleteCertificateRefs

e CompleteRevocationRefs

e RefsOnlyTimeStamp

The time-stamp token in xades:RefsOnlyTimeStams ta¢ time-stamp the canonicalized

xades:CompleteCertificateRefs and xades:Completei¢onRefs.

X-XN-4.xml contains the following Properties:

* SigningTime
» SigningCertificate
* SignatureTimeStamp
» CompleteCertificateRefs

e CompleteRevocationRefs

* SigAndRefsTimeStamp

Time within xades:SignatureTimeStamp is ulteriofihoe within xades:SigAndRefsTimeStamp

The test cases in this section deal withXBAdES- XL form.

6.6.6 XAdES-XL form, negative test cases.

The following table shows the properties of K ES- XL form and wich test cases test them.

XAdES-XLN.SCOK

Property—
TestCase

X-XLN-
1.xml

X-XLN-
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M * Ik * * * *
4.xml L] L ] . L] .
M * 3 * * * *
S5xml || || || L ] . ||
M * Ik * * * *
6.xml | L L . L] L L

M * 3 * * * *
Zxml L] L ] .

M * Ik * * * *
8.xml . L ] | | L L

X-XLN-1.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
* RefsOnlyTimeStamp

* CertificateValues

* RevocationValues

A signature with a xades:CompleteRevocationRefsdbatains a CRL reference whose IssueTime eleimertt equal
to the thisUpdate field of f the CRL identified the Issuer and the criNumber

X-XLN-2.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
e RefsOnlyTimeStamp

* CertificateValues

* RevocationValues

A signature with a xades:CompleteRevocationRefsdbatains a CRL reference whose criNumber elerisembt
equal to the Number field of the CRL identified thy Issuer and the issueTime

X-XLN-3.xml contains the following Properties:

* SigningTime

» SigningCertificate

* SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
e RefsOnlyTimeStamp

* CertificateValues

* RevocationValues

A signature with a xades:CompleteRevocationRefsdbatains a CRL reference whose digest is notléquae digest
value computed on the CRL identified by the Issarat the issueTime

X-XLN-4.xml contains the following Properties:
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SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

A signature with a xades:CompleteRevocationRefsdbatains an OCSP resp reference whose respondéhient
contains a name that is not equal to the respoRdaid of any of the OCSP responses in Certifivalees property

X-XLN-5.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

xades:CompleteRevocationRefs contains an oCSReémence whose ProducedAt element is not equhkto
producedAt field of the OCSP responses generataddponderID

X-XLN-6.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

xades:CompleteRevocationRefs contains an oCSReémence whose digest element is not equal tditfest value
computed on the OCSP responseidentified by thenekyID and the ProducedAt elements

X-XLN-7.xml contains the following Properties:

SigningTime
SigningCertificate
SignatureTimeStamp
CompleteCertificateRefs
CompleteRevocationRefs
SigAndRefsTimeStamp
CertificateValues
RevocationValues

xades:CompleteRevocationValues does not contath@lCRLs referenced in xades:CompleteRevocatiaRef

X-XLN-8.xml contains the following Properties:

SigningTime
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» SigningCertificate

* SignatureTimeStamp

e CompleteCertificateRefs
e CompleteRevocationRefs
* SigAndRefsTimeStamp

» CertificateValues

» RevocationValues

xades:CompleteRevocationValues does not contath@lDCSP responses referenced in
xades:CompleteRevocationRefs

6.6.7 XAdES-A form, negative test cases.
The test cases in this section deal withXAdES- A form.

The following table shows the properties of K ES- A form and wich test cases test them.
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X-AN-1.xml contains the following Properties:

e SigningTime

e SigningCertificate

e SignatureTimeStamp

e CompleteCertificateRefs
» CompleteRevocationRefs
* SigAndRefsTimeStamp

» CertificateValues

* RevocationValues

* ArchiveTimeStamp

Time in xades:SignatureTimeStamp is ulterior totthee in xades:ArchiveTimeStamp
X-AN-2.xml contains the following Properties:

e SigningTime

e SigningCertificate

e SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
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* RefsOnlyTimeStamp
» CertificateValues

* RevocationValues

e ArchiveTimeStamp

Time in xades:RefsOnlyTimeStamp is ulterior to tinge in xades:ArchiveTimeStamp
X-AN-3.xml contains the following Properties:

e SigningTime

e SigningCertificate

* SignatureTimeStamp

» CompleteCertificateRefs
» CompleteRevocationRefs
* SigAndRefsTimeStamp

» CertificateValues

* RevocationValues

e ArchiveTimeStamp

Time within xades:SigAndRefsTimeStamp is ultermtime within xades:ArchiveTimeStamp.
X-AN-4.xml contains the following Properties:

e SigningCertificate

* SignatureTimeStamp

* RevocationValues

* ArchiveTimeStamp
No property xades:CertificateValues is present.
X-AN-5.xml contains the following Properties:

e SigningCertificate

e SignatureTimeStamp

» CertificateValues

e ArchiveTimeStamp

No property xades:RevocationValues is present.

6.7 Negative Test Cases (verification only) for XAdES Baseline
Profile

The following sub-clauses specify negative tesesder XAdES Baseline Profile.

Participants will find at the portal a number of &S signatures that are non-compliant with theifipations of
XAdES Baseline Profile for the indicated conformahevels.

6.7.1 XAdES Baseline Profile Conformance Level B negative test cases

The test cases in this section deal with the detdiigantures that are non conformant againstB@\8aseline Profile
level B.

The following table shows the properties of K& ES signatures and wich test cases test them.
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| XAdJES-BpBN.SCOK

Property~ |\snlsqlboR|sPRISRIADOTS|IDOTS|CS|sP
TestCase

xBp-eN-txenll] - J LI [ ] | ]
xBp-BN-2xmil* | | ]l [ | ]|
xep-BN-3xmll ¢ [ JL LI [ J ]

XBp-BN-1.xml contains the following Properties:

e SigningCertificate
« DataObjectFormat

The signature corresponding to this test casetisor@format against the XAdES Baseline Profile comfance level B
because it DOES NOT CONTAIN the mandatory xadesi8Sgrime element.

XBp-BN-2.xml contains the following Properties:

e SigningTime
» DataObjectFormat

The signature corresponding to this test casetisarformat against the XAdES Baseline Profile comfance level B
because it DOES NOT CONTAIN the mandatory xadesi8igertificate element.

XBp-BN-3.xml contains the following Properties:

» SigningCertificate
e SigningTime

The signature corresponding to this test casetisor@format against the XAdES Baseline Profile comfance level B
because it DOES NOT CONTAIN the mandatory xadesDhjectFormat element qualifying the signed dajeatb

6.7.2 XAdES Baseline Profile Conformance Level LT negative test
cases

The test cases in this section deal with the detdisigantures that are non conformant againste@\Baseline Profile
level LT.

The following table shows the properties of K ES signatures and wich test cases test them.

| XAdES-BpLTN.SCOK |

Property— sT|SO|DOR|SPRSR|ADOTS|IDOTS|CS|SPI[STS|CV|[RV||AACV||ARV||141TSVO
TestCasg

[XBp-LTN-Toemi]* [ JF ][ || [ TIEIE e Je |
xBolTN-2xmi Jr b [ [ ] L T e Jedl ] |

XBp-LTN-1.xml contains the following Properties:

e SigningCertificate
e SigningTime
« DataObjectFormat
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* SignatureTimeStamp
» CertificateValues
* RevocationValues

The signature corresponding to this test casetisor@format against the XAdES Baseline Profile comfance level
LT because it DOES CONTAIN the banned xades:Cora@lettificateRefs element.

XBp-LTN-2.xml contains the following Properties:
e SigningCertificate
e SigningTime
» DataObjectFormat
* SignatureTimeStamp
» CertificateValues
* RevocationValues

The signature corresponding to this test casetisor@format against the XAdES Baseline Profile comfance level
LT because it DOES CONTAIN the banned xades:CoraRletocationRefs element.

6.8 Positive test cases for upgrade and arbitration

The present section provides details of the upgaadiearbitration XAdES positive test cases.

These test cases are built on tuples of alreadyeatbfest cases, namely [upgradedForm, basicFandhjtese tuples
serve for fully specifying them.

The following subsections provide the full listugfgrade and arbitration test cases organized bypgbeaded form.

In these sections, each test case is definediia wliose name follows the pattern [UpgradedForBgsicForm],
where [BasicForm] identifies the code of the testecdefinition file that contains the details o thitial signature to be
upgraded; [UpgradedForm identifies the test cafiaitien file that contains the details of the upded signature itself.
Both test case definition files are files alreadgdiin the generation and verification test suite.

6.8.1 Test cases for upgrading to XAdES-C form.

Among all the upgrade and arbitration testcasepqeed, the following types of testcases have been
performed by the participants :

e Upgrade to XAdES-C-1 from XAdES-T-1 signatur&X-C-1~X-T-1.xml

6.8.2 Test cases for upgrading to XAdES-X form.

Among all the upgrade and arbitration testcasepqeed, the following types of testcases have bedonmed
by the participants :

e Upgrade to XAdES-X-1 from XAdES-T-1 signatureX-X-1~X-T-1.xml
* Upgrade to XAdES-X-1 from XAdES-C-1 signatur&-X-1~X-C-1.xml

6.8.3 Test cases for upgrading to XAdES-XL form.

Among all the upgrade and arbitration testcasepga®d, no testcase for this type has been perfobyétke
participants .
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6.8.4 Test cases for upgrading to XAdES-A form.

Among all the upgrade and arbitration testcasepqeed, the following types of testcases have bedonmed
by the participants :

Upgrade to XAdES-A-1 from XAdES-T-1 signatureX-A-1~X-T-1.xml
Upgrade to XAdES-A-1 from XAdES-C-1 signatureX-A-1~X-C-1.xml
Upgrade to XAdES-A-7 from XAdES-T-1 signatureX-A-7~X-T-1.xml
Upgrade to XAdES-A-7 from XAdES-C-1 signaturéX-A-7~X-C-1.xml
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Annex A: Time stamp revocation data inclusion into the
signature according XAdES 1.4.2

This annex gathers the technical input provided\gmas Birstunas to the participants during theytelsts.

Time stamps in the XAdES signature form orderedisage of time stamps:
1) TS_1 (i.e., SignatureTimeStamp),
2) TS_2 (i.e., SigAndRefsTimeStamp or RefsOnlyTitae%),
3) TS_3 (i.e., first xades141:ArchiveTimeStamp ocive TimeStamp),
4) TS_4 (i.e., second xades141:ArchiveTimeStamfsrohiveTimeStamp),

n) TS_N.

A.1) During time stamp validation, revocation datatfor time stamp signing certificates (TSA certifecat

revocation data) must be collected and stored desi41:TimeStampValidationData element.

Revocation data must be collected at the right tsimee the old revocation data is unreliable.

Verifier 1 who upgrades signature format (and @gat new time stamp) must validate the last (dnd al

previous) time stamp placed in the signature. Bisetime stamp must be valid at current time. The

Verifier 1 cannot rely on the revocation data ffwe last time stamp) placed in the signature, sinsghe old data, and
signature may be fake (for details see examplewgllTherefore, Verifier 1 must collect new revaoatdata (for the
last time stamp) at validation (current) time.

Conclusion 1:There is no sense to create last time stamp tageftteits revocation data (in
xadesl41l:TimeStampValidationData element). Revocatata for the last time stamp (if it is presepteill be
ignored by verifier in any case.

Conclusion 2:Verifier must add new revocation data about theN 8me stamp, when TS_(N+1) timestamp is
created.

A.2) Suppose that Verifier 1 upgrades signature (comgiTS 1, TS_2, ..., TS_N) and adds a new timestamp
(TS_(N+1)). Verifier 1 collects new revocation dataout TS_N and includes it into the

signature (in order the next Verifier 2 do not naedollect it for the second time). Verifier 1 waro ensure the next
Verifier 2, that revocation data included in thergiture is reliable (collected NOT BEFORE time destl in

TS (N+1)).

Verifier 2 validates TS_N according time declaned5_(N+1). Verifier 2 founds revocation data
(about TS_N) in the signature (included by Verifi¢r There are several possible cases:

a) GREEN case Revocation data (about TS_N) has ThisUpdate XN$1), then Verifier 2 knows that this data was
collected at the right time and it is 100% reliable

¢) RED cas Revocation data (about TS_N) has ThisUpdate {N$1) — “admissible period” (created in some earlie
time, months or even years ago) , then Verifien@ws that this data is TOO OLD and it is indeeckliable.
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TS_ 1 TS 2 TS_N TS_(N+1)
ThisUpdate  NextUpdate
Revocation data for T5_N

- ThisUpdate  NextUpdate
Revocation data for TS_N

ThisUpdate  NextUpdate

Current
Time

“admissible period”

1. Picture. Revocation data reliability: GREEN, YELLOW and RED cases.

XAdES 1.4.2 does not define at which time revogatlata must be collected, or which revocation data
must be treated as reliable. It describes XML fialded to store this data.

Nevertheless, requirements listed in XAdES 1.4.2alallow to create XAdES-A signature which
contains 100% reliable revocation data about titamps signing certificates.

According XAdES 1.4.2 (section 8.1.1), xades141d%tampValidationData element containing
revocation data about TS_N, MUST be included as\BXT element after TS_N element.
Therefore, TS_(N+1) must be added after TS_N el¢@et AFTER
xadesl141:TimeStampValidationData element (contgingvocation data about TS_N).

xadesl141:ArchiveTimeStamp covers all elements gi&#FORE it (section 8.2.1). So, TS_(N+1)
time stamp also covers xades141:TimeStampValidBata element (containing revocation data
about TS_N). Therefore, xades141:TimeStampValid&aia element was created BEFORE
TS_(N+1) and revocation data placed in it was etand collected BEFORE time declared in

TS_(N+1). And revocation data about the TS_N carbeadl00% reliable.

Conclusion 3:Using XAdES 1.4.2 we cannot create signature, whaitains time stamp TS_N and 100% reliable
revocation data about it. So:

e Green case is impossible.

* Yellow case is possible at the best.

* Red case is possible and, unfortunately, it is the usual case, since revocation data about TS_N is included just
after TS_N creation.

Conclusion 4:If Verifier 1 wants to include reliable revocatidata about TS_N, it can do this only in such a way:
a) Do not include xades141:TimeStampValidationCter TS_N,
b) Create TS_(N+1),
¢) Wait until the newest revocation data (havingsUpdate > TS _(N+1)) about TS_N is created,
d) Create xades141:TimeStampValidationData elem@htrevocation data about TS_N and include ita#dation
data for the TS_(N+1),
e) Hope, that the Verifier 2 will take revocatioata from the xades141:TimeStampValidationData efeéme
associated with TS_(N+1), but apply it to validat®& N.

In fact, we do not think, that ETSI expected susltenario. Therefore, we have implemented yellose cBlow we
have the other problem — how long must be the “adiflie period”?

ETSI 62



XAdES 2012 Remote Plugtests Report

Fake signature creation example
(case then verifier relies on old revocation data):
Suppose, we have:
» Person’s certificate those validity period is frath until T2 (T1, T2 < current time).

» TSA certificate which was valid from T3 until it waevoked at T4 (T3 < T1 and T2 < T4 < current )ime
e Old revocation data (with NOT REVOKED status) f@A certificate generated at T5 (and T1 < T5 < T2).
» Private key of the revoked TSA certificate (we hat@en it at time T4, and, therefore, it was readlat that

time).
Fake signature creation time
— T6 — time declared in the fake time stamp and
Fake time stamp
I'5 — Old revocation data about 1SA (with declared time T6)
certificate with status NOT-REVOKED and creation time
included in TimeStampValidationData
Current
3 T4 —TSA certificate [ Time
revocation time
T1 T2

Person Cert validity period

TSA certificate validity period

Verifier
validates

2. Picture. Fake signature generation.

Fake signature generation:

a) Create signature at current time using expierdgn certificate.

b) Using TSA private key, create a fake time stavith declared time T6 (and TL<T6 <T5<T2).

c) Add this fake time stamp into the signature, aftdr add xades141:TimeStampValidationData coirtgiald
revocation data (collected at the time T5).

If Verifier ignores revocation data contained irestie signature xades141:TimeStampValidationDatd)callects new
revocation data at the current time - he will raglithat time stamp is invalid, and, thereforenaigre is NOT VALID.

If Verifier validates time-stamp using data coné&nnside the signature
(xades141:TimeStampValidationData) — he will tt&ae stamp valid, and signature will be treate®A&ID as well.

Conclusion:
The Verifier SHALL NOT RELY on TSA certificate reeation data included
(in xades141:TimeStampValidationData) just afteretistamp creation.

Therefore, there is no reason to add such a reeocdata together with generated time stamp (ibbezunreliable
after several hours).

In the good case, revocation data about time stampst be collected (and generated) after timestamas created.
Unfortunately, XAdES 1.4.2 requires to includeéfdre time stamp 2.

So the only more or less secure way to create signavith xades141:TimeStampValidationData (abounétstamp 1)
is to collect and include it into the signaturet josfore creating time stamp 2.
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