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Intellectual Property Rights
IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web Server http://webapp.etsi.org/IPR/home.asp.
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
[bookmark: _Toc328054999]Abstract
This document is the report of the 2011 Remote Plugtests Event on PAdES TS 102 778, organized by ETSI Centre of Testing and Interoperability (CTI) conducted using the ETSI portal supporting remote interoperability Plugtests.
For Non Disclosure Agreement reason, the report does not list the results of each testcases. It only show the overall and anonymous statistics, without link to the company names.

[bookmark: _Toc328055000]Status of this Document
This document is provided by ETSI Center of Testing and Interoperability (CTI). For further details on Plugtests services, please see : http://www.etsi.org/Website/OurServices/Plugtests/home.aspx .


[bookmark: _Toc328055001]1	Introduction

In  anwer to the European Commission Mandate 460 on Electronic Signatures Standardization, ETSI has initiated several Specialist Task Forces projects (STF). The STF428 addressed  the needs of Testing activities be performed rapidly leading to a quick and easy improvement of the functionality of the existing e-Signature standardization deliverables, bringing them up to date with current practices. One of the purposes of the STF428 was to prepare a first interoperability test event on PAdES (ETSI TS 102 778) signatures This preparation includes:
· The production of the whole test suite
· The production of all the material documenting how to conduct the interoperability event
· The deployment in the ETSI portal of the suitable PKI and tools required for supporting the interoperability test event conduction
Following the STF 428, ETSI has organized the first Remote Plugtests© Event on PAdES , held from Thursday 24th November to Monday 19nd December  2011
The present document aims at reporting the 2011 Remote Plugtests© Event on PAdES Signatures.
The document also provides details on the specification, design and implementation of the portal supporting Remote Plugtests©  Events on PAdES specification, including an overview of the contents of the portal as well as the on-line PKI-related services provided to the participants of the PAdES Remote Plugtests.
The present report provides details on:
· Specification, design and implementation of those testcases descrtiption, including cross-verification, upgrade and arbitration testcases and negative testcases for PAdES signatures. 
· The Remote Plugtests© Event on PAdES organized by ETSI and held from Thursday 24th November to Monday 19th December  2011. The event was initially planned until 9th December  but it has been extended to 19nd  December on  requests from the participants.The reason was that the amount of testing activities was extremely high within the initial scheduled period , due to big number of participants.
The present document is organized as indicated below.
Section 2 provides details on how the material of the portal  is organized and the kind of services it provides to the participants of the Plugtests© Events.
Section 3 lists the participants to the 2011PAdES Remote Plugtests©  Event.
Section 4 provides an overview of the most interesting results and conclusions of the Plugtests.
Section 5 provides details on a number of issues related to the PAdES specification as identified by the participants. These issues have been raised to the ETSI TC ESI requesting to take them into consideration for future PAdES standardization activities.
Section 6 shows the interoperability matrixes for the test-cases that were defined for the Plugtests event, and for PAdES specifications.
[bookmark: _Toc328055002]
2	Organization and contents of the portal
The portal has two different parts, namely one public part, that anybody may visit, and a private part accessible only for the participants subscribed to the Plugtests event.
[bookmark: _Toc328055003]2.1	Public part of the portal
[image: ]As mentioned above, this part remains as it was for previous events It includes the following contents:
· The PAdES  Plugtests page, providing some more details on the event itself, namely targetted specification, targetted audience, some general info on how to conduct such event, etc.
· The Mailing List page, providing some details on public mailing list support provided by the portal for facilitating exchange of information.
· The Registration page, providing details on the Plugtests registration process.
· The Presentation of the Plugtests team.
· The Presentation of some past events (XAdES, CAdES)
· The Login to Plugtests Area page,access to the protected area of the portal.

[bookmark: _Toc328055004]2.2	Private part of the portal
This part is visible only for the participants of the Plugtests event. It is structured in three main areas:
· Common area. This area contains a number of pages that provide generic information to the participants, which is relevant to participants of  PAdES interoperability tests.
· PAdES specific area. This area contains a number of pages that support the interoperability tests on PAdES.
Sub-clauses below provide details of the contents of these pages.
[image: ]

[bookmark: _Toc328055005]2.2.1	Contents of Common area of Private part
[bookmark: _Toc328055006]2.2.1.1	Conducting plugtests information pages
The Conducting Plugtests page is the first of a set of five pages providing detailed explanations on how to conduct interoperability tests on PAdES during this event.
This first page details the 2 types of interoperability tests provided at this Plugtests event:
  Generation and cross-verification (a.k.a. Positive) tests.
Each participant is invited to generate a certain set of valid PAdES signatures with certain characteristics (generation). The rest of participants are invited afterwards to verify these signatures (cross-verification). The Plugtests portal automatically generates an updated set of interoperability matrixes that all the participants may access. 
  Only-verification (a.k.a. Negative) tests. 
ETSI has generated a number of invalid PAdES signatures (the so-called "negative testcases") by different reasons. Each participant may, at her own discretion, try to verify these signatures, checking in this way that the corresponding tool actually detects that the signature is not valid.

This section also provides details on the versions of PAdES tested:
The test suite is defined with four different layers reflecting the multipart structure of PAdES ETSI 102 778: 
· Part 2: "PAdES Basic - Profile based on ISO 32000-1" (V 1.2.1) 
· Part 3: "PAdES Enhanced - PAdES-BES and PAdES-EPES Profiles"; (V 1.1.2) 
· Part 4: "PAdES Long Term - PAdES-LTV Profile"; (V 1.1.2) 
· Part 5: "PAdES for XML Content - Profiles for XAdES signature (V 1.1.2) 

It also provides high level description of the steps that participants must perform for conducting the two different types of interoperability tests aforementioned.
The rest of pages of the set provide details on:
· How to download material from the portal for starting conducting the Plugtests (Downloading material page). This material is usually a zip file enclosing a well defined folder structure containing both signatures and verification reports on signatures.
· How to generate PAdES signatures and to upload them to the corresponding section of the portal so that the rest of participants at the interoperability tests may download and verify them (Generating Signatures page).
· How to verify other participants' signatures, report on verification results and uploading of these reports to the portal so that the portal keeps track of the current status of the Plugtests (Verifying Signatures page).

[bookmark: _Toc328055007]2.2.1.2	Cryptographic material pages
The Cryptographic Material page is the first one of a set of three pages providing details on the cryptographic material that the participants have to deal with while conducting the Plugtests and also on the trust frameworks specified for this Plugtests event.
This cryptographic material consists in:
· P12 files containing private keys and their corresponding certificates for generating and verifying test cases signatures.
· Certificate files containing the CA certificates up to a trust anchor represented by the root CA (Root_CA_OK). These certificates will be published in the LDAP server (details for accessing to the LDAP server may be found in the Online PKI services details page) and in the HTTP server deployed in the plugtest portal.
· CRLs issued by the CAs operating in the plugtest trust frameworks. These CRLs will be re-issued several times during the plugtest with a certain periodicity, so that all of them are up to date. The CRLs will be published in the LDAP server and in the HTTP server deployed in the plugtest portal.
· The certificate for the Time-stamping server issued by Root_CA_OK. As above, this material will be published in the the LDAP server and in the HTTP server deployed in the plugtest portal.

The portal deployed two trust frameworks for this plugtests, each one having a different Root CA.
Within each trust framework different scenarios are defined. ETSI will define groups of test cases (for instance a group defining different test cases for XAdES-A signatures) for each scenario.
Participants will use the cryptographic material in a certain scenario (as per ETSI indications) for generating (and/or verifying) the signatures corresponding to this group. In consequence each scenario will incorporate a set of cryptographic items that the participants will use while working with one of the aforementioned groups of test cases.
The two frameworks have been defined as detailed below:
· Trust framework. Root_CA_OK as Root CA. This framework is used for conducting tests on PAdES signatures usingusing time-stamp tokens issued by only one TSA. For this trust framework, two different scenarios have been defined:
· The Scenario SCOK: Participants use its cryptographic material for both generating and verifying the signatures corresponding to the generation and cross-verification test cases. In this scenario all the certificates managed during the generation and verification of the signature, including the end-entities certificates issued by the CA deployed in the portal to the participants, are valid.
· Scenario SC1:Participants use its cryptographic material only for verifying signatures pre-generated by ETSI corresponding to the only-verification tests cases. In this scenario, ETSI includes a pre-generated signing certificate, which by the time the plugtest start was revoked, and also a pre-generated signing certificate, which by the time the plugtest start was expired. The CA issuing both certificates (Level_B_CA_OK) issue the CRLs including references to the revoked certificate. This CA also generates OCSP responses reporting on the status of these certificates whenever it is requested by the participants. ETSI has generated one PAdES signature using the revoked certificate and another one using the expired certificate. This scenario is intended to check implementations behaviour when verifying not valid signatures, which is provided by the ETSI portal.
· Untrusted framework : ETSI has defined an untrusted framework too for this plugtest. The untrusted farmework has been used for negative test cases. In this framework an untrusted CA generating signature certificates and an untrusted TSA generating timestamp signing certificate are defined. The verifications of the signed and timestamped document generated by using the above signature and timestamp signing certificates should fail.

Each CA also provided OCSP responses reporting the status of the certificates issued by that CA. In addition to that, each CA issued CRLs reporting the revoked certificates. 
The portal also includes a Timestamping Authority able to generate time-stamp tokens on request by the participants.

[bookmark: _Toc328055008]2.2.1.3	Online PKI-related services page
The Plugtests portal incorporates a number of online PKI-related services. 
The Online PKI services details page describe all of them and provides details on how the participants may access them. 
The on-line PKI-related services deployed are listed below:
· CA-related services. This service provides issuance of certificates; generation of CRLs; publication of CRLs. Participants should use this service for getting their corresponding certificates for generating XAdES/CAdES signatures.
· Time-stamp Authority server. This server generates RFC 3161 time-stamp tokens as per request of the participants in the plugtest.
· OCSP responders, which are able to generate OCSP responses to OCSP requests submitted by the participants on the status of a certain certificate generated by the ETSI portal infrastructure. During this Plugtest, these OCSP responders will actually be the CAs issuing certificates (Direct Trust Model).
· LDAP server. This server acts as central repository for CA and TSA certificates, and CRLs.
· Http server. This server acts as alternative central repository for CA and TSA certificates, and CRLs.
This page also contains a link to a Java class implementing basic login/password authentication mechanism required for accessing these services, so that participants had not to develop such a mechanisms in their tools.
[bookmark: _Toc328055009]2.2.1.4	Online PKI services access page
The Online PKI Services access page allows to access to most of the on-line PKI-related services provided by the portal, namely: access to the CA software for requesting generation of a key-pair an the corresponding end-entity certificate for generating signatures, connection details for accessing the LDAP server where CRLs and CA certificates are stored, etc.
[bookmark: _Toc328055010]2.2.1.5	Online TSA services access page
The Online TSP Services access page allows to access to the TSA server deployed in the server for requesting generation of time-stamp tokens.
[bookmark: _Toc328055011]2.2.1.6	Attribute certificate issuance page
In the PAdES CertifiedRoles test (P-BES-5), particpants  may need X509 V2 attribute certificate ([RFC3281]) for their signing public key certificate. The private key and certificate of the attribute authority which issues your attribute certificate can be found in the CryptographicMaterial. 
Thus the particpants can issue their own attribute certificate for themselve by some security toolkits. However the Plugtests service can also issue the attribute certificate if particpants need. The portal has integrated a tool allowing participants to upload their X509 certificates and generate the corresponding attribute certificates (‘Attribute Certificate Request’ section on the left menubar)

[bookmark: _Toc328055012]2.2.1.7	Participants’ List page 
This page lists the details of all the companies and people that participated in the Plugtests™ as well as their emails and login name. 
[bookmark: _Toc328055013]2.2.1.8	Meeting Support page
The Meeting Support page contains all the information related to the meetings that took place during the Plugtests event. It includes:
· Introduction presentation. This presentation was made available before the start of the plugtests, and it provides the most relevant information on the event, including structure of the portal, relevant URLs, rules to be followed during the participation, etc
· Calendar for the meetings (Gotowebinar conference calls).
· URL for accessing a chat server accessible through a Web browser were the calls were minuted and participants could write their comments, questions and statements.
· The agenda for each meeting.
· Links to the minutes of each meeting.
[bookmark: _Toc328055014]2.2.1.9	Mailing list 
A Electronic mail list with archival capabilities, whose use was restricted to the participants in the Plugtests©, was set up for supporting exchange of messages among them. This was the main medium for putting questions to the Plugtest support team  and initiatetechnical discussion between particpants
After each upload of signatures or verifcations , an email is sent to all particpants via this mailing list to inform them. So the particpants are notified each time that a company has performed an upload with the related content.
[bookmark: _Toc328055015]2.2.1.10	Chat page
The Chat page provides access to a web-based chat that participants use during the conference calls for sharing notes. It is also used for taking notes of the meetings. These notes are the core component of the meetings minutes.
[bookmark: _Toc328055016]2.2.1.11		Known issues pages
This page  lists all the known  issues of the portal waiting their resolution by the Plugtests support team.
[bookmark: _Toc328055017]
2.2.2	Contents of PAdES Specific areas of Private part
The portal contains, within the private part of the portal, a specific area for PAdES specification that is tested in this Plugtests©.
[bookmark: _Toc328055018]2.2.2.1		Test Cases Definition Language
These pages describe the structure of a PAdES test case definition. It is intended to be a simple and straight forward way to define all necessary inputs for the creation of a PAdES signature.
[bookmark: _Toc328055019]2.2.2.2		Test Cases pages
These are pages containing documents with the complete specification of the test cases for PAdES specification.
The documents are written in XML and incorporate XSLT stylesheets and javascript technologies. These technologies allow:
· To browse the aforementioned test definition documents and build pieces of text and tables corresponding to each test case within this document.
· To browse reports of verification (simple XML documents) of each single PAdES signature verified by each participant, process them and keep up to date the interoperability matrixes, which show what signatures of each participant have been verified by what other participants and the results of such verifications.
The PAdES test case document actually incorporates the whole set of interoperability matrixes resulting from the uploading of the participants of their verification report. It is worth to mention that XSLT and javascript technologies allow that each time a participant uploads a set of signatures and/or verification reports, the interoperability matrixes shown within the PAdES test case document, are updated, so that participants always see the up to date information on interoperability tests carried so far.
[bookmark: _Toc328055020]2.2.2.3		Individual verification reports
The PAdES area contains a page where each participant may find its own interoperability matrixes, i.e. matrixes that report the verification results obtained by the rest of the participants after trying to verify each of his/her signatures.
These matrixes include links to the signature files and to the verification report files, as well an indication of the verification result.
Each participant access from the main page of the portal to her own verification reports page, and from there, each participant may directly access to the verification reports pages of the rest of the participants.
[bookmark: _Toc328055021]2.2.2.4		Statistics per signature form
The Statistics page contains 3 tables that summarize the number of PAdES signatures generated  and verifed at each instant of the Plugtests©. 
The tables show per company how many signatures of a certain PAdES form have been generated or verified , and also and the number of verified  negative testcase signatures..
[bookmark: _Toc328055022]2.2.2.5		Upload pages
The PAdES area contains a page that participants use for uploading their signatures and / or verification reports. 
The Upload pages provide mechanisms for uploading new signatures, new verification reports or both.
Once uploaded, the portal re-builds a new downloading package in the PAdES area and makes it available for all the participants at the Download page. Within this package, participants will find all the signatures and verification reports generated up to that instant in the Plugtests. It is way to archive all the different uploads and keep a complete history of the Interop testing of the event.
As it has been already mentioned, the upload of a package has the immediate effect of updating the corresponding interoperability matrixes and the individual verification reports within the suitable specific area.
[bookmark: _Toc328055023]2.2.2.6		Download pages
The PAdES area contains a page that participants use for downloading the corresponding initial package that includes cryptographic material, test-definition files, and a folder structure suitable for uploading signatures and verification reports).  
These pages are also used for downloading the whole material generated by the participants at a certain instant of the plugtest, including all the PAdES signatures and verification reports generated so far.
[bookmark: _Toc328055024]2.2.2.7		Test data directory pages
The page is used by the participants for browsing the folders structure where the portal stores the PAdES signatures and the verification files generated by all the participants.
This allows a detailed inspection of the files uploaded in a certain instant to the portal.  
[bookmark: _Toc328055025]2.2.2.8		Questions and answers pages
The page collects the most relevant questions raised during the Plugtests© and their corresponding answers if they have been agreed.



[bookmark: _Toc328055026]
3.	Participants list
The table below shows the details of all the organizations and persons that have participated in the 2011 PAdES  Remote Plugtests© Event. There have been 38 different organizations and 75 people participating in the event. 
	Company
	Acronym
	First Name
	Surname

	Adobe Systems
	ADO
	Isak
	Tenenboym

	
	
	Nohemy
	Kaludi

	Amano Business Solutions Corporation
	AMA
	Kazuyuki
	Sato

	
	
	Satoshi
	Oda

	
	
	Yusuke
	Ueda

	Ardaco a.s.
	ARD
	Juraj
	Hajek

	
	
	Frantisek
	Hvizdak

	Aruba Pec SPA
	ARU
	Simone 
	Baldini

	Ascertia Ltd
	ASC
	Liaquat
	Khan

	
	
	Yasir
	Khan

	
	
	Israr
	Ahmed

	Bit4id
	BIT
	Marco
	Scognamiglio

	
	
	Fabrizio
	Balsamo

	Bremen Online Services
	BOS
	Alexander
	Funk

	
	
	Thomas
	Chojecki

	Bull SAS
	BULL
	Pierre-Jean
	Aubourg

	
	
	Dominique
	Pierson

	
	
	Fanny
	Puaud

	CATCert
	CAT
	Aurea
	Alcaide

	
	
	Albert
	Ciffone

	
	
	Artur
	Barbeta

	
	
	Oscar
	Burgos

	CRC
	CRC
	Iliana
	Arnaudova

	Cryptolog International
	CRY
	Moez
	Benmbarka

	
	
	Jean-Christophe
	Sirot

	CTIE/Centre des Technologies de l'Information de l'Etat
	CT
	Thomas
	Kopp

	
	
	Martin
	Boßlet

	
	
	Niklas
	Matthies

	
	
	Markus
	Wagner

	DAC-UPC
	UPC
	Alberto
	Alonso

	
	
	Juan Carlos
	Cruellas

	Dictao SA
	DIC
	Mehdi
	Ben Abdallah

	EldoS Corporation
	ELD
	Dmytro
	Bogatskyy

	
	
	Innokentiy
	Ivanov

	European Commission
	EC
	David 
	Naramski 

	ETSI
	ETSI
	Karen
	Hughes

	
	
	Laurent
	Velez

	FedICT
	FED
	Frank
	Cornelis

	IAIK
	IAIK
	Birgit
	Haas

	
	
	Konrad
	Lanz

	Indenova
	IND
	Sergio
	Serrano

	InfoCert s.p.a.
	INF
	Guiliana
	Marzola

	
	
	Luigi
	Rizzo

	Keynetics
	KEY
	Sherley
	Brothier

	
	
	Mathias
	Brossard

	
	
	David
	Grenet

	
	
	Phouric
	Ung

	LangEdge
	LAN
	Naoto
	Miyachi 

	Liechtensteinische Landesverwaltung'
	LI
	Dominik
	Rüesch

	Microsec Ltd
	MIC
	István Zsolt
	Berta

	
	
	Szilveszter
	Tóth

	Ministerio de Política Territorial y Administración Pública
	MPT
	Miguel
	Alvarez

	
	
	Manuel
	Reyes

	Ministry of Public Administration of Slovenia
	MJU
	Maks
	Romih

	Mitsubishi Electric Corporation
	MEC
	Tadakazu
	Yamanaka

	mTrust sro
	MTR
	Pavol
	Harhovsky

	Národný bezpecnostný úrad SR (NSA)
	NSA
	Peter
	Rybar

	PFU Limited
	PFU
	Yoshihiro
	Nakai

	Polysys
	POL
	Agnes
	Juhasz

	Safelayer Secure Communication
	SAF
	Susana 
	Alvarez

	
	
	Juan Carlos
	Fernandez

	SECOM CO., LTD
	SEC
	Masashi
	Sato

	SKYCOM Corporation
	SKY
	Yuichiro
	Terashi

	Software602 
	SIX
	Jakub
	Žemlička

	UAB "MIT-SOFT
	MIT
	Adomas
	Birstunas

	
	
	Donatas
	Ciuksys

	
	
	Petras
	Petkus

	Unizeto Technologies (SmartSign)
	UNIS
	Michal
	Proszkiewicz

	
	
	Robert
	Hospodarysko

	
	
	Agnieszka
	Pijanka

	Unizeto Technologies (WebNotarius)
	UNIW
	Robert
	Hospodarysko

	Viafirma S.L.
	VIA
	Javier
	Echeverria

	
	
	Diego
	Fajardo

	
	
	Benito
	Galan

	
	
	Felix
	Garcia Borrego

	
	
	Manuel
	Navarro





[bookmark: _Toc328055027]4. Plugtests conclusions
[bookmark: _Toc328055028]4.1	Evolution of the portal
Due to the high number of participating companies (38), the portal has been adjusted during the event to match the needs, especially for allowing more clarity in the display of the test results.
Moreover, although 75 particpants were registered, no complains by participants reporting slow reaction of the portal were raised.

[bookmark: _Toc328055029]4.2	Remote vs. Face to Face
ETSI CTI reinforces its opinion on the usefulness of Remote Plugtests© as a way of reducing costs to participants. 
38 companies registered from US, Europe and Japan. That would have been difficult to organise in a face to face event

[bookmark: _Toc328055030]4.3	Communication supporting technologies
The utilization of Web conference (GotoWebinar) has been very appreciated  by participants . It has allowed the participants to get very interactive conferences, by sharing the same document or application. At the welcome meeting, the team explained how to conduct the testing by making a real case demo.
The chat of the portal has also been very important for the participants to write their questions or request and also it has been used as meeting minutes.

[bookmark: _Toc328055031]4.4	Event duration
Initially, 2 weeks and half of testing have been planned for this event. Starting from 24th  November to 9th December 2011. 
In order to let participants read all the documentations and prepare the testing, ETSI has opened the portal a week before the official beginning of the interoperability event. All the login details were sent on Friday 18th  November 2011.
Moreover, for this event,  38 companies were registered, testing 39 products. As each company has to verify the signature of the other ones, the time needed increases with the amount of companies. 2,5 weeks were definitely too short.
For this reasons, the Plugtests team has decided to extend the duration of the event until the 19th December 2011.

[bookmark: _Toc287545911][bookmark: _Toc328055032]5	PAdES related Issues
The present section lists some of the issues raised during the conduction of the PAdES Plugtests ™ Event in November/December 2011.
[bookmark: _Toc287545912][bookmark: _Toc328055033]5.1	Usage of “real” signature policy
At the plugtest some participants suggested the usage of real signature policy files (DER encoded), used by themselves in real-life scenarios. That, on one side had the good effect of bringing the tests closer to real environments, and allowed a fruitful exchange of information and views on the signature policy itself. On the other hand, some of the rules within the signature policy were against the specifications of certain test cases. This had the effect that validating applications that were able to understand and process the signature policy files, followed that rules, whereas those ones that were not able to understand and/or process them, did not. In the end this resulted in the obtention of different results. It must be, nevertheless emphasized, that the problems did not reside in the specification of the test cases, but  in the usage of signature policy files whose rules were not aligned with the specified test suites.
A main conclusion of this topic is that at this point in time there are a number of validating applications capable of understand and process parts of structured signature policies, and that usage of signature policies aligned with the test suites is something that should be considered for future test events.
Related with this topic, there was also general agreement in remarking that the ETSI specifications on signature policies contents is definitively must be re-worked and updated.

[bookmark: _Toc328055034]5.2	Usage ContentTimeStamp
Some debate was devoted to the usefulness of ContentTimeStamp attribute specified in CAdES and as such, optional for certain PAdES-BES. The rationale was that new element DocumentTimeStamp specified in PAdES Part 4 would actually time-stamp the document and the signature. In this way DocumentTimeStamp could play the role played by ContentTimeStamp attribute as specified in CAdES (which time-stamps what is signed, but not the signature itself). A rationale for usage of ContentTimeStamp CAdES attribute was to allow implementations not dealing with PAdES part 4 (the part where DocumentTimeStamp is specified), to still have the capability of time-stamping what is signed.
The final conclusion of this issue was to pass a note to ETSI ESI on this topic.

[bookmark: _Toc328055035]5.3	Byte range computations problems by some tools for dealing with documents generated by recent versions of specific products.
The organizer team generated a pdf document as the document to be signed with a recent specific version of a commercial product, which seems to include specific extensions to the pdf document. Participants using the free tool Apache PDFBox version 1.6.0 noticed that such a tool experiences problems when getting the right ByteRange on PDF documents with this recent formatting.
[bookmark: _Toc328055036]5.4	Test cases content: explicit versus implicit
One participant suggested that in order to uncover more potential interoperability issues, it could be useful to include test cases where the specific contents are not explicitly detailed, but more oriented to request from participants the generation of a certain generic type of signature (PAdES-BES) without additional details. This would actually leave to participants to generate signatures that are actually closer to those ones that their systems generate and validate in real systems.
Indeed, the organizers of future events should take this comment in consideration and include such type of new test cases within the test-suites.
[bookmark: _Toc328055037]5.6	ClaimedAttributes
It was suggested during the plugtest™ the usage of real attributes as content of claimed-attributes, as a way of coming closer to real scenarios, where their values are actually checked by applications.
Some exchange of mails was performed on the suitability of following this proposal in the kind of plugtest™ like the one being carried. At the plugtest, no additional requirements were imposed on the claimed attributes.
[bookmark: _Toc328055038]5.7	Report of WYSIWYS attack against PAdES
It was reported by one participant a WYSIWYS attack on PDF signatures, which purportedly would also affect PAdES signatures.
Details of the attack and the proposed countermeasure may be found at:
http://pdfsig-collision.florz.de/

[bookmark: _Toc328055039]5.8	Comments on long term validation process
Some comments on long term validation process were circulated to the participants list. Details on the process followed by one participant. may be found at:
http://www.nbusr.sk/en/electronic-signature/verification/index.html
A document related to this issue was also circulated by one participant. This document (“NationalClarify4EU.pdf”) is attached to the present report.
Participants were notified that ETSI was, at the time of the Plugtests™ working in the production of a Technical Specification on the validation of AdES signatures.

[bookmark: _Toc328055040]5.8	VRI
A number of participants reported that their applications did not actually generate VRI dictionaries, and some of them even suggested its deprecation, given the fact that it is an optional element which essentially does provide great value to the validation process. Other participants, however, supported the existence of this element.

[bookmark: _Toc328055041]5.9	Questions about PAdES
This clause gathers some specific questions raised by participants  about  PAdES specifications, which should be processed by ETSI TC ESI.
Question 1: PAdES part 5 in section 1 Note 1 declares, that certification signature, used in conjunction
with the DocMDP dictionary, may NOT INVALIDATE XAdES signature included into the
PDF as embedded XML file.
However certification signature (like approval or usage rights signatures) signs whole PDF file (except certification signature Contents field) including embedded XML file with XAdES signature.
How can one upgrade such a XAdES signature WITHOUT INVALIDATING certification signature?

Question 2: In section 1 (case 1) it is written “One XML document <…> that is completely or partially signed with at least one ENVELOPED XAdES signature”. Enveloped signature always signs whole XML file (except signature itself). So, how it is possible to sign embedded XML PARTIALLY?

Question 3: PAdES part 5 in section 4.1 Note 1 and section 4.2.3 (especially Note 2) declare, that signed
“data object” may be:
a) a whole XML,
b) only part(-s) of the XML, and
c) ANY resource that may be referenced by the XML Sig mechanisms.

Does section 4.1 contradict to section 1 (see above)?  According to XML Sig mechanism, it is possible to reference different objects. So, it is allowed (according PAdES part 5) to sign (with embedded XAdES signatures) the following objects:
a) objects inside the same XML file (XML elements or their parts only),
b) objects outside PDF container (using absolute URI),
c) objects inside PDF container, but outside XML file containing signature (as well as it is
done in ASiC container with XAdES signature (without manifest)).

Is this conclusion correct?

It is obvious, that there is no standard way to reference any PDF object (some dictionary, or data stream). However any embedded file (of any format) may be referenced (from XAdES signature) using URI defined in the (embedded) PDF file specification dictionary fields F or UF (ISO32000-1 section 7.11.3).
Is it possible to clarify such a case in the text of the PAdES part 5 (is it allowed/forbidden; if allowed, how it must be interpreted; what is the requirements for the embedded file dictionary)?

Question 4: In PAdES part 5 sections 4.3.2 and 4.1, it is written, that after XAdES signature upgrade XML file containing XAdES signature shall be “embedded again within the PDF container”.
It is not clear how it must be done:
a) just by replacing the old XML file (containing XAdES signature) with the new one
b) replace embedded file in PDF using incremental update - the old copy was left, and the new one is added (and overloads the old one)?

As we understand PDF (ISO32000-1), any PDF update shall be performed using incremental update. If incremental update is not used (some parts are just replaced), when it is considered as new PDF document creation.



Question 5:  In PAdES Part 4 section 4.2 it is written:
“The signature and the signature Time-stamp should be validated at the latest innermost LTV document Time-stamp time using the validation data stored in the DSS and timestamped (by the successive enveloping time-stamps)”.
It means that even if PAdES-EPES is based on CAdES-T signature (with SignatureTimeStamp inside), CAdES signature (signing certificate path validity) must be validated according LTV document Time-stamp, but not according SignatureTimeStamp placed inside CAdES-T.

We think that it must be fixed:
- In the case, then CAdES signature contains SignatureTimeStamp, then CAdES signature
(signing certificate path validity) must be validated according SignatureTimeStamp; and
SignatureTimeStamp must be validated according to innermost LTV document Time-stamp
(or current time if not presented).

- In the case, then CAdES signature do not contain SignatureTimeStamp, then CAdES
signature must be validated according to innermost LTV document Time-stamp (or current time if not presented).



[bookmark: _Toc328055042]6.	PAdES Plugtests© Interoperability matrixes

[bookmark: _Toc328055043]6.1	Summaries for Positive Test Cases
PAdES-PK7
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-PK7-1
	27
	25
	605
	592
	97,85
	12
	1,98
	0
	0,00
	1
	0,17

	P-PK7-2
	27
	25
	610
	599
	98,20
	10
	1,64
	0
	0,00
	1
	0,16

	P-PK7-3
	26
	25
	585
	550
	94,02
	34
	5,81
	0
	0,00
	1
	0,17

	P-PK7-4
	18
	22
	347
	316
	91,07
	30
	8,65
	0
	0,00
	1
	0,29

	P-PK7-5
	12
	20
	204
	196
	96,08
	7
	3,43
	0
	0,00
	1
	0,49

	P-PK7-6
	8
	14
	92
	83
	90,22
	9
	9,78
	0
	0,00
	0
	0,00

	P-PK7-7
	6
	11
	61
	47
	77,05
	14
	22,95
	0
	0,00
	0
	0,00

	P-PK7-8
	23
	23
	480
	464
	96,67
	15
	3,13
	0
	0,00
	1
	0,21

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	147
	 
	2984
	2847
	92,64
	131
	7,17
	0
	0,00
	6
	0,19




PAdES-BES

	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-BES-1
	29
	26
	639
	598
	93,58
	41
	6,42
	0
	0,00
	0
	0,00

	P-BES-2
	27
	25
	577
	532
	92,20
	45
	7,80
	0
	0,00
	0
	0,00

	P-BES-3
	26
	24
	553
	523
	94,58
	30
	5,42
	0
	0,00
	0
	0,00

	P-BES-4
	13
	18
	197
	192
	97,46
	5
	2,54
	0
	0,00
	0
	0,00

	P-BES-5
	8
	14
	97
	88
	90,72
	1
	1,03
	0
	0,00
	8
	8,25

	P-BES-6
	19
	20
	337
	307
	91,10
	30
	8,90
	0
	0,00
	0
	0,00

	P-BES-7
	24
	25
	495
	473
	95,56
	22
	4,44
	0
	0,00
	0
	0,00

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	146
	 
	2895
	2713
	93,60
	174
	5,22
	0
	0,00
	8
	1,18




PAdES-EPES
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-EPES-1
	20
	19
	322
	239
	74,22
	66
	20,50
	0
	0,00
	17
	5,28

	P-EPES-2
	20
	19
	326
	238
	73,01
	70
	21,47
	0
	0,00
	18
	5,52

	P-EPES-3
	11
	15
	137
	101
	73,72
	36
	26,28
	0
	0,00
	0
	0,00

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	51
	 
	785
	578
	73,65
	172
	22,75
	0
	0,00
	35
	3,60




PAdES- LTV
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-LTV-1
	19
	20
	328
	288
	87,80
	39
	11,89
	0
	0,00
	1
	0,30

	P-LTV-2
	16
	17
	239
	190
	79,50
	49
	20,50
	0
	0,00
	0
	0,00

	P-LTV-3
	18
	20
	310
	263
	84,84
	46
	14,84
	0
	0,00
	1
	0,32

	P-LTV-4
	19
	18
	293
	239
	81,57
	50
	17,06
	2
	0,68
	2
	0,68

	P-LTV-5
	14
	15
	176
	136
	77,27
	39
	22,16
	0
	0,00
	1
	0,57

	P-LTV-6
	20
	20
	324
	275
	84,88
	42
	12,96
	0
	0,00
	7
	2,16

	P-LTV-7
	13
	15
	165
	140
	84,85
	25
	15,15
	0
	0,00
	0
	0,00

	P-LTV-8
	15
	17
	219
	174
	79,45
	42
	19,18
	0
	0,00
	3
	1,37

	P-LTV-9
	23
	24
	387
	380
	98,19
	6
	1,55
	0
	0,00
	1
	0,26

	P-LTV-10
	13
	16
	182
	178
	97,80
	3
	1,65
	0
	0,00
	1
	0,55

	P-LTV-11
	11
	14
	128
	108
	84,38
	19
	14,84
	0
	0,00
	1
	0,78

	P-LTV-12
	14
	17
	190
	167
	87,89
	22
	11,58
	0
	0,00
	1
	0,53

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	195
	 
	2941
	2538
	85,70
	382
	13,61
	2
	0,06
	19
	0,63




PAdES-XML
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-XML-1
	3
	3
	7
	6
	85,71
	1
	14,29
	0
	0,00
	0
	0,00

	P-XML-2
	2
	4
	7
	7
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XML-3
	3
	4
	9
	8
	88,89
	1
	11,11
	0
	0,00
	0
	0,00

	P-XML-4
	4
	4
	14
	14
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XML-5
	4
	4
	14
	14
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XML-6
	2
	3
	4
	4
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	18
	 
	55
	53
	95,77
	2
	4,23
	0
	0,00
	0
	0,00




[bookmark: OLE_LINK3][bookmark: OLE_LINK4]PAdES-XFA

	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-XFA-1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0

	P-XFA-2
	1
	1
	1
	1
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XFA-3
	1
	1
	1
	1
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XFA-4
	1
	1
	1
	1
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XFA-5
	1
	1
	1
	1
	100,00
	0
	0,00
	0
	0,00
	0
	0,00

	P-XFA-6
	10
	 
	4
	1
	25,00
	1
	25,00
	1
	25,00
	1
	25,00

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	14
	 
	8
	5
	0
	1
	0
	1
	0
	1
	0




[bookmark: _Toc328055044]6.2	Summaries for Negative Test Cases
PAdES-PK7N
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-PK7N-5-1-2
	1
	12
	12
	5
	41,67
	7
	58,33
	0
	0,00
	0
	0,00

	P-PK7N-5-1-3
	1
	12
	12
	0
	0,00
	12
	100,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-4
	1
	18
	18
	0
	0,00
	18
	100,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-6
	1
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-7
	1
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-8
	1
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-9
	1
	15
	15
	1
	6,67
	14
	93,33
	0
	0,00
	0
	0,00

	P-PK7N-5-1-10
	1
	9
	9
	1
	11,11
	8
	88,89
	0
	0,00
	0
	0,00

	P-PK7N-5-1-11
	1
	8
	8
	1
	12,50
	7
	87,50
	0
	0,00
	0
	0,00

	P-PK7N-5-1-12
	1
	16
	16
	8
	50,00
	8
	50,00
	0
	0,00
	0
	0,00

	P-PK7N-5-1-13
	1
	16
	16
	1
	6,25
	14
	87,50
	0
	0,00
	1
	6,25

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	11
	 
	157
	17
	11,65
	139
	87,78
	0
	0,00
	1
	0,57




PAdES-BESN
	Signature
	Total 
	Number of
	Total
	Success
	Failure 
	Not Applicable
	Incomplete

	 
	Generated
	Verifiers
	Verifications
	Absolute
	%
	Absolute
	%
	Absolute
	%
	Absolute
	%

	P-BESN-5-2-1
	10
	18
	18
	0
	0,00
	18
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-2
	10
	18
	18
	0
	0,00
	18
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-3
	10
	11
	11
	1
	9,09
	10
	90,91
	0
	0,00
	0
	0,00

	P-BESN-5-2-4
	10
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-5
	10
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-6
	10
	17
	17
	0
	0,00
	17
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-7
	10
	15
	15
	1
	6,67
	14
	93,33
	0
	0,00
	0
	0,00

	P-BESN-5-2-8
	10
	15
	15
	1
	6,67
	14
	93,33
	0
	0,00
	0
	0,00

	P-BESN-5-2-9
	10
	9
	9
	0
	0,00
	9
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-10
	10
	18
	18
	0
	0,00
	18
	100,00
	0
	0,00
	0
	0,00

	P-BESN-5-2-11
	10
	17
	17
	8
	47,06
	9
	52,94
	0
	0,00
	0
	0,00

	
	
	
	
	
	
	
	
	
	
	
	

	Total /Average
	110
	 
	172
	11
	6,32
	161
	93,68
	0
	0,00
	0
	0,00




6.3 [bookmark: _Toc328055045]Positive test cases for generation and verification for PAdES
6.3.1 [bookmark: TestCases-Spec.XAdES-BES][bookmark: _Toc328055046]Test cases for PAdES-PK7 form.
The test cases in this section deal with the PAdES-PK7 form.
[bookmark: TestCases-Spec.PAdES-PK7]The following table shows the properties of the PAdES-PK7 form and wich test cases test them.
	PAdES-PK7.SCOK

	Property →
TestCase ↓
	R​​​​​​​​​​​​​​​​​​​​​​​​​
	L​​​​​​​​​​​​​​​​​​​​​​​​​
	C​I​​​​​​​​​​​​​​​​​​​​​​​​
	M​​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​1​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​2​5​6​​​​​​​​​​​​​​​​​​
	S​S​​​​​​​​​​​​​​​​​​​​​​​​
	C​​​​​​​​​​​​​​​​​​​​​​​​​
	A​P​K​7​D​​​​​​​​​​​​​​​​​​​​​
	S​V​D​​​​​​​​​​​​​​​​​​​​​​​
	T​S​I​​​​​​​​​​​​​​​​​​​​​​​
	A​S​​​​​​​​​​​​​​​​​​​​​​​​
	C​S​​​​​​​​​​​​​​​​​​​​​​​​
	L​C​A​​​​​​​​​​​​​​​​​​​​​​​
	R​I​A​​​​​​​​​​​​​​​​​​​​​​​
	C​R​L​​​​​​​​​​​​​​​​​​​​​​​
	O​C​S​P​​​​​​​​​​​​​​​​​​​​​​

	P-PK7-1.xml
	
	
	
	*
	*
	
	*
	
	*
	*
	
	
	*
	
	
	
	
	

	P-PK7-2.xml
	
	
	
	*
	*
	*
	
	
	*
	*
	
	
	*
	
	
	
	
	

	P-PK7-3.xml
	*
	*
	*
	*
	*
	
	*
	
	*
	*
	
	*
	*
	
	
	
	
	

	P-PK7-4.xml
	
	
	
	*
	*
	
	*
	
	*
	*
	
	
	*
	
	
	*
	*
	

	P-PK7-5.xml
	
	
	
	*
	*
	
	*
	
	*
	*
	
	
	*
	
	
	*
	
	*

	P-PK7-6.xml
	*
	
	
	*
	*
	
	
	
	*
	*
	*
	
	*
	
	
	
	
	

	P-PK7-7.xml
	
	
	
	*
	*
	
	*
	
	*
	*
	
	
	
	*
	*
	
	
	

	P-PK7-8.xml
	
	
	
	*
	*
	
	*
	*
	*
	*
	
	
	*
	
	
	
	
	



P-PK7-1.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· ApprovalSignature
This test case tests the simplest PADES part 2 form with signing time attribute by using sha256 as hashing algorithm. Implementation shall add a adbe.pkcs7.detached subfilter attribute and a Content attribute.
P-PK7-2.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA1
· ApprovalSignature
This test case tests the simplest PADES part 2 form with signing time attribute and by using sha1 as hashing algorithm. Implementation shall add a adbe.pkcs7.detached subfilter attribute and a Content attribute.

P-PK7-3.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· DigestMethodSHA256
· Reason
· Location
· ContactInfo
· TimeStampInformation
· ApprovalSignature
This test case tests a PADES part 2 signature with signature time stamp attribute which ensures the time of signing, Location attribute (See ISO 32000-1) which describes where the data was signed (CPU host name or physical location), Reason attribute that describes the reason for the signing, ContactInfo attribute that provides information to enable a recipient to contact the signer to verify the signature. Implementation may add any value of a Location, a Reason, a ContactInfo attribute as far as respecting PAdES.

P-PK7-4.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· CRL
· ApprovalSignature
This test case tests a PADES part 2 signature with signing time and adbe Revocation Information attributes and by using sha256 as hashing algorithm. Implementation shall add a certificate revocation list, described in RFC 3280, as a Revocation Information attribute.

P-PK7-5.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· OCSP
· ApprovalSignature
This test case tests a PADES part 2 signature with signing time and adbe Revocation Information attributes and by using sha256 as hashing algorithm. Implementation shall add an OCSP response, described in RFC 2560, as a Revocation Information attribute.
P-PK7-6.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· Reason
· DigestMethod
· SVDictionary
· ApprovalSignature
This test case tests a PADES part 2 signature with signing time attribute of a pdf file containing a signature field with an associated seed value dictionary. Implementation shall use one of the mandatory values defined for Reasons and DigestMethod.

P-PK7-7.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· CertificationSignature
· LegalContentAttestation
This test case tests a PADES part 2 certification signature with signing time and LegalContentAttestation attributes.

P-PK7-8.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· ApprovalSignature
· SerialSignature
This test case tests a PADES serial signature. Implementation shall create a signed document adding a adbe.pkcs7.detached subfilter attribute, a Content attribute and a signing time attribute by using sha256 as hashing algorithm and then add to the above document a serial signature by using the same attributes and hashing algorithm used in the first signature operation.



[bookmark: _Toc328055047]6.3.2 Test cases for PAdES-BES form.
The test cases in this section deal with the PAdES-BES form.
A byte range digest shall be computed over a range of bytes in the file, that shall be indicated by the ByteRange entry in the signature dictionary. This range should be the entire file, including the signature dictionary but excluding the signature value itself (the Contents entry). A DER-encoded SignedData object as specified in CMS (RFC 3852) shall be included as the PDF signature in the entry with the key Content of the signature dictionary. The signature dictionary shall contain a value of ETSI.CAdES.detached for the key SubFilter. The signature dictionary shall not contain a Cert entry.
The following table shows the properties of the PAdES-BES form and wich test cases test them.
	PAdES-BES.SCOK

	Property →
TestCase ↓
	R​​​​​​​​​​​​​​​​​​​​​​​​​
	L​​​​​​​​​​​​​​​​​​​​​​​​​
	C​I​​​​​​​​​​​​​​​​​​​​​​​​
	M​​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​1​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​2​5​6​​​​​​​​​​​​​​​​​​
	S​S​​​​​​​​​​​​​​​​​​​​​​​​
	E​C​D​​​​​​​​​​​​​​​​​​​​​​​
	M​D​​​​​​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​1​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​2​​​​​​​​​​​​​​​​​​​
	C​T​​​​​​​​​​​​​​​​​​​​​​​​
	C​T​S​​​​​​​​​​​​​​​​​​​​​​​
	S​A​​​​​​​​​​​​​​​​​​​​​​​​
	C​E​A​​​​​​​​​​​​​​​​​​​​​​​
	C​L​A​​​​​​​​​​​​​​​​​​​​​​​
	S​T​S​​​​​​​​​​​​​​​​​​​​​​​

	P-BES-1.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	 

	P-BES-2.xml
	*
	*
	*
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	 

	P-BES-3.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	*

	P-BES-4.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	*
	 
	*
	*

	P-BES-5.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	*
	*
	 
	*

	P-BES-6.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	*
	 
	 
	 
	*

	P-BES-7.xml
	 
	 
	 
	*
	*
	*
	 
	 
	*
	*
	*
	 
	*
	 
	 
	 
	 
	*


[bookmark: TestCases-Spec.PAdES-BES]P-BES-1.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
This test case tests the simplest PAdES BES signature without signature-time-stamp. Implementation shall add a ESSSigningCertificateV2 attribute to generating signature. A ContentType and a MessageDigest attributes shall also be added to the PDF signature to respect CMS (See 'RFC 3852'). 
P-BES-2.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· M
· Reason
· ContactInfo
· Location
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
This test case tests a PAdES BES signature without signature-time-stamp attribute and with SigningTime, Location, Reason of signature and ContactInfo entries in signature dictionary. Implementation shall add an ESSSigningCertificateV2 attribute to generating signature. A ContentType and a MessageDigest attributes also shall be added to the PDF signature to respect CMS (See 'RFC 3852'). 

P-BES-3.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· SignatureTimeStamp
This test case tests the simplest PAdES BES signature with signature-time-stamp attribute which is the most common optional attribute in CMS SignedData and describes trusted time when the data was signed. This attribute should always be present in the signed document to be compliant to profile ETSI TS 102 778-3. 
P-BES-4.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· CLaimedAttribute
· SignatureTimeStamp
This test case tests the a PAdES BES signature with a ClaimedAttribute of SignerAttributes attribute (See 'RFC 5126 5.11.3') which describes the signer's claimed attribute. Implementation may add any value of a ClaimedAttribute as far as respecting PadES and CadES. 

P-BES-5.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· CErtifiedAttribute
· SignatureTimeStamp
This test case tests the a PAdES BES signature with CertifiedAttribute of SignerAttributes attribute (See 'RFC 5126 5.11.3') which describes the signer's attribute. In the CertifiedAttribute, your X.509 V2 attribute certificate assigned to your public key certificate will be included. 

P-BES-6.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· ContentTimeStamp
· SignatureTimeStamp
This test case tests the a PAdES BES signature with a ContentTimeStamp attribute (See 'RFC 5126 5.11.4') which provides time-stamp token of the signed data content before it is signed. 

P-BES-7.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA1
· MessageDigest
· ESSSigningCertificateV1
· ContentType
· SignatureTimeStamp
This test case tests a PAdES BES signature in which digest algorithm SHA1 is used to digest data to be signed and, consequently, ESSSigningCertificateV1 as specified by "Enhanced Security Services (ESS) RFC 2634" must be used to reference signing certificate. 


[bookmark: _Toc328055048]6.3.3 Test cases for the PAdES-EPES form.
The following table shows the properties of the PAdES-EPES form and wich test cases test them.
	PAdES-EPES.SCOK

	Property →
TestCase ↓
	R​​​​​​​​​​​​​​​​​​​​​​​​​
	L​​​​​​​​​​​​​​​​​​​​​​​​​
	C​I​​​​​​​​​​​​​​​​​​​​​​​​
	M​​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​1​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​2​5​6​​​​​​​​​​​​​​​​​​
	S​S​​​​​​​​​​​​​​​​​​​​​​​​
	E​C​D​​​​​​​​​​​​​​​​​​​​​​​
	M​D​​​​​​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​1​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​2​​​​​​​​​​​​​​​​​​​
	C​T​​​​​​​​​​​​​​​​​​​​​​​​
	C​T​S​​​​​​​​​​​​​​​​​​​​​​​
	S​A​​​​​​​​​​​​​​​​​​​​​​​​
	C​E​A​​​​​​​​​​​​​​​​​​​​​​​
	C​L​A​​​​​​​​​​​​​​​​​​​​​​​
	S​T​S​​​​​​​​​​​​​​​​​​​​​​​
	S​P​I​​​​​​​​​​​​​​​​​​​​​​​
	C​T​I​​​​​​​​​​​​​​​​​​​​​​​

	P-EPES-1.xml
	*
	*
	*
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	*
	*
	 

	P-EPES-2.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	*
	*
	*

	P-EPES-3.xml
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	 
	*
	*
	 
	 
	 
	 
	*
	*
	*


[bookmark: TestCases-Spec.PAdES-EPES]P-EPES-1.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· Reason
· ContactInfo
· Location
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· SignaturePolicyIdentifier
· SignatureTimeStamp
This test case tests the simplest PAdES EPES signature with an explicit SignaturePolicyIdentifier attribute. To calculate 'sigPolicyHash' field of 'SignaturePolicyIdentifier' attribute, the file '../../Data/TARGET-SIGPOL-ETSI5.der' shall be used as its input. 
P-EPES-2.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· SignaturePolicyIdentifier
· CommitmentTypeIndication
· SignatureTimeStamp
This test case tests a PAdES EPES signature with an explicit SignaturePolicyIdentifier attribute and other attributes. To calculate 'sigPolicyHash' field of 'SignaturePolicyIdentifier' attribute, the file '../../Data/TARGET-SIGPOL-ETSI5.der' shall be used as its input. 

P-EPES-3.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· SignaturePolicyIdentifier
· CommitmentTypeIndication
· SignatureTimeStamp
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PAdES EPES signature with an explicit SignaturePolicyIdentifier attribute and other attributes. To calculate 'sigPolicyHash' field of 'SignaturePolicyIdentifier' attribute, the file '../../Data/TARGET-SIGPOL-ETSI6.der' shall be used as its input. Participating implementations, after generating the above signature, verify the signed document and apply a document time-stamp. 


[bookmark: _Toc328055049]6.3.4 Test cases for PAdES-LTV form.
The test cases in this section deal with the PAdES-LTV form.
For the purpose to verify the signatures of a signed PDF document long after their creation, in particular after the signing certificates have expired, because the original validation data (such as CA certificates, CRLs, OCSP) may no longer be available (the cryptographic protection afforded by the signature could not be guaranteed after the certificate has expired too), some extensions to ISO 32000-1 can be used.
1. Document Security Store (DSS) that is able to carry validation data necessary to validate a signature, optionally with Validation Related Information (VRI) which relates the validation data to a specific signature.
2. Document Time Stamp that is able to extend document life-time.
The LTV format adds validation stuff to a signed PDF so possible input are P-BES-1 and P-BES-3 (with Signature Time Stamp)
The following table shows the properties of the PAdES-LTV form (PAdES-LTV or PADES-LongTerm) and wich test cases test them.
	PAdES-LTV.SCOK

	Property →
TestCase ↓
	D​S​S​​​​​​​​​​​​​​​​​​​​​​​
	D​S​S​C​​​​​​​​​​​​​​​​​​​​​​
	D​S​S​C​R​L​​​​​​​​​​​​​​​​​​​​
	D​S​S​O​C​S​P​​​​​​​​​​​​​​​​​​​
	D​S​S​V​R​I​​​​​​​​​​​​​​​​​​​​
	V​R​I​​​​​​​​​​​​​​​​​​​​​​​
	S​N​​​​​​​​​​​​​​​​​​​​​​​​
	V​R​I​C​​​​​​​​​​​​​​​​​​​​​​
	V​R​I​C​R​L​​​​​​​​​​​​​​​​​​​​
	V​R​I​O​C​S​P​​​​​​​​​​​​​​​​​​​
	D​T​S​​​​​​​​​​​​​​​​​​​​​​​
	D​T​S​T​​​​​​​​​​​​​​​​​​​​​​
	D​T​S​S​F​​​​​​​​​​​​​​​​​​​​​
	D​T​S​C​​​​​​​​​​​​​​​​​​​​​​

	P-LTV-1.xml
	*
	*
	*
	 
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-2.xml
	*
	*
	 
	*
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-3.xml
	*
	*
	*
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	P-LTV-4.xml
	*
	 
	 
	 
	*
	*
	 
	*
	*
	 
	*
	*
	*
	*

	P-LTV-5.xml
	*
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	*
	*
	*

	P-LTV-6.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-7.xml
	*
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	*
	*
	*

	P-LTV-8.xml
	*
	*
	*
	 
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-9.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-10.xml
	*
	*
	*
	 
	 
	 
	 
	 
	 
	 
	*
	*
	*
	*

	P-LTV-11.xml
	*
	 
	 
	 
	*
	*
	 
	*
	 
	*
	*
	*
	*
	*

	P-LTV-12.xml
	*
	 
	 
	 
	*
	*
	 
	*
	*
	 
	*
	*
	*
	*


[bookmark: TestCases-Spec.PAdES-LTV]P-LTV-1.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· ApprovalSignature
· DSSType
· DSSCerts
· DSSCRLs
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify P-PK7-1 signature and a subsequent PadES-LTV based on DSS with Certificates and CRLs. DSSCerts and DSSCRLs entries must contain references to certificates and CRLs needed to validate signatures. Only one Document TimeStamp is necessary.

P-LTV-2.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· DigestMethodSHA256
· Reason
· Location
· ContactInfo
· TimeStampInformation
· ApprovalSignature
· DSSType
· DSSCerts
· DSSOCSPs
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify P-PK7-3 signature and a subsequent PadES-LTV based on DSS with Certificates and OCSP responses. DSSCerts and DSSOCSPs entries must contain references to certificates and OCSP responses needed to validate signatures. Only one Document TimeStamp is necessary.
P-LTV-3.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DSSType
· DSSCerts
· DSSCRLs
This test case tests a PadES LTV format. Participating implementations generate and verify P-BES-1 signature and a subsequent PadES-LTV based on DSS with Certificates and CRLs.DSSCerts and DSSCRLs entries must contain references to certificates and CRLs needed to validate signatures. No Document TimeStamp is necessary.
P-LTV-4.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRICRL
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify P-BES-1 signature and a subsequent PadES-LTV based on VRI with Certificates and CRLs. VRICert and VRICRL entries must contain references to certificates and CRLs needed to validate the only signature present in the document. Only one Document TimeStamp is necessary.
And results in the following Interop Matrix:

P-LTV-5.xml contains the following Properties: 
· SignedDocument
· AdbePKcs7Detached
· Contents
· M
· DigestMethodSHA256
· ApprovalSignature
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRIOCSP
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify a signed pdf file containing 3 P-PK7-1 serial signatures and generate a subsequent PadES-LTV based on VRI with Certificates and OCSP responses. VRICert and VRIOCSP entries must contain references to certificates and OCSP responses needed to validate the only signature present in the document. Only one Document TimeStamp is necessary.

P-LTV-6.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify P-BES-1 signature and a subsequent PadES-LTV based on Document time-stamps. Only one Document TimeStamp is necessary. 

P-LTV-7.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRIOCSP
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify a signed pdf file containing 3 P-BES-1 signatures and generate a subsequent PadES-LTV based on VRI with Certificates and OCSP responses. VRICert and VRIOCSP entries must contain references to certificates and OCSP responses needed to validate the only signature present in the document. Only one Document TimeStamp is necessary.
P-LTV-8.xml contains the following Properties: 
· SignedDocument
· EtsiCadesDetached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DTSType
· DTSSubFilter
· DTSContents
· DSSType
· DSSCerts
· DSSCRLs
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations generate and verify P-BES-1 signature and a subsequent PadES-LTV based on Document time-stamps (that's the output of P-LTV-6 test case), then apply DSS with Certificates and CRLs, DSSCerts and DSSCRLs entries must contain references to certificates and CRLs needed to validate first timestamp and then apply and verify another Document time-stamp. Two Document TimeStamps are necessary. 

P-LTV-9.xml contains the following Properties: 
· SignedDocument
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations apply a Document time-stamp and verifies on unsigned pdf document. Only one Document TimeStamp is necessary. 

P-LTV-10.xml contains the following Properties: 
· SignedDocument
· DTSType
· DTSSubFilter
· DTSContents
· DSSType
· DSSCerts
· DSSCRLs
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations apply a Document time-stamp and verifies on unsigned pdf document (that's the output of P-LTV-9 test case), then apply DSS with Certificates and CRLs, DSSCerts and DSSCRLs entries must contain references to certificates and CRLs needed to validate first timestamp, and then apply and verify another Document time-stamp. Two Document TimeStamps are necessary. 

P-LTV-11.xml contains the following Properties: 
· SignedDocument
· DTSType
· DTSSubFilter
· DTSContents
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRIOCSP
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations apply a Document time-stamp and verifies on unsigned pdf document (that's the output of P-LTV-9 test case), then apply DSS based on VRI with Certificates and OCSP responses. VRICert and VRIOCSP entries must contain references to certificates and OCSP responses needed to validate the first timestamp, and then apply and verify another Document time-stamp. Two Document TimeStamps are necessary. 
P-LTV-12.xml contains the following Properties: 
· SignedDocument
· DTSType
· DTSSubFilter
· DTSContents
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRICRL
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format. Participating implementations apply a Document time-stamp and verifies on unsigned pdf document (that's the output of P-LTV-9 test case), then apply DSS based on VRI with Certificates and CRL responses. VRICert and VRICRL entries must contain references to certificates and CRLs needed to validate the first timestamp, and then apply and verify another Document time-stamp. Two Document TimeStamps are necessary. 

[bookmark: _Toc328055050]6.3.5 Test cases for PAdES-XML form.
The test cases in this section deal with the PAdES-XML form.
1st Profile: XML signed document that is embedded within a PDF file
An XML document created and signed with XAdES (forms XAdES-BES, XAdES-EPES, XAdES-T) out of PDF framework can be embedded within a PDF container and transported within it.
For the purpose to verify the signatures of an XML document signed with XAdES and embedded within a PDF container long after their creation, a verifier may extracts the XML document, verify the XAdES signature, upgrade the XAdES signature itself (to more evolved forms) and embeds again the modified XML document within the PDF container.
The xades;SigningCertificate or the ds:KeyInfo element must be used to secure the signing certificate.
The following table shows the properties of the PAdES-XML form and wich test cases test them.
	PAdES-XML.SCOK

	Property →
TestCase ↓
	S​T​​​​​​​​​​​​​​​​​​​​​​​​
	S​P​P​​​​​​​​​​​​​​​​​​​​​​​
	D​O​F​​​​​​​​​​​​​​​​​​​​​​​
	C​T​I​​​​​​​​​​​​​​​​​​​​​​​
	S​R​​​​​​​​​​​​​​​​​​​​​​​​
	I​D​O​T​S​​​​​​​​​​​​​​​​​​​​​
	A​D​O​T​S​​​​​​​​​​​​​​​​​​​​​
	C​S​​​​​​​​​​​​​​​​​​​​​​​​
	1​4​1​T​S​V​D​​​​​​​​​​​​​​​​​​​
	S​P​I​​​​​​​​​​​​​​​​​​​​​​​
	S​T​S​​​​​​​​​​​​​​​​​​​​​​​
	C​C​R​​​​​​​​​​​​​​​​​​​​​​​
	C​R​R​​​​​​​​​​​​​​​​​​​​​​​
	A​C​R​​​​​​​​​​​​​​​​​​​​​​​
	A​R​R​​​​​​​​​​​​​​​​​​​​​​​
	S​A​R​T​S​​​​​​​​​​​​​​​​​​​​​
	R​O​T​S​​​​​​​​​​​​​​​​​​​​​​
	C​V​​​​​​​​​​​​​​​​​​​​​​​​
	R​V​​​​​​​​​​​​​​​​​​​​​​​​
	A​A​C​V​​​​​​​​​​​​​​​​​​​​​​
	A​R​V​​​​​​​​​​​​​​​​​​​​​​​
	A​T​S​​​​​​​​​​​​​​​​​​​​​​​
	1​4​1​A​T​S​​​​​​​​​​​​​​​​​​​​

	P-XML-1.xml
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	P-XML-6.xml
	 
	 
	 
	 
	 
	 
	 
	 
	*
	 
	*
	 
	 
	 
	 
	 
	 
	*
	
	 
	 
	1
	*


[bookmark: TestCases-Spec.PAdES-XML]P-XML-1.xml contains the following Properties: 
· SignedDocument
· Certificate
· SigningTime
· City
· StateorProvince
· CertifiedRole
This test case tests a XADES BES signature with the signed properties “SignedSignatureProperties”, conforming to ETSI TS 101 903, containing the SigningTime, SigningCertificate, SignatureProductionPlace, SignerRolebased attributes. 

P-XML-2.xml contains the following Properties: 
· SignedDocument
· Certificate
· CommitmentTypeIndication
· AllDataObjectsTimeStamp
· IndividualDataObjectsTimeStamp
· DataObjectFormat
· SignatureTimeStamp
This test case tests a XADES-T signature with the signed properties “SignedDataObjectProperties” and unsigned properties SignatureTimeStamp conforming to ETSI TS 101 903. The DataObjectFormat, CommitmentTypeIndication, AllDataObjectsTimeStamp, IndividualDataObjectsTimeStamp “SignedDataObjectProperties” have to be used. The DataObjectFormat should point to a ds:Reference whose URI attribute points to a simple text file outside of the document containing the signature. MimeType and Encoding do not have to be checked in this case.

P-XML-3.xml contains the following Properties: 
· SignedDocument
· Certificate
· CounterSignature
This test case tests a CounterSignature. The XML file is XADES BES conforming ETSI TS 101 903. For simplicity the CounterSignature can be from the same previous signer. 

P-XML-4.xml contains the following Properties: 
· SignedDocument
· Certificate
· SignatureTimeStamp
· CRL
This test case tests a XADES-C signature conforming to ETSI TS 101 903.

P-XML-5.xml contains the following Properties: 
· SignedDocument
· Certificate
· SignatureTimeStamp
· CRL
· SigAndRefsTimeStamp
This test case tests a XADES-X signature conforming to ETSI TS 101 903.

P-XML-6.xml contains the following Properties: 
· SignedDocument
· Certificate
· SignatureTimeStamp
· CertificateValues
· RevocationValues
· CertificateValues
· RevocationValues
· xadesv141ArchiveTimeStamp
· CertificateValues
· RevocationValues
This test case tests a XADES-A signature conforming to ETSI TS 101 903 containing the the following properties: SignatureTimeStamp, CertificateValues, RevocationValues, ArchiveTimeStamp.

[bookmark: _Toc328055051]6.3.6 Test cases for PAdES-XFA form.
The test cases in this section deal with the PAdES-XFA form.
2nd Profile: XADES signatures for signing dynamic XFA forms
The XAdES signature will be able to sign XFA data only or any XML content from XFA allowed by XFA specification, Signature is encoded as XAdES-BES and XAdES-T forms.
The xades:SigningCertificate or the ds:KeyInfo element must be used to secure the signing certificate.
For long-term validation XAdES signatures on XFA the LTV technology (XADES-LTV) can be used.
The following table shows the properties of the PAdES-XFA form and wich test cases test them.
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 



	PAdES-XFA.SCOK

	Property →
TestCase ↓
	S​T​​​​​​​​​​​​​​​​​​​​​​​​
	S​P​P​​​​​​​​​​​​​​​​​​​​​​​
	D​O​F​​​​​​​​​​​​​​​​​​​​​​​
	C​T​I​​​​​​​​​​​​​​​​​​​​​​​
	S​R​​​​​​​​​​​​​​​​​​​​​​​​
	I​D​O​T​S​​​​​​​​​​​​​​​​​​​​​
	A​D​O​T​S​​​​​​​​​​​​​​​​​​​​​
	C​S​​​​​​​​​​​​​​​​​​​​​​​​
	1​4​1​T​S​V​D​​​​​​​​​​​​​​​​​​​
	S​P​I​​​​​​​​​​​​​​​​​​​​​​​
	S​T​S​​​​​​​​​​​​​​​​​​​​​​​
	C​C​R​​​​​​​​​​​​​​​​​​​​​​​
	C​R​R​​​​​​​​​​​​​​​​​​​​​​​
	A​C​R​​​​​​​​​​​​​​​​​​​​​​​
	A​R​R​​​​​​​​​​​​​​​​​​​​​​​
	S​A​R​T​S​​​​​​​​​​​​​​​​​​​​​
	R​O​T​S​​​​​​​​​​​​​​​​​​​​​​
	C​V​​​​​​​​​​​​​​​​​​​​​​​​
	R​V​​​​​​​​​​​​​​​​​​​​​​​​
	A​A​C​V​​​​​​​​​​​​​​​​​​​​​​
	A​R​V​​​​​​​​​​​​​​​​​​​​​​​
	A​T​S​​​​​​​​​​​​​​​​​​​​​​​
	1​4​1​A​T​S​​​​​​​​​​​​​​​​​​​​
	D​S​S​​​​​​​​​​​​​​​​​​​​​​​
	C​​​​​​​​​​​​​​​​​​​​​​​​​
	C​R​L​​​​​​​​​​​​​​​​​​​​​​​
	D​T​S​​​​​​​​​​​​​​​​​​​​​​​
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[bookmark: Overview][bookmark: TestCases-Spec.PAdES-XFA]P-XFA-1.xml contains the following Properties: 
· SignedDocument
· Certificate
· SignatureProductionPlace
· SignerRole
· SignatureTimeStamp
This test case tests a XADES-BES signature. The XFA signed file is a XADES-T conforming ETSI TS 101 903 with the signed properties SigningCertificate, SignatureProductionPlace, SignerRole, and a SignatureTimeStamp. 
P-XFA-2.xml contains the following Properties: 
· SignedDocument
· Certificate
· CommitmentTypeIndication
· AllDataObjectsTimeStamp
· IndividualDataObjectsTimeStamp
This test case tests the signed properties SignedDataObjectProperties. The XFA signed file is a XADES-BES with with the signed properties SignedDataObjectProperties conforming ETSI TS 101 903 that contains the following properties DataObjectFormat, CommitmentTypeIndication, AllDataObjectsTimeStamp, IndividualDataObjectsTimeStamp 
P-XFA-3.xml contains the following Properties: 
· SignedDocument
· Certificate
· CounterSignature
This test case tests a CounterSignature. The XFA signed file is XADES-BES conforming ETSI TS 101 903 with a CounterSignature 

P-XFA-4.xml contains the following Properties: 
· SignedDocument
· ETSI.CAdES.detached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRICRL
This test case tests PadES LTV format. Its VRICert and VRICRL entries must contain references to certificates and CRLs needed to validate the XADES signature inserted in the document in XFA forms. Participating implementation generates and verifies one P-XFA-1 signature and a subsequent PadES-LTV based on VRI with Certificates and CRLs. This signature has a Document time-stamp. 
P-XFA-5.xml contains the following Properties: 
· SignedDocument
· ETSI.CAdES.detached
· DigestMethodSHA256
· MessageDigest
· ESSSigningCertificateV2
· ContentType
· DSSType
· DSSVRI
· VRIType
· VRICert
· VRICRL
· DTSType
· DTSSubFilter
· DTSContents
This test case tests a PadES LTV format with document TimeStamp. Its VRICert and VRICRL entries must contain references to certificates and CRLs needed to validate the only XADES signature on XFA forms inserted in the document. Only one Document TimeStamp is necessary. Participating implementation generates and verifies one P-XFA-1 signature and a subsequent PadES-LTV based on VRI with Certificates and CRLs. 



[bookmark: _Toc328055052]6.4 Negative test cases for verification for PAdES
In the 'negative test' participants will do following: 
1. A partiticipating implementation must verify the PAdES signatures. Verification of the PAdES signatures shall be negative. That's why we say 'negative test' for this test.
2. A participant will download PAdES signatures generated by the organizers.
3. Verify PAdES signatures.
4. Upload verification results as XML files.
5. See test result matrix.
Negative test cases files are in the 'NegativeTests' folder grouped by PAdES Form.
The following section contains negative test cases grouped by PAdES Form.
[bookmark: Negative_Test_Cases_(for_verification_on][bookmark: _Toc328055053]6.4.1 Negative test cases for PAdES-PK7 form.
	PAdES-PK7N.SC1

	Property →
TestCase ↓
	R​​​​​​​​​​​​​​​​​​​​​​​​​
	L​​​​​​​​​​​​​​​​​​​​​​​​​
	C​I​​​​​​​​​​​​​​​​​​​​​​​​
	M​​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​1​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​2​5​6​​​​​​​​​​​​​​​​​​
	S​S​​​​​​​​​​​​​​​​​​​​​​​​
	C​​​​​​​​​​​​​​​​​​​​​​​​​
	A​P​K​7​D​​​​​​​​​​​​​​​​​​​​​
	S​V​D​​​​​​​​​​​​​​​​​​​​​​​
	T​S​I​​​​​​​​​​​​​​​​​​​​​​​
	A​S​​​​​​​​​​​​​​​​​​​​​​​​
	C​S​​​​​​​​​​​​​​​​​​​​​​​​
	L​C​A​​​​​​​​​​​​​​​​​​​​​​​
	R​I​A​​​​​​​​​​​​​​​​​​​​​​​
	C​R​L​​​​​​​​​​​​​​​​​​​​​​​
	O​C​S​P​​​​​​​​​​​​​​​​​​​​​​

	P-PK7N-5-1-2.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	P-PK7N-5-1-3.xml
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[bookmark: PAdES-PK7_negative_tests]P-PK7N-5-1-2.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed (pades basic) pdf document having a seed value that specify use of PKCS#1 

P-PK7N-5-1-3.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed (pades basic) pdf document having a wrong byte range 

P-PK7N-5-1-4.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed (pades basic) pdf document having a wrong signature (the hash that was signed isn't the hash of the specified byte range) 

P-PK7N-5-1-6.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with an untrusted signing certificate 
And results in the following Interop Matrix:

P-PK7N-5-1-7.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with an expired signing certificate 

P-PK7N-5-1-8.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with a revoked/suspended signing certificate 

P-PK7N-5-1-9.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing an untrusted signature timestamp 

P-PK7N-5-1-10.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing an expired signature timestamp 

P-PK7N-5-1-11.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing a revoked signature timestamp 

P-PK7N-5-1-12.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing a wrong signing time format 

P-PK7N-5-1-13.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document not containing the signing certificate inside the PKCS#7 
1. Try to sign a pdf document having a seed value that specify use of PKCS#1
2. Try to sign a pdf document having a seed value that specify use of PKCS#1
3. Verify a signed (pades basic) pdf document having a seed value that specify use of PKCS#1
4. Verify a signed pdf document having a wrong byte range
5. Verify a signed pdf document having a wrong signature (the hash that was signed isn't the hash of the specified byte range)
6. Verify a signed pdf document having a wrong time stamp signature (the signature that was timestamped isn't pdf document signature)
7. Verify a pdf document signed with an untrusted signing certificate
8. Verify a pdf document signed with an expired signing certificate
9. Verify a pdf document signed with a revoked/suspended signing certificate
10. Verify a signed pdf document containing an untrusted signature timestamp
11. Verify a signed pdf document containing an expired signature timestamp
12. Verify a signed pdf document containing a revoked signature timestamp
13. Verify a signed pdf document containing a wrong format in signing time
14. Verify a signed pdf document not containing the signing certificate inside the PKCS#7
[bookmark: _Toc328055054]6.4.2 Negative test cases for PAdES-BES/EPES form.
	PAdES-BESN.SC1

	Property →
TestCase ↓
	R​​​​​​​​​​​​​​​​​​​​​​​​​
	L​​​​​​​​​​​​​​​​​​​​​​​​​
	C​I​​​​​​​​​​​​​​​​​​​​​​​​
	M​​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​​​​​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​1​​​​​​​​​​​​​​​​​​​​
	D​M​S​H​A​2​5​6​​​​​​​​​​​​​​​​​​
	S​S​​​​​​​​​​​​​​​​​​​​​​​​
	E​C​D​​​​​​​​​​​​​​​​​​​​​​​
	M​D​​​​​​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​1​​​​​​​​​​​​​​​​​​​
	E​S​S​S​C​V​2​​​​​​​​​​​​​​​​​​​
	C​T​​​​​​​​​​​​​​​​​​​​​​​​
	C​T​S​​​​​​​​​​​​​​​​​​​​​​​
	S​A​​​​​​​​​​​​​​​​​​​​​​​​
	C​E​A​​​​​​​​​​​​​​​​​​​​​​​
	C​L​A​​​​​​​​​​​​​​​​​​​​​​​
	S​T​S​​​​​​​​​​​​​​​​​​​​​​​
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	P-BESN-5-2-7.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	P-BESN-5-2-8.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	P-BESN-5-2-9.xml
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	P-BESN-5-2-10.xml
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[bookmark: PAdES-BES/EPES_negative_tests]P-BESN-5-2-1.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document having a wrong byte range 

P-BESN-5-2-2.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document having a wrong signature (the hash that was signed isn't the hash of the specified byte range) 

P-BESN-5-2-3.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document having a wrong time stamp signature (the signature that was timestamped isn't pdf document signature) 

P-BESN-5-2-4.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with an untrusted signing certificate 

P-BESN-5-2-5.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with an expired signing certificate 

P-BESN-5-2-6.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a pdf document signed with a revoked/suspended signing certificate 

P-BESN-5-2-7.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing an untrusted signature timestamp 

P-BESN-5-2-8.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing an expired signature timestamp 

P-BESN-5-2-9.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing a revoked signature timestamp 

P-BESN-5-2-10.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document in which the hash value of the signing certificate is different from the hash value in ESS signing certificate V2 attribute 

P-BESN-5-2-11.xml contains the following Properties: 
· SignedDocument
This test case tests the verification of a signed pdf document containing the following cades attributes: signingTime, id-aa-contentHint, id-aa-contentIdentifier, signerLocation 
1. Verify a signed pdf document having a wrong byte range
2. Verify a signed pdf document having a wrong signature (the hash that was signed isn't the hash of the specified byte range)
3. Verify a signed pdf document having a wrong time stamp signature (the signature that was timestamped isn't pdf document signature)
4. Verify a pdf document signed with an untrusted signing certificate
5. Verify a pdf document signed with an expired signing certificate
6. Verify a pdf document signed with a revoked/suspended signing certificate
7. Verify a signed pdf document containing an untrusted signature timestamp
8. Verify a signed pdf document containing an expired signature timestamp
9. Verify a signed pdf document containing a revoked signature timestamp
10. Verify a signed pdf document in which the hash value of the signing certificate is different from the hash value in signing certificate or ESS signing certificate V2 attribute
11. Verify a signed pdf document containing signing-time, content-identifier, content-hints and signer-location attributes (PAdESs part.3 parag 4.5)
12. Verify a signed pdf document containing commitment-type-indication attribute and the attribute reason of the dictionary (PAdESs part.3 parag 4.5)
[bookmark: _Toc328055055]6.4.3 Negative test cases for PAdES-LTV form.
1. Verify a signed pdf in which one timestamp is invalid at the time of the successive (in time) timestamp (TSS certificate expired or revoked)
2. Verify a signed pdf in which the signature of one timestamp is not valid in respect of validation data stored in the DSS
3. Verify a signed pdf document in which the signature is not valid in respect of validation data stored in the DSS
[bookmark: PAdES-LTV_negative_tests][bookmark: _Toc328055056]6.4.4 Negative test cases for PAdES-XML form.
1. verify a pdf document signed with XAdES signatures on XFA Forms with signingTime (signingTime shall not be used)
2. Verify a pdf document signed with XAdES-BES signatures and Commitment-type-indication
3. Verify a pdf document where both XFA template and XFA data are signed
[bookmark: PAdES-XML_negative_tests]

[+] show table for X-BES-1.xml
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To improve the quality of PAJES specifications

To ease the intraduction of PAJES signatures, by providing the means to solve interaperability problems befors
widespread deplayment.

* Remote PAJES Plugtests 24 November -9 December
20m

click hereFor registration

www.etsi.org | ww.plugtests.org
ETS(((%)\ World Class Standards P




image3.png
Plugtests Portal
For Electronic Signature

Conducting Plugtests

Common Contents
Conducting Plugtests 1. Introduction
Interactions with partal
Downloading material 2. Types of tests

Generation & cross-verif
Only verification

Cryptographic Material

Online PKI services details

3. Version of PAJES tested

4. Before starting the Plugtests

Online PKI Services scosss 5. Conducting generation and cross-verification tests
Online TSP Services access
Attribute Certificate Issuance 6. Conducting only-verification tests

Attribute Certificate Request

Participants' List 1. Introduction

Maging Sunnort This page provides generic information on the Plugtests, namely: the types of interoperability tests that
Presentations the participants will be able to conduct, and a high-level description of how they may conduct tests
Chat using the PAGES Plugtests portal.
Public pages
e ilE 2. Types of tests

PAdES This Plugtests event allows to conduct three types of tests
T Caes BRI « Generation and cross-verification (z.k.a. Positive) tests.
Test Cases Eath participant s invited to generate  Cetain set of valid PAGES signatures with certain characteristics
Verification Reports (generation). The rest of participants are invited afterwards to verlly these signatures (cross-verfication). The
Stats per Form Plugtests portal automatically generates an updated set of interoperability matrixes that all the participants may
e access.

ploa

Download « Only-verification (a.ka. Negative) tests.
Test Data Directory ETS has generated a number of invalid PAJES signatures (the so-called "negative testcases") by difirent
Questians & Answers reasons. Each participant may, at her own discretion, try 1o verlfy these signatures, checking in this way that the

cormesponding tool actually detects that the signature is not valid.
3. Version of PAES tested
Details on the PACES versions that will be tested in the present event are provided below:
 PAJES ETSI 102 778
The test suite is defined with four difierent layers reflecting the multipart structure of PAJES

o Part 2: "PAJES Basic - Profile based on IS0 32000-1" (v 1.2.1)
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